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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb I n drop 4083
81.218. 65. 210 | srael 147.237.77. 176 nat pash. i df.i | B ock_Udp Al _Nets dr op 12
188. 138. 75. 133 Ger nany 147.237.76. 148 ggcenter. aka.idf.il B ock Udp Al Nets drop 3
188. 138. 75. 133 Ger nany 147.237.76. 39 nobi | e. nei tav.idf.il B ock Udp All Nets drop 2
188. 138. 75. 133 Ger nany 147.237.77. 74 lawidf.il B ock_Udp Al Nets drop 2
101. 201. 147. 32 Chi na 147.237.72. 166 aka.idf.il bl ock-sp-traf1 forward 2
188. 138. 75. 133 Ger nany 147.237.76. 202 e halag.idf.il Bl ock_UWp Al _Nets drop 1
122. 226. 215. 82 Chi na 147.237.77. 176 nat pash. i df.i | B ock_Udp Al _Nets dr op 1
179. 43. 141. 194 S tzerl and 147.237.77.121 e.navy.idf.il Bock Np Al Net drop 1
188. 138. 75. 133 Ger nany 147.237.77.19 | awforumidf.il B ock_Udp Al Nets drop 1
179. 43. 141. 194 Sni tzerl and 147.237.0. 17 m ny- kosher -kravi .idf . il B ock Np Al Net drop 1
179. 43. 141. 194 Snitzerl and 147. 237. 8. 27 e.nadimatal .idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
79.178. 167. 88 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 8
80. 246. 133. 167 I srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR B ock 4
66. 249. 66. 187 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
199. 30. 24. 234 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
61. 135. 189. 122 Chi na 147.237.76. 31 nakchal .idf.il |Cl000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il |CLO00071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
912 199,57 203 |147. 237 77. 2331 51 ael atal il ET DO Large anount of TGP Zer oWndow - Possible Nkiller2 5
DDos attack
185.112.248.50 |147.237.8.28 |United Ki ngdom|e. nobile-ks.idf.il ET SCAN Potential SSH Scan 1
162. 144. 41. 122 |147.237.8.45 |Uited Sates [e.eitan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
106. 186. 113. 132(147. 237. 76. 30 |Japan hi nush. i df .i | SERVER APAO_E Apac'he mod_ssl non- S8 connection to SS. 1
port denial of service attenpt
93.88. 71 218 147 237 g 28 |RUSSan o robi | e ks i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
Federation Gonnections, Potential Scan or Brute Force
89.163.255.13 [147.237.0.19 |Ger many nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
216.227.58.7 147.237.8.14 |lhited Sates |e orchot.idf.il ET SCAN NVAP -sS wi ndow 3072 1
216.227.58.7 147.237.8.14 |wnited Sates |e.orchot.idf.il ET SCAN NVAP -f -sS 1
185. 112. 248. 50 |147.237.8.28 |United Ki ngdom|e. nobile-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
115. 28. 247. 220 |147.237.77. 227 |Chi na e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
106. 186. 113. 67 |147.237.77. 61 [Japan e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
89.163.255.13 |147.237.0.34 |Ger many tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.163.255.13 [147.237.0.17 |Ger many mny-kosher-kravi .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
216.227.58.7 147.237.8.14 |wnited Sates |e.orchot.idf.il ET SCAN NVAP -sS wi ndow 2048 1




04-17-2016-01:05:21 to 04-17-2016-02:05:21

|Top Attackers In FW |

A tacker

Addr ess count ry ‘Target Address |Ste Signature
Syrian Arab s . .
178. 171. 251. 240 Republ i ¢ 147.237.77. 216 |dover. i df . i | Bl ock HITP Non Conpl i ant Response out of state noni t or 16660
Syrian Arab s SYNVACK retransmit with different .
178. 171. 251. 240 Republ ¢ 147.237.77. 216 |dover.idf .i | Bad TCP sequence wi ndow scal 6 noni t or 4734
Syrian Arab s ) .
178. 171. 251. 240 Republ i ¢ 147.237.77. 216 |dover. i df . i SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 2963
178. 171. 251. 240 z:)'u‘g‘rifab 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SN drop 648
178. 171. 251. 240 Z:)'ugﬂﬁ(ab 147.237.77.216|dover.icf.il  |SYN Attack rej ect 59
105. 154. 244. 66 |Mor occo 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 48
208. 115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 44
178. 171. 251. 240 z:)'ugﬂﬁ(ab 147.237.77. 216 |dover.icf. il |Bad TCP sequence monitor  [36
212.179.90. 106 |l srael 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 33
159. 203. 100. 118|lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
207.241.229.222|lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 16
89.138.96. 253 [l srael 147.237. 77. 216 |dover. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 12
178. 171. 251. 240 Z:)'ugﬂﬁ(ab 147.237.77. 216 |dover.icf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout al ert 9
Sreanming Engine: TCP Invalid i i ssi
157.55.39.32  |wited Sates  |147.237.72. 166 |aka.idf . il g =g nval i d segnent retransmssi on. drop 8
Ret ransmi ssi on Packet dr opped.
87.71.94.23 I srael 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
46.19. 85. 111 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d ACK nunber alert 6
46.19. 85. 111 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid AGK nunber noni t or 6
149.78.97.73 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
reamn ine: TCP Invali i i ssi
84.95.208.20  |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
2.55.24. 59 I srael 147.237.72. 166 |aka i df . g =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
109. 226. 17. 214 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
64.233.172.155 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
46. 19. 86. 142 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
Sreaning Engine: TQP Invalid i i SSi
207.46.13.136 |lwited Sates  |147.237.72. 166 |aka.idf. il 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
157.55.39. 163 |Wnited Sates  |147.237.72. 166 |aka.idf. il g =g nval i d segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dr opped.
192. 249. 66. 247 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
64.233.172.163 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
79.177.161. 118 |[Israel 147.237.0.19 |nadimatal.idf.i|SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect
178. 171, 251. 240[ Y AN A& 47 537 77 216 |dover.idf.il  |Bad TCP sequence S retransnit wih different monitor |4
Republ i ¢ sequence
5.102.242.157 |lIsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
185.24.207.39 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
80. 246. 130. 65 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber alert
Sreaming Engine: TCP Invalid i i ssi
66.249. 66. 187 |lhited Sates |147.237.0.34 |tikshuv.idf.il g =g nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
38.117.100. 173 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
84.95.208.20  |israel 147. 237. 76. 200 |ei tan. aka.i of . i g =g Inval id segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i Ssi
31.154.171.181 |israel 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.116.28.142  |israel 147.237.77. 243 |nubi l e.i df .i g =g Inval id segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
84.229.27.212 |israel 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
37.26.147.216  |Israel 147.237.72. 166 |aka i f .11 g =g Inval id segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
84.95.208.20  |israel 147.237.0.34 |tikshuv.idf.il g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
87.71.189.38  |israel 147.237.76.86 |navy.idf.il g =g Inval id segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
80.178. 187. 105 |israel 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
109. 160. 181. 106 I srael 147. 237.77. 243 |nubi 1 e.i df .i g =g Inval id segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
84.95.208.20 | srael 147.237.76.86 |navy.idf.il g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
) s SYNHAK retransnit with different .
79.177.161. 118 |l srael 147.237.0. 19 madi matal .idf.i|Bad TCP sequence wi ndow scal e noni t or 2
109. 226. 44. 156 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
5.102.254. 137 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.53.142. 140 | srael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code Bl ock 86
79.181.69.166 |Israel 147.237.77.243|nobi | e.i df . i | Mil ti pl e Unaut horized URL Access from 79. 181. 69. 166 B ock 12
77.126.168.47 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka. i df.il/nain/gi yus/ v navy.idf.il [B ock
185. 32.179. 159 |l srael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code Bl ock
79.177.161. 118 |Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock
. . . Unaut hori zed URL Access to
79.181.69. 166 |l srael 147.237.77. 243|mobi | e. i df . i | mobi | . i df . i 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1362 Bl ock 3
157. 55. 39. 163 Lhited Sates [147.237.72.166|aka.idf.il Mil tipl e Whaut horized URL Access from 157.55. 39. 163 B ock 2
157.55.39. 163 |Uhited Sates [147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/nain/drushinifag. aspx None
. . Mil tiple Untraceabl e SSL Sessi ons from 106. 186. 113. 132 ( Pr ot ocol
106. 186. 113. 132|Japan 147.237.77. 176 |nat pash. i df . i | viol ation (SSL CONN QLI ENT HELLO) None 1
. . Unaut hori zed URL Access to
66.249.78.242 |[Israel 147.237.76.42 |refuah.idf.il 147 237.76. 42/ si p. st or agel fi | es/ 8/ 3338 | pg Bl ock 1
. . Unknown Par aneter anp; docld in
37.59. 236. 97 France 147.237.72. 166 |aka. i df . i | vwv aka. i o i |/ brot hers/ ski ra/ def aul t. asp None 1
157.55.39. 125 |lhited Sates [147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/page. asp B ock 1
. . D stributed Unaut hori zed URL Access on
80.246.130. 65  |Israel 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1134~ hel at al . aspx B ock 1
. . Unaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | 147. 237.72. 166/ mai r/ gi yus/ gi yus/ gener al . aspx Bl ock 1
185. 18. 206. 194 |l srael 147.237.77. 170 [maarachot . i df . i|  |Uhaut hori zed URL Access to naarachot.idf.il/pdf/files/ 9/ 112749. pdf B ock
109. 226. 44. 156 |l srael 147.237.77.216|dover.i df . il Unaut hori zed URL Access to wawidf.il/error.htm Bl ock
62. 202. 52. 98 Sw t zerl and 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 1
: . . Unaut hori zed URL Access to
157.55.39. 140 |Uited Sates 147.237.76.86 |navy. i df.il navy. i df.il/tenpl at es/ shared/ user control s/ navnenu/ Bl ock !
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi . i df . i|uUnhaut hori zed LRL Access to www kosher-kravi . idf.il/defaul t.aspx B ock 1
. . Unaut hori zed URL Access to
66.249.78.111 [Israel 147.237.72. 166 |[aka. i df . i | 147, 237.72. 166/ & tan/ prat i ni pi rt eychayal / Bl ock 1
. . Unaut hori zed URL Access to
2.53. 25, 247 I srael 147.237.76.42 |refuah.idf.il vw refua. atal i df .i1/tenpl at es/ general /nubi | e B ock 1
157. 55. 39. 32 Lhited Sates [147.237.72.166|aka.idf.il Ml tipl e Unauthorized URL Access from 157.55. 39. 32 B ock 1
62.202. 52. 98 Shit zerl and 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www | aw i df . il/592- 6584-en/ Bl ock 1
. . Unknown Par aneter anp; sOrderBy in
91.108.88.123 |Ger many 147.237.72. 166 [aka. i df . i | v aka, i df i 1/i turi m asp/ ver s. asp None 1
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |B ock 1
198. 58. 102. 49 Lhited Sates |[147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wan i df.il/1294-en/wwn i df.il/english Bl ock 1
157. 55. 39. 32 Lhited Sates |147.237.72.166|aka.idf .il Unhaut hori zed URL Access to aka.idf.il/mai n/ gyus/ general . aspx B ock 1
. . Unaut hori zed URL Access to
66.249.64.13 | sr ael 147.237.72. 166 aka. i df . i | 147. 237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp Bl ock !
157.55.39.163 |Uited Sates |147.237.72.166|aka.idf.il Lhaut hori zed LRL Access to aka.idf.il/kanar/contact Bl ock 1
. . . S Uhtraceabl e Gonnection - Protocol violation
106. 186. 113. 132|Japan 147.237.76.30 |hinush.idf.il (SSL CONN CLI ENT FELLO) None 1
. . D stributed Uhaut hori zed URL Access on
66.249.78.240 |Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
31.168. 14. 74 I srael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to ww i df.il/anman B ock 1
207.46.13.82  |United Sates |147.237.72. 166 |aka. i df i thaut hori zed LR. Access to Bl ock 1
wawv aka. i df . i |/ mai n/ r abanut / waw r abanut - downl oads. webs. com
] . - Uhknown Paraneter profid in
157. 55. 39. 32 Uited Sates [147.237.72.166|aka.idf.il aka. i i1/ ai v i yus/ t af ki dsear chf or nani | ot . aspx None 1
66.249. 64.131 I srael 147.237.72. 166 |aka. i df . i | Distributed thaut horized URL Access on Bl ock 1

147. 237. 72. 166/ nai n/ gi yus/ gener al . aspx
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