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Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4094
105. 155. 246. 141 Mor occo 147.237.77. 216 dover.idf.il DOB- HTTP-fi r ef | ood dest - r eset 614
41.107. 25. 234 Ageria 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 452
41.107. 55. 42 Ageria 147.237.77. 216 dover.idf.il Bl ock_Udp Al Nets drop 296
41.107. 55. 42 Ageria 147.237.77. 216 dover.idf.il DOS- LA G- TCP- 80- cat dest - r eset 62
41.107.56. 0 Ageria 147.237.77. 216 dover.idf.il Bl ock_Udp Al _Nets drop 26
41. 107. 63. 148 Ageria 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 26
14.175. 168. 54 \i et nam 147.237.0. 17 mny- kosher-kravi .idf.il Bl ock_Udp All _Nets dr op 17
81.218. 65. 210 | srael 147.237.77. 176 nat pash. i df . i | B ock Wp Al Nets drop 14
105. 155. 246. 141 Mor occo 147.237.77. 216 dover.idf.il Bl ock_Udp Al Nets drop 5
37.204. 142. 237 Russi an Federation 147.237. 76. 86 navy.idf.il JLMPurple Gon Linmt Htp drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
37.204. 142. 237 Russi an Federation 147.237. 76. 86 navy.idf.il JLM Under _Attack Con_Htp drop 1
185. 70. 184. 164 Net her | ands 147.237.72. 166 aka.idf.il JLIMPurple Con Limt_Htp dr op 1
188.214.128. 13 Li t huani a 147.237.72. 167 ishurimaka.idf.il B ock Wp Al Nets drop 1
185. 70. 184. 187 Net her | ands 147.237.77. 74 lawidf.il Bock Np Al Net drop 1
185. 70. 184. 187 Net her | ands 147.237.77. 227 e hanaz.idf.il B ock Np Al Net drop 1
69. 64. 55. 124 Lhited Sates 147.237. 0. 200 ndu.idf.il Bl ock Udp All Nets dr op 1
188. 214.128. 13 Li t huani a 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address Devi ce Action |Oount
84.111.122. 145 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 17
79.179. 16. 87 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 8
106. 120. 173. 124 |China 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 7
5.29.5.182 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 7
61.135.189. 113 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 2
46.117.7.25 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 190 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |matpash.idf.il [ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
66. 249. 66. 60 147.237.76.86 |Wited Sates  [navy.idf.il ET SCAN NVAP -sA (2) 343
87.71.107. 113  |147.237.77. 170l srael nearachot.idf.il  |ET SCAN NVAP -sA (2) 6
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
80. 246. 133. 119 |147.237. 77. 233l srael atal.idf.il ET D05 Large anount of TGP ZeroWndow - Possible Nkiller2 Chos 2
attack
108. 46. 61. 58 147.237.77.216|nited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 2
80. 246. 133. 202 |147.237. 77. 233l srael atal .idf.il ET D05 Large anount of TGP ZeroWndow - Possible N ller2 Chos 2
attack
89. 248. 167. 131 |147.237. 76. 199 |Net her | ands e.nakchal .idf.il [ET SCAN Potential SSH Scan 1
124. 65.231. 114 |147. 237. 76. 148 |Chi na gacenter. aka idf.il [ET SCAN Potential SSH Scan 1
89.248.167. 131 |147. 237. 76. 147 [Net her | ands chinuch.aka.idf.il [ET SCAN Potential SSH Scan 1
124. 65. 231. 114 |147.237.76.86 |[China navy. i df.il ET SCAN Potential SSH Scan 1
89.248. 167. 131 |[147.237. 72. 156 |Net her | ands aman.idf.il ET SCAN Potential SSH Scan 1
124. 65. 231. 114 |147.237.76.39 [China nobi l e.nei tav.idf.i [ET SCAN Potential SSH Scan 1
124. 65. 231. 114 |147.237.76.34 |China yohal an. i df .| ET SCAN Potential SSH Scan 1
124. 65. 231. 114 |147.237.76.30 |China hi nush. i df . i ET SCAN Potential SSH Scan 1
52.25.100.231 [147.237.76.199|thited Sates e.nakchal .idf.il [ET SCAN NVAP -sS wi ndow 3072 1
113. 240. 250. 154(147. 237. 76. 176 |Chi na test.ncore.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
52.23.196. 75 147.237.0.35 |Lnited Sates akavs. i df . il ET SCAN NVAP -sS w ndow 1024 1
89.248.167. 131 |147.237.77. 179 [Net her | ands e.nazi.idf.il ET SCAN Potential SSH Scan 1
124. 65. 231. 114 |147. 237. 76. 176 |Chi na test.ncore.idf.il |ET SCAN Potential SSH Scan 1
89. 248. 167. 131 |147. 237. 76. 148 |Net her | ands ggcenter. aka idf.il [ET SCAN Potential SSH Scan 1
124. 65. 231. 114 |147. 237. 76. 147 [Chi na chinuch.aka.idf.il [ET SCAN Potential SSH Scan 1
89.248. 167. 131 |147.237.76.44 |Netherl ands e.refuah.idf.il ET SCAN Potential SSH Scan 1
124. 65. 231. 114 |147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
89.248.167.131 [147.237.0.19 [Netherlands nadi matal .idf.il |ET SCAN Potential SSH Scan 1
124. 65. 231. 114 |147.237.76.38 |China eeneitav.id.il |[ET SCAN Potential SSH Scan 1
124. 65. 231. 114 |147.237.76.31 |China nakchal . i df il ET SCAN Potential SSH Scan 1
113. 240. 250. 154|147. 237. 76. 202 |Chi na ehalag.idf.il ET SCAN NVAP -sS w ndow 1024 1
52.23.196. 75 147.237.0.35 |lhited Sates |akavs.idf.il ET SCAN NVAP -sS wi ndow 3072 1
113. 59. 33. 61 147. 237. 77. 227 |Chi na e. hanaz. i df .il ET SCAN NVAP -sS w ndow 3072 1
46.117.182. 114 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
89.248. 167. 131 |147.237. 77. 233 |Net her | ands aal.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘S’te ‘Signature
41.107. 55. 42 Ageria 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 2100
41.107.56.0 Ageria 147.237.77. 216 |dover.i df .i l[{dr op First packet isn't SN drop 364
41.107.56.0 Ageria 147.237. 77. 216 |[dover. i of . i l{dr op drop 295
41.107.55. 42 Ageria 147.237.77. 216 |dover.idf.il|dr op drop 285
41.107.25.234 |Ageria 147.237.77. 216 |dover. i of .11|Bad TCP sequence mdr;tvrsaé:"lt wth different moni tor  |248
41.107.25.234 |Ageria 147.237. 77. 216 |dover. i of . i l{dr op First packet isn't SN drop 199
80. 246. 133. 202 I srael 147.237.77. 234 |hal ag. i of .11|Bad TCP sequence mdgitvrsac';rit Wth different monitor 165
41.107. 25. 234 Ageria 147.237.77. 216 |dover.idf.il|dr op drop 142
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 129
141. 0. 14. 145 Eur ope 147.237.77. 216 |dover.i df .i l[dr op First packet isn't SN drop 84
41.107.56.0 Ageria 147.237.77. 216 |[dover.i of .il[Bad TCP sequence Inval i d ACK nunber moni t or 73
41.107.55. 42 Ageria 147.237.77. 216 |dover.idf.il|Bad TCP sequence noni t or 50
212.179.90.106 |lsrael 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SN drop 48
105. 155. 246. 141|Mor occo 147.237. 77. 216 |dover. i of .i l{dr op First packet isn't SYN drop 45
87.70.52.243  [Israel 147, 237 72. 166 |aka i or i1 | A ng Engl ne: TGP Invalid finvalid segnent retransnission drop 42
Ret r ansm ssi on Packet dr opped.
41.107.55. 42 Ageria 147.237.77. 216 |[dover.i of .il[Bad TCP sequence Inval i d ACK nunber moni t or 39
41. 33. 231. 90 Egypt 147.237. 77. 216 |[dover. i of . i l{dr op SAMrul e drop 36
76.102.51. 58 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 34
41.107.25.234 |Ageria 147.237.77. 216 |dover.i of .il[Bad TCP sequence Inval i d ACK nunber moni t or 26
149.78.154.69 |l srael 147.237. 77. 216 |[dover. i of . i l{dr op First packet isn't SN drop 19
46.117.135.60 |l srael 147.237.77. 234 |hal ag. i of .11|Bad TCP sequence mdgitvrsac';rit Wth different monitor |17
46. 243. 150. 196 |Bahrain 147.237.77. 216 |dover.idf.iI{SYN At t ack SYN -> SYN-ACK -> RST rej ect 15
87.70.121. 18 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 14
46.19.86.114  |israel 147, 237. 72, 166 |aka a1 |7 3M NG Engine: TCP Inval id —imvalid segment retramsmssion. |, o 12
Ret r ansni ssi on Packet dr opped.
79. 176. 95. 15 | srael 147.237.76.86 |navy.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 12
46. 19. 85. 68 | srael 147.237.76.86 |navy.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 12
79.176.95.15  [Israel 147.237.76.86 |navy.idf.il [Bad TCOP sequence mﬁsg reansm wthdifferent | onitor |12
46. 28. 136. 175 glcisgii:;a” Territory. {147, 237. 77. 216 |dover. i o .i1|dr op Frst packet isn't SN drop 12
213.151.61.50 |lsrael 147.237.77. 216 |dover. i of .i l{dr op First packet isn't SYN drop 12
46. 19. 85. 207 | srael 147.237.76.42 [refuah.icf.i[Bad TCP sequence Inval id ACK nunber aert 11
46. 19. 85. 207 | srael 147.237.76.42 [refuah.icf.i[Bad TCP sequence Invalid ACK nunber noni t or 11
217.132.22.68 |lsrael 147.237.77. 216 |dover. i of .i l{dr op First packet isn't SYN drop 11
8.37.228. 88 Lhited Sates 147.237. 77. 216 |[dover. i of . i l{dr op First packet isn't SN drop 10
109.65.95.47  |Israel 147, 237.72. 166 |aka it i1 ) €M NG Engine: TCP Invalid invalid segrent retransmssion. |, o 9
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 180 I srael 147.237.77. 216 |[dover.i of .il[Bad TCP sequence Inval i d ACK nunber alert 9
46. 19. 85. 207 | srael 147.237.77. 216 |dover.idf.i1|Bad TCP sequence I'nval i d ACK nunber alert 9
46. 19. 85. 180 I srael 147.237.77. 216 |dover.idf.i1|Bad TCP sequence Invalid ACK nunber noni t or 9
46. 19. 85. 207 I srael 147.237.77. 216 |[dover.i of .iI[Bad TCP sequence Inval i d ACK nunber nmoni t or 9
109. 65.123.78  |Israel 147,237 72. 166 |aka i of 11 || €M NG Engi ne: TP Ivalid - linvalid segnent retransissi on drop 9
Ret r ansm ssi on Packet dr opped.
85. 65.124. 77 | srael 147.237.72. 166 |aka.idf.il [drop First packet isn't SYN drop
195. 34.150. 18 |Austria 147.237. 77. 216 |[dover. i of . i l{dr op First packet isn't SN drop
80. 246. 136. 104 || srael 147.237.77. 216 |dover. i of .11|Bad TCP sequence S e reansm weh different | onitor |7
212.199. 182. 150|l srael 147.237. 77. 216 |dover. i of . i l{dr op First packet isn't SYN drop 7
66. 249. 79. 87 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 7
61.90. 13. 248 Thai | and 147.237.77. 216 |dover.idf.i1|Bad TCP sequence Inval i d ACK nunber noni t or 6
212. 143.142.56 |lsrael 147.237. 77. 216 |dover. i of . i l{dr op First packet isn't SYN drop 6
37.204. 142. 237 |Russi an Federation 147.237.76.86 |navy.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 6
79.180.204.81 |lsrael 147.237.77. 216 |dover.i df .i l|dr op First packet isn't SN drop 6
31.210.188.109 |lsrael 147.237. 77. 216 |dover. i of . i l{dr op First packet isn't SYN drop 6
85. 64. 13. 40 I srael 147.237.72.166 |aka.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
93.173.146.76 |lsrael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code Bl ock 302
84.109.69.136 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 47
79.182.137.74 |[israel 147.237.77.243|nobi | e. i df . i | Mil tipl e Uhaut hori zed URL Access from 79.182. 137. 74 B ock 7
41.107.55. 42 Ageria 147.237.77.216|dover. i df . i | Mil tiple Unknown HTTP Request Method from 41.107.55. 42 Bl ock 6
41.107. 55. 42 Ageria 147.237.77. 216 |dover . i df . i | Mil tipl e Abnormal Iy Long Request from 41.107. 55. 42 B ock 6
41.107. 55. 42 Ageria 147.237.77.216|dover.idf . il Miltiple Ml formed URL from 41. 107. 55. 42 B ock 6
185. 120. 126. 111|I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 4
94.242.225.15 |Luxenbourg 147.237.77. 216 |dover . i df . i | Distributed Suspici ous Response Qode B ock 3
109. 253. 142. 173]I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 213. 63 |l srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code Bl ock 3
185. 120. 126. 1111 srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to ww nakhal .idf.il/sip storage/files/ 8 B ock 3
. . . Uhaut hori zed URL Access to
94.230.92. 2 | srael 147.237.77.243|nobi le. i df .i | nobi | €. o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 B ock 3
109. 253.227.31 |Israel 147.237.77.216|dover.idf .i | D stributed Unaut hori zed LRL Access on ww i df.il/error. htm B ock 2
. . . Uhaut hori zed URL Access to
79.182.137. 74 | srael 147.237.77. 243 nobi | e. i df . | nobi | e.idf.il/categorytenpl ates/listchil ddocunent s/ 1362 Bl ock 2
. . Unhaut hori zed Met hod HEAD f or
78. 46. 23. 198 Ger many 147.237.72. 166 [aka. i df . i | v aka i o i1/ brot her s/ ski ra/ def aul t. asp B ock 2
41.107.25.234 |Ageria 147.237.77. 216 |dover.idf .i | Distributed Unauthorized URL Access on 147.237. 77. 216/ B ock 2
. . - Uhaut hori zed URL Access to
84.108. 68. 127 |Israel 147.237.77.243|nobi l e. i df . i | nobi | €. o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 2
149. 88.111. 176 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
66. 249. 79. 75 I srael 147.237.77.216|dover . i df . i | Distributed Whaut hori zed URL Access on v idf.il/error. htm B ock
207. 46. 13. 93 Lhited Sates 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ B ock
. . Dstributed Lhauthorized URL Access on
2.53.149.149  |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
185. 32.179. 180 |l srael 147.237.77. 216 |dover.idf . il SSL Untraceabl e Connection - Qpen Mde None 1
46.120.47.151 [l srael 147.237.77.216|dover.i df .i | Unhaut hori zed URL Access to waw i df . il/1603-15075- he/ B ock 1
41.107. 55. 42 Ageria 147.237.77. 216 |dover.idf . il Distributed Unauthorized URL Access on 147.237. 77. 216/ B ock 1
109. 65. 6. 121 I srael 147.237.72.167|i shuri maka. i df . i|Untraceabl e SSL Sessi ons: Qpen Mde None 1
85.64.113.128 |Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66.249.79.119 [Israel 147.237.77. 216 |dover.idf . il Distributed Unauthorized URL Access on 147.237. 77. 216/ B ock 1
. . . Uhaut hori zed URL Access to
207.46.13.136 |Lhited Sates 147.237.72. 166 |aka. i df . i | aka.i o i1/sip storagelfil es/ 8/ 57978, pdf . 2005 B ock 1
117.78.13.51 Chi na 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock
41.107. 55. 42 Ageria 147.237.77.216|dover.idf . il Unknown HTTP Request Met hod Tango in URL down B ock
Russi an . .
95.83.171. 125 er ati on 147.237.77. 216 |dover.idf . il PHP At tenpt B ock 1
5. 29. 187. 130 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|PHP Attenpt B ock 1
185. 120. 126. 111 ]I srael 147.237.76.31 |nakchal .idf.il Mil ti pl e Uaut hori zed URL Access from 185. 120. 126. 111 Bl ock 1
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/smalindhtm/4. asp B ock 1
41.107. 55. 42 Ageria 147.237.77. 216 |dover.idf .i | Mal formed URL down B ock 1
. . Uhaut hori zed URL Access to
89.139.49.186 |Israel 147.237.77.74 |lawidf.il v | aw i df i1 /i nages/ 1. he/ i nf ocent er i t end B ock 1
207.46.13.178 |[hited Sates 147.237.0.34 |tikshuv.idf.il Ml tiple Uhauthorized URL Access from 207. 46, 13. 178 B ock 1
130. 193. 50. 33 RJF Sﬁ::ﬂ on 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to vww rag. i df .il/sip_storage/ Bl ock 1
41.107.56.0 Ageria 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
95. 83.171. 125 gj:;;”i on 147.237.77. 216 |dover. i df .| | Unaut hor i zed URL Access to waw i df . il/xmr pc. php B ock 1
5.29.187. 130 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unhaut hori zed URL Access to ww chi nuch. aka. i df .il/xmrpc. php B ock 1
80. 246. 133. 202 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1501- he/ at al . aspx B ock 1
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 1
79.179.126.29 |lsrael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to waw i df.il/tenpl at es/ newsf | ash/ nobi | e Bl ock 1
: . . Uhaut hori zed URL Access to
207.46.13.186  |Lnited Sates 147.237.76.31 [nakchal . i df . il wane hakhal i df . i1/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
149.78.222.81 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
. . Uhaut hori zed URL Access to
46.19.85.87 | sr ael 147.237.76.31 [nakchal .idf. il wwn nakhal . i df. i |/t enpl at es/ honepage/ mobi | e Bl ock !
98.207.46.126 [lLnited Sates 147.237.77.74 [lawidf.il PHP At tenpt B ock 1
. . Uhaut hori zed URL Access to
66.249.78.236 |[Israel 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p_storagel f1 | es/ 7/ 2367. | pg B ock 1
109. 253. 227.30 |Israel 147.237.77.216|dover. i df . i | Distributed Uhaut hori zed URL Access on wawn i df.il/error. htm B ock 1
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