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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock Ip Wb _In drop 4069
79.182. 16. 12 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 6
109. 64. 163. 186 | srael 147.237.72. 167 ishurimaka.idf.il |Block Udp All Nets drop 5
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3

81. 218. 65. 210 I srael 147.237.77. 176 nat pash. i df . i | Block Udp All Nets drop 3
101. 201. 147. 32 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
134. 147. 203. 115 Ger many 147.237.8. 28 e.nobi l e-ks.idf.il|B ock Np Al _ Net drop 2
149. 88. 106. 86 | srael 147.237.72. 166 aka.idf.il Anomal y- TCP- SYN- FI N dest - r eset 1
106. 184. 3. 122 Japan 147.237.77.170 naarachot.idf.il |bl ock-sp-trafl drop 1

45. 32. 95. 13 Net her | ands 147.237.76. 30 hi nush. i df .i | B ock Np Al Net drop 1
179. 43. 141. 194 Snitzerl and 147.237.77. 74 lawidf.il B ock Np Al _Net drop 1
94.102. 49. 116 Net her | ands 147.237. 8. 45 eeitanidf.il B ock Np Al _Net drop 1




04-16-2016-18:04:08 to 04-16-2016-19:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
46.116. 14. 225 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 2
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
207. 46.13.178 Lhited Sates 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 1
66. 249. 66. 187 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Target Address

A tacker
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Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
185. 32. 179. 212 [147.237.0.19 |Israel madi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 3
66.249.66.36 [147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
113.59.33.61 [147.237.0.34 |China tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
101, 108, 114. 40 |147. 237 76. 30 |Thai 1 and Hmshi df i ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
93.174.91.29 |147.237.76. 199 |Net her| ands e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
113.59.33.61 [147.237.0.34 |China tikshuv.idf.il ET SCAN NMAP -sS wi ndow 2048 1
113.59.33.61 [147.237.0.34 |China tikshuv.idf.il ET SCAN NVAP -f -sS 1
98. 119. 105. 221 [147. 237. 77. 226 |Lnited Sates |wwn chamatz. aka.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
83.235.181.57 |147.237.8.50 |Geece e.tikshuv.idf.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
S SN retransnmit wth different .
149.50. 81. 149  |israel 147.237.77. 234 |nal ag.i f .i 1 Bad TCP sequence vi ndow scal e noni t or 13
68.151. 118. 130 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
46. 19. 85. 12 I sr ael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert 11
46. 19. 85. 12 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
reaming BEngine: TCP Invali i i ssi
85.64.168.239 | srael 147. 237.72. 167 |1 shuri maka i o 1 S| S NG Engi nex TP Invalid - invalid segnent retransmssi on. drop 8
Ret r ansmi ssi on Packet dropped.
46.19. 85. 12 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 7
46. 19. 85. 12 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 7
79.177.102. 253 |Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreaning Engine: TCP Invalid i i ssi
87.70.77.185  |israel 147. 237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
185.3.147.12 [ srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid invalid segnent retransmissi on drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.210. 150. 167 |israel 147. 237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
31.154. 254. 160 |Israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid invalid segnent retransmissi on drop 6
Ret r ansmi ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
Sreaming Engine: TGP Invalid i i ssi
132.68.40.14  [israel 147.237. 72. 167 |i shuri maka i df .| 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
80. 215. 170. 135 |Fance 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
5.22.135. 249 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
100. 127. 158. 135 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 4
. . SYNPAXK retransmt with different .
79.177.102. 253 |lsrael 147.237.72.166 |aka. i df il Bad TCP sequence i ndow scal e noni t or 4
Sreaming Engine: TGP Invalid i i ssi
199.30.24.73  |Wited Sates  |147.237.76.200|eitan aka.idf. il 9 =g Invalid segment retransmssion. drop 4
Ret r ansni ssi on Packet dropped.
94.231.187.30 |[kraine 147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |dr op 4
. R SYNVAXK retransmit with different .
81.245.49.216  |Bel gi um 147.237.77. 216 |dover.i df .i | Bad TCP sequence i ndlow scal e nonitor |3
Sreanming Engine: TCP Invalid i i sSi
176.13.2.147  |Israel 147, 237.77. 243 |nobi l e i f i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.22.129. 79 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
87.70.61.173  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185.3.144.70  |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Russi an ) .. |Streaming Engine: TCQP Invalid |invalid segment retransmission.
141. 8. 142. 33 rat i on 147. 237. 76. 200 [ei tan. aka. i of .i | Ret 1 ansM Ssi on Packet dr opped. drop 3
Sreamng Engine: TCP Invalid i i ssi
79.179. 176. 204 |Israel 147. 237. 77. 243 |nobi | e. i of . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
212.179.217.35 |israel 147.237. 72. 166 [aka. i of .i | Bad TCP sequence I'nvali d ACK nunber monitor |3
5.22.130.87 I srael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi
46. 19. 86. 64 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
81.245.49.216 |Bel gium 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
217.132.77.139 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
79.179. 231. 211 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109.64.36.88  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
94.159.149.37 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.205  |Israel 147. 237. 77. 243 |nobi 1 e. i of . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i sSi
37.26.147.176  |israel 147, 237. 76. 147 |chi nuch. aka. i df .| 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.181.122. 114 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i sSi
109. 65. 147. 66 |1 srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.13.35  [israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i sSi
149.78.32.230 |Wited Sates  |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
89.138. 103. 104 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreanming Engine: TCP Invalid i i ssi
79.183.213. 114 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |4 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109.65.169.7  |Israel 147.237.72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
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185. 3. 147. 103 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or

78.52.132.104  |Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
Sreamng Engine: TCP Invalid i i ssi

85. 65. 28. 72 I'sr ael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. g
Ret r ansni ssi on Packet dropped.

109. 186. 184. 251l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop




04-16-2016-18:04:08 to 04-16-2016-19:04:08

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
79.180.37.230 [Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 192
185.32.179. 212 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 96
2.53.33. 210 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 55
2.53.150. 48 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 31
176.13.7.110 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 22
2.53.37.35 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 5
212.25.119. 136 |Israel 147.237.0.19 |madi matal . i df i |72 ameter Type Vol ation ctl 00Sont ent A acetbl der1stxtdty in Bl ock 4
nadi matal .idf.il/1088- he/ neret z. aspx
188. 172. 220. 235|Austria 147.237.77.216|dover.idf.il O stributed Suspicious Response Code B ock 3
176. 13. 0. 185 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
131.253.25.211 |lhited Sates |147.237.77.216|dover.idf.il Distributed Unhauthorized URL Access on waw idf.il/error. htm Bl ock 2
66.249. 83.248 |[Israel 147.237.77.216|dover.idf .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
31.154. 168. 146 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
79.182.20. 12 I 'srael 147.237.76.31 |nakchal .idf.il |Unauthorized HTTP Met hod Bl ock 2
. . . Unaut hori zed URL Access to
2.53.52.248 I srael 147.237.77.243|nobi | e. i df . i | nobi | e.i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 2
66. 249. 79. 75 I srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw idf.il/error. htm Bl ock 2
93.168.189.192 |[Saudi Arabia |147.237.77.216|dover.idf .il Lhaut hori zed URL Access to ww i df.il/tenpl at es/ honepage/ nobi | e B ock 2
79.181.7.38 I srael 147.237.77.243|nobi l e.idf . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
208.115.113.89 |Wited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df. i |/ hebrew organi zati on/ honef r ont B ock 1
] . . Paraneter Type M ol ati on PageNumin
73.241.191.33  [Uhited Sates |147.237.77.176|mat pash.idf.il | © cogat . i df . i1/ 1038- en/ cogat . aspx Bl ock 1
157. 55. 39. 32 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/rights/asp/ B ock
106. 184. 3. 122  |Japan 147.237.77. 170 |n@arachot . i df . i | |II1ega Byte Gode Character in Mthod B ock
. - D stributed Lhaut hori zed URL Access on
66. 249. 64. 13 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
82.19. 86. 117 LKJ?Ir:;éjom 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw i df.il/aman/ site/ about/ about . asp B ock 1
73.241.191.33 |lnited Sates |[147.237.77.216|dover.idf.il Paraneter Type Mol ation lang in v idf.il/1398-en/ dover. aspx B ock 1
. . Unhaut hori zed URL Access to
66.249.79.119 |[Israel 147.237.77.216|dover. i df . il 147, 237.77. 216/ 1133- 19484~ he/ i df gdover . aspx B ock 1
2.55. 26. 168 I srael 147.237.76.31 |nakchal .idf.il |Wauthorized URL Access to 147.237.76. 31/ sip_storage/fil es/ 8/ 1668. doc |B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
93.173.229. 239 |l srael 147.237.72.166 |aka. i df . i | vow aka. i df .i |/ rai v sachar/ rai | box, aspx None 1
79.181.111. 121 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/maingiyus B ock 1
73.241.191.33 |Lhited Sates [147.237.77.176|matpash.idf.il [Paraneter Type Mol ation SortDir in v cogat.idf.il/1038-en/ cogat.aspx |B ock 1
157. 55. 39. 43 Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
106. 184. 3. 122  |Japan 147.237.77. 170 [n@aar achot . i df . i | [Mal formed URL B ock 1
. . . |Uhaut hori zed URL Access to
66.249.64.75 | srael 147.237.76. 200 ei tan. aka. i df . i wan ei tan. aka. i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
84.109. 214. 195 |l srael 147.237.77.216|dover. i df . il Untraceabl e SSL Sessi ons: (pen Mvde None 1
79.179.182. 1 I srael 147.237.76.31 |nakchal .idf.il |Wauthorized LR. Access to v nakhal .idf.il/tenpl ates/ general /nobile |B ock 1
149.50. 81. 149  |Israel 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i nages/ shared/ bul l et 1. gif  |Bl ock 1
94.54. 183. 45 Tur key 147.237.77. 176 [mat pash. i df . il  |Admn Bl ocki ng Bl ock 1
79.182. 20. 12 I srael 147.237.76.31 |nakchal .idf.il |Mitiple Unauthorized LRL Access from 79.182.20. 12 B ock 1
157.55.39.210 |[wnited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/watch B ock 1
73.241.191.33 |lhited Sates |147.237.77.176|nat pash.i df .i|l |Paraneter Type Volation lang i n wvww cogat.idf.il/1038-en/ cogat . aspx Bl ock 1
106. 184.3.122 |Japan 147.237.77. 170 |maar achot . i df . i | [NULL Character in Method B ock 1
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 66.249. 78. 234 B ock 1
. . Unhaut hori zed URL Access to
85. 64. 33. 95 I srael 147.237.76.42 |refuah.idf.il vw refua. atal i df .i1/tenpl at es/ general /nubi | e Bl ock 1
] . . Uhknown Paraneter profid in
207. 46. 13. 82 Wited Sates [147.237.72.166|aka.idf.il aka. i o i1/ nai v i yus/ t af ki dsear chf o nani | ot . aspx None 1
68.180.231.43 |lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/english Bl ock 1
149.88.175.64 |lIsrael 147.237.72. 156 |aman. i df . i | SSL Wntraceabl e Connection - Qoen Mde None 1
94. 54. 183. 45 Tur key 147.237.77. 176 |nat pash. i df . i]l  |Mil tiple Wauthorized URL Access from 94.54.183. 45 B ock 1
31. 154, 254. 160 |Israel 147.237.72. 166 |aka. i df . i | 'llegal Byte Qode Caracter in LR /naikapat2//resiOl2 Bl ock 1
our ces/ i nages/ i nner page/ goback. gi f
73.241.191.33 |lnited Sates |[147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin vww i df . i|/1398- en/ dover. aspx B ock 1
106.184.3.122  |Japan 147. 237. 77. 170 |naar achot . i df . i | m(nom HTTP Request Method SSt2.0-LYGhost _1.2.7-20100630 in g 1
66.249.78.242 |Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ sip_storagel fil es/ 0/ 3480. j pg |B ock 1
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