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M dover.idf.il

M aka.idf.il

M nadi matal .idf.il

M refuah.idf.il

M tikshuv.idf.il

M nobi le.idf.il

¥ maar achot . i df . il

Matal.idf.il
kosher-kravi . i df . i

M anan.idf.il

Il 156. 208. 85. 44
167. 114. 156. 16
I 156. 208. 72. 52
79. 180. 197. 70
M 107. 167. 109. 167
M 2.53.161. 37
[ 212.179. 90. 106
M 208. 115. 113. 89
64. 247.152. 157
M 46.117.32.94
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock Ip VWb In drop 4102
156. 208. 85. 44 Egypt 147.237.77.216 dover.idf.il Bl ock_Udp All _Nets drop 1944
156. 208. 72. 52 Egypt 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 341
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All _Nets drop 3
134. 147. 203. 115 Ger many 147.237.76. 86 navy.idf.il B ock Np Al Net drop 2
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Ulp All _Nets drop 1
94.102. 49. 116 Net her | ands 147.237.72. 167 ishurimaka idf.il B ock Np Al _Net drop 1

62. 138. 3. 98 Ger many 147.237.76. 148 gacenter.aka. idf.il [B ock Wp Al _Nets drop 1

94. 102. 49. 116 Net her | ands 147.237.77. 243 nobi le.idf.il Bl ock Wp Al Nets drop 1

66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1
45.32.95. 13 Net her | ands 147.237. 72. 167 ishurimaka.idf.il B ock Np Al Net drop 1
185. 70. 184. 164 Net her | ands 147.237.72. 14 dover.idf.il (ol d) JLM Under _Attack_Con Htps drop 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

Target Address

|Site

|Sgnature

Devi ce Action |Count |

79.178. 223. 238 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 8
5.102. 242. 252 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 6
66. 249. 66. 187 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 79. 75 147.237.77. 216 |Wnited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
76.181.249. 213 |147.237.0.16 |lhited Sates ny- kosher-kravi . i df il ET SCAN NVAP -sS wi ndow 1024 1
201. 175.108. 99 |147.237. 77. 205 |Mexi co prisha.idf.il SERVER VEBAPP bad HTTR/1. 1 request, Potentially worm 1
attack
116. 109. 156. 108|147. 237.8.45 |V et nam e.eitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
115.182.17.13 |147.237.0.15 |China kosher-kravi .i df .i ET SCAN NMAP -sS wi ndow 3072 1
93. 174. 93. 96 147.237.0.19 [Netherl ands madi matal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
76.181.249.213 [147.237.0.16 |Lhited Sates ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 2048 1
76.181.249.213 |147.237.0.16 |Uhited Sates ny-kosher -kravi .idf . il ET SCAN NVAP -f -sS 1
115.182.17.13 |147.237.0.15 |China kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 4096 1
104.232.98.38 |147.237.0.35 |lhited Sates akaws. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
82.117.208.243 [147.237.0.17 mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address Country ‘Target Address ‘S’te ‘Signature Acti on ‘Count
156. 208. 85. 44  |Egypt 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SN drop 2452
156.208. 72.52  |Egypt 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SYN drop 2424
79.180.197.70 |lsrael 147.237.77. 216 |dover.i df il [dr op Frst packet isn't SYN drop 475
107. 167. 109. 167 |Uhited Sates |147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 354
2.53.161. 37 | srael 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SYN drop 300
212.179.90. 106 |l srael 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SYN drop 228
156. 208. 72. 52  |Egypt 147.237.77. 216 |dover i df .i 1 |dr op drop 129
156. 208. 85. 44  |Egypt 147.237.77. 216 |dover.i df .il [dr op drop 114
208.115.113.89 |Lhited States [147.237.77.216 [dover.idf.il|dr op Frst packet isn't SYN drop 110
64.247. 152. 157 |Canada 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 91
41.33.231.90 Egypt 147.237.77. 216 |dover.i df .il [dr op SAMrul e drop 30
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SYN drop 26
46.19. 85. 163 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 25
156.208. 72.52  |Egypt 147.237.77. 216 |dover.idf .il [Bad TCP sequence Invalid ACK nunber noni t or 22
212.199. 182. 150|l srael 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SYN drop 21
192. 249. 66. 247 |Uhited Sates |147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 20
45. 35. 64. 142 Lhited Sates [147.237.77.216 |dover.idf.il|drop Frst packet isn't SYN drop 18
46.19.85.91 | srael 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SYN drop 17
68.180.231.43 |lhited Sates [147.237.77.216 [dover.idf.il|dr op Frst packet isn't SN drop 16
156. 208. 85. 44  |Egypt 147.237.77. 216 |dover.idf .il [Bad TCP sequence Invalid ACK nunber noni t or 16
81.218.106. 146 |lsrael 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SYN drop 14
79.181.218. 142 |Israel 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 14
109. 160. 149. 29 |(Israel 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SYN drop 13
50.87.144.145 |lhited States [147.237.77. 216 [dover.idf.il|dr op Frst packet isn't SYN drop 12
109. 186.49.99 |lIsrael 147.237.77. 216 |dover.i df il [dr op Frst packet isn't SN drop 12
46. 19. 85. 40 I srael 147.237.76.42 |refuah.idf.i|Bad TCP sequence Invalid ACK nunber aert 11
84.109. 30. 239 |lsrael 147.237.77. 216 |dover.i df il [dr op Frst packet isn't SYN drop 11
46. 19. 85. 40 | srael 147.237.76.42 [refuah.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 11
207.46.13.136 |Uited Sates |147.237. 72, 166 |aka ior. i1 |2 €AMNG BNgine: TCP Inval id nval i d segnent retransmssi on. drop 8
Ret ransm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SN drop 8
94.77.196. 82 Saudi Arabia  |147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 8
207.35.33.162 |Canada 147.237.77. 216 |dover.i df il [dr op First packet isn't SYN drop 8
46. 19. 85. 23 | srael 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SN drop 7
46.119.112.23 |lkrai ne 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 7
77.125.7.39 I srael 147.237. 72, 166 |akaicr. i1 | @M NG Engi ne: TCP Invalid nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
207.228.78.72 |Canada 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop
5.102.242.252 |lsrael 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SYN drop
5.29.147.108  |israel 147, 237. 77, 243 |rwbi L e, i of | | SAM NG Engi ne: TCP Inval i d nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
109. 64. 222. 60 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 6
178.7.201. 147  |Ger many 147.237.77. 216 |dover.i df.il [dr op First packet isn't SYN drop 6
109. 67.150.19 |l srael 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SN drop 6
109. 64. 81. 245 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 6
79.176.71.126 |lsrael 147.237.77. 216 |dover.i df.il [dr op First packet isn't SYN drop 6
84.228.211. 143 |lsrael 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SN drop 6
109. 64. 147. 124 |l srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 6
94. 230. 86. 32 | srael 147.237.77. 216 |dover.i df.il [dr op First packet isn't SYN drop 6
5.28.174.222  |Israel 147.237. 72. 166 |aka i cr.i1 |2 €3M NG Engi ne: TCP Invalid nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SYN drop
46.120.131. 74 |Israel 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SYN drop
79.176. 39. 147 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.117.32.94 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 48
2.53.25. 43 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 4
109. 253. 227. 116|I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
109. 253. 227. 122|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.13. 107 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
109. 253. 227. 112|I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 253. 227. 113|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 65. 15. 126 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
79.178.135.10 [Israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/14-he B ock 2
188.76.145.30 |spain 147.237.77. 216 |dover . i df . i | Rarar‘reter‘ Type Mol ation ctl 00$Cont ent A acetbl der 15t xt Bvai | in B ock 2
www i df . i 1 /1038- en/ dover . aspx
89.138.65.172 |[Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx |Bl ock 1
207. 46. 13. 82 Lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed LRL Access to waw aka.idf.il/... B ock 1
; . Uhaut hori zed URL Access to
66.249.78.248 |[Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p st oragel fi | es/ 0/ 2370. | pg B ock 1
156. 208. 85. 44  |Egypt 147.237.77.216|dover.idf .il Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
62.210.254.52  |France 147.237.72. 166 |aka. i df . i | tnknown Pararet er anp; w i n None 1
v aka. i df . i |/ mai n/ gi yus/ capt cha. ashx
. . Uhknown Par anet er nodul eTollMgGoTo i n
109. 253. 208. 143l srael 147.237.72. 166 |aka. i df . i | v aka. i o i 1/ nai Y gi yus/ | ogi n. aspx None 1
81.111. 195. 163 LKJ?'r:gegom 147.237.72. 166 |aka. i df . i | Unaut hor i zed URL Access to www aka. i df .il/wp-1ogin. php B ock 1
. . Uhaut hori zed URL Access to
66.249.78.104 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
201.175.108.99 |Mexico 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to /tmunbl ock. cgi B ock 1
2.53.138. 251 I srael 147.237.72. 156 |aman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
. . D stributed Unaut hori zed URL Access on
91.135.102. 161 |l srael 147.237.77.216|dover . i df . i ww i o i1/t enpl at es/ arti cl ef nobi | e B ock 1
! . . Unaut hori zed LRL Access to www naarachot.idf.il/pdf/files/|vz)
207.46.13.117 |lWnited Sates [147.237.77.170|nma@arachot.idf .il sl s el e B ock 1
: . . D stributed Unaut hori zed URL Access on
68.180.230.45 |[hited Sates [147.237.76.42 |refuah.idf.il 147, 237, 76. 42/ robot 5. t xt B ock 1
. . D stributed Unaut hori zed URL Access on
66.249.64.131 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
159. 226. 95. 66  |Chi na 147.237.77.216|dover.idf.il Distributed Wauthorized URL Access on 147. 237. 77. 216/ B ock 1
81.111.195. 163 | ted 147.237.76.86 |navy.idf.il PHP At tenpt B ock 1
Ki ngdom
. . Uhaut hori zed URL Access to
66.249.78.234 |lIsrael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ edi m yonan/ enl ar ge. asp B ock 1
) wwv, chanat z. aka. i df ) )
201. 175.108. 99 |Mexi co 147.237.77. 226 i Uhaut hori zed URL Access to /tnunbl ock. cgi B ock 1
141. 212. 122. 209|Uhited Sates |147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
. . Uhaut hori zed URL Access to
2.55.29. 161 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p. st or agel fi | es/ 2/ 1682. doc B ock 1
95.35.131.172 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1135-he/ atal . aspx  |B ock 1
207.46.13.178 |lnited Sates [147.237.0.34 |tikshuv.idf.il Lhaut hori zed LRL Access to tikshuv.idf.il/sites/hoshen B ock 1
: . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates (147.237.76.86 |navy.idf.il vnw navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 1
. . Uhaut hori zed URL Access to
66.249. 66.123 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 2/ 3142. | pg B ock 1
81.111.195. 163 LKJ?Ir:;gom 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to v navy. i df.il/wp-1ogin. php B ock 1
201.175.108.99 |[Mexico 147.237.77.235|sviva.idf . il Unaut hori zed URL Access to /tmunbl ock. cgi B ock 1
. . Uhaut hori zed URL Access to
66.249.78.236 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 9/ 3469, | pg B ock 1
149.78.230.79 |lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx  |B ock 1
: . . Uhaut hori zed URL Access to
23.80.147.64  |wnited Sates |[147.237.77.176|nat pash. i df . il v cogat . i df .1 1/ shar ed/ user cont r ol s/ header upper / Bl ock 1
; . Uhaut hori zed URL Access to
66.249. 66. 125 [Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p st oragel {1 | es/ 7/ 2977. | pg B ock 1
. . D stributed Unaut hori zed URL Access on
84.109. 205. 40 |Israel 147.237.77.216|dover . i df . il ww i o i1/t enpl at es/ arti cl ef nobi | e B ock 1
207. 46. 13. 82 Lhited Sates [147.237.72.166|aka.idf.il Mil tipl e Uhaut horized URL Access from 207.46.13. 82 B ock 1
66.249. 78.242  |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robots. txt B ock 1
156. 208. 72.52  |Egypt 147.237.77. 216 |dover.i df.i |l Distributed Unauthori zed URL Access on 147.237.77. 216/ B ock 1
109. 66. 77. 215 |l srael 147.237.77.216|dover.i df.i Uhaut hori zed URL Access to waw i df.il/https:/wanidf.il/ B ock 1
Lhi ted . .
81.111. 195. 163 Ki ngdom 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 1
. . D stributed Unaut hori zed URL Access on
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
188.247.72.52 |Jordan 147.237.77.216|dover.i df . il Unaut hori zed URL Access to wwwidf.il/arr/ B ock 1
109. 253. 227. 120|1 sr ael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 1
2.53.42.171 I srael 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Cpen Mde None 1
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