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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_|p Véb In drop 4118
82. 80. 230. 228 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 6
156. 208. 85. 44 Egypt 147.237.77. 216 dover.idf.il JLMPurple Gon Linmit Htp drop 3
156. 208. 72. 52 Egypt 147.237.77. 216 dover.idf.il JLMPurple Gon Linit Htp drop 3

81. 218. 65. 210 | srael 147.237.77.176 nat pash. i df .| Bl ock Udp All _Nets drop 3

93. 201. 93. 17 Ger nany 147.237.0. 35 akaws. i df.il Block Np All _Net drop 1
45.32.95. 13 Net her | ands 147.237. 76. 200 eitan. aka. idf.il Block Np Al _Net drop 1
156. 208. 72. 52 Egypt 147.237.77.216 dover.idf.il JLM Under _Attack Con Htp dr op 1
180. 153. 235. 242 Chi na 147.237.77.176 nat pash. i df . il Bl ock Udp All Nets drop 1

94. 102. 49. 116 Net her | ands 147.237.76. 177 ncore.idf.il Block Np All _Net drop 1
45.32.95. 13 Net her | ands 147.237.77.176 nat pash. i df . i | Block Np Al Net drop 1

82. 145. 211. 95 Eur ope 147.237.77. 216 dover.idf.il Bl ock Ip Vb In drop 1
218. 250. 245. 181 Hong Kong 147.237.77. 74 lawidf.il Bl ock_Udp Al _Nets drop 1

94. 102. 49. 116 Net her | ands 147.237.77. 233 atal.idf.il Block Np Al _Net dr op 1

45, 32.95. 13 Net her | ands 147.237.77.212 e. dover.idf.il Block Np All Net drop 1
156. 208. 85. 44 Egypt 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 1

93. 201. 85. 174 Ger nany 147.237.0. 16 ny- kosher-kravi .i df .i | Block Np Al _Net drop 1
45.32.95. 13 Net her | ands 147.237.8. 28 e.nobil e-ks.idf.il Block Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry rget Address |Sgnat ure Devi ce Action |Count
79.178.102. 17 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 8
149. 88. 112. 235 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 8
2.53. 159. 168 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 7
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 5
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 184 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

|Signature

195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 3
5.29. 22. 140 147.237.77. 243 I 'srael nobi | e.idf.il ET SCAN NVAP -sA (2) 2
107. 158. 255. 194 147.237. 76. 199 Lhited Sates e.nakchal .idf.il ET SCAN NVAP -f -sS 1
107. 158. 255. 194 147. 237.76. 30 Lhited Sates hi nush. i df . il ET SCAN NVAP -sS wi ndow 3072 1
103. 225. 96. 43 147.237.0. 35 Australia akavs. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
89. 248. 167. 131 147.237.8. 28 Net her | ands e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
80. 82.78. 38 147. 237.76. 148 Net her | ands gacenter. aka. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
59. 103. 76. 109 147. 237. 8. 45 Paki stan eeitanidf.il ET SCAN NVAP -sS w ndow 4096 1
40.84.148. 3 147.237.77.19 Lhited Sates lawforumidf.il ET SCAN NMAP -sS w ndow 2048 1
107. 158. 255. 194 147. 237. 76. 199 Lhited Sates e. nakchal .idf .i ET SCAN NVAP -sS wi ndow 2048 1
107. 158. 255. 194 147. 237. 76. 30 Lhited Sates hi nush. i of . i | ET SCAN NMAP -sS wi ndow 4096 1
104. 219. 234. 2 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
89. 248. 167. 131 147. 237.76. 177 Net her | ands ncore.idf.il ET SCAN Potential SSH Scan 1
80. 82. 78. 38 147.237.77. 235 Net her | ands sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82.78. 38 147. 237. 0. 200 Net her | ands . i df i | ET SCAN NMAP -sS wi ndow 1024 1
46.4.79.76 147. 237.76. 39 Ger many nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
40. 84.148. 3 147.237.77. 19 Lhited Sates | awforumidf.il ET SCAN NVAP -sS w ndow 4096 1
107. 158. 255. 194 147. 237. 76. 199 Lhited Sates e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 4096 1
40.84.148.3 147.237.77.19 Lhited Sates lawforumidf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
156. 208. 72. 52  |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 43
Sreaming Engine: TCP Invalid i i ssi
84.95.251.211 | srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 Invalid segnent retransmssion. |, 42
Ret ransn ssi on Packet dropped.
156. 208. 85. 44  |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 35
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .i | drop SAMrule drop 20
o SN retransmit wth different .
156. 198. 124. 232|Egypt 147.237. 77. 216 |dover.idf .i | Bad TCP sequence i ndow scal @ monitor |16
reamn ine: TCP Invali i i ssi
79.178.205.89 |Israel 147.237.72. 166 |aka. i df .| Streamng Engi ne: TCP Inval i djinvalid segnent retransnission drop 12
Ret ransni ssi on Packet dropped.
85. 130. 236. 182 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor (11
85. 64. 98. 215 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
213.57.55.201 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
207.46.13. 144 |Wited Sates 147.237. 77. 243 |robi | e i df . | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansn ssi on Packet dr opped.
85. 130. 236. 182 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert 6
Sreaming Engine: TCP Invalid i i ssi
46.19.86.133  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 6
Ret ransn ssi on Packet dr opped.
176. 106. 46. 74 g";'cis;i'géa” Tertito 147 237, 77. 233 atal i il SYN At t ack SYN -> SYNACK -> Timeout  |reject |6
Sreaming Engine: TCP Invalid i i ssi
66.249.66.19  |Lnited Qates 147. 237. 76. 147 |chi nuch. aka. i of . | 9 =9 Invalid segnent retransmssion. |, 6
Ret ransn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
157.55.39.32  |wnited Sates 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |y 6
Ret ransni ssi on Packet dropped.
37.26.149.179 |lsrael 147.237.77. 243 |nobi | e.idf . il drop Frst packet isn't SYN drop 5
156. 208. 72. 52  |Egypt 147.237. 77. 216 |dover.idf. i1 SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 5
37. 46. 39. 246 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor |5
37.26.149.179 |Israel 147.237.77. 243 |nobi l e.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
87.71. 15. 237 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |5
C e Unexpect ed post SYN packet -
156. 208. 85. 44  |Egypt 147.237. 77. 216 |dover.idf. i1 drop RST or SYN expect ed drop 5
37.26.148.234 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
156. 208. 85. 44  |Egypt 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber noni t or
. . SN retransmt wth different .
87.70.81. 222 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 4
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
213.57.55.201 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence SNACK retransmt with different |opyior [
w ndow scal e
37.187.165.74 |France 147.237.76.198 |e.yohal an.idf.il |Geo-1 ocation enf or cenent Geo-I ocat i on i nbound drop 4
enf or cenent
Pal estinian Territory . . -
5.43.210. 11 Qccup ed 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 4
Sreamng Engine: TCP Invalid i i ssi
79. 182. 206. 156 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.66.22  |United Sates 147. 237. 76. 147 |chi nuch. aka. i df .i 9 =g Invalid segnent retransmssion. |y 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
87.71.84.191  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
82.81.69.117  |Israel 147.237.72. 166 |aka. i df .| Streamng Engi ne: TCP Inval i djinvalid segrent retransnission drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.142  |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
213.57.55.201 |lsrael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreaning Engine: TP Invalid i i ssi
176.13.1.87  |israel 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret ransn ssi on Packet dr opped.
reanming BEngine: TCP Invali i i ssi
176.13.14.5 I'sr ael 147. 237. 72. 166 |aka. i df . i Streaming Engi ne: TCP Inval i djinvalid segnent retransnission drop 3
Ret ransnm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.180. 151. 131 |Israel 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 65.33.251  |Israel 147. 237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |y o 3
Ret ransnm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
66.249.66.16  |Lnited Qates 147. 237. 76. 147 |chi nuch. aka. i of . 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.183.35.69  |Israel 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |y 3
Ret ransnm ssi on Packet dropped.
94.77. 196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
2.53.173. 203 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreamng Engine: TCP Invalid i i ssi
85. 130. 236. 182 |l srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.182.69.44  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 65. 188. 60 |l srael 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
213.57.55.201 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 3
87.71.15. 237 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
188. 120. 148. 198|I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber monitor 3
85.65.112. 169 |l srael 147.237.72. 166 |aka. i df il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 3




04-16-2016-14:04:02 to 04-16-2016-15:04:02

Attacker Address |Attacker Qountry Target Address |Ste Signature

80.246.136.24 |lIsrael 147.237.77. 243 |nobi l e.idf .i | ..
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
2.53.8.191 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
131.253. 25. 144 |Uhited Sates|147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on wwidf.il/error.htm B ock 6
213.8.204.5 I srael 147.237.77.74 |lawidf.il Unaut hor i zed HTTP Met hod B ock 2
41. 33. 232. 66 Egypt 147.237.77. 216 |dover. i df . i | UWnaut hori zed HTTP Met hod Bl ock 2
79.177.84. 45 | srael 147.237.77.216|dover.idf . il Distributed Lhaut hori zed URL Access on wwidf.il/error.htm B ock 2
41. 33. 232. 66 Egypt 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw i df . il/1294-he/ B ock 2
5.29.22. 140 I srael 147.237.77.243|mobi | e. i df . i | Uhaut hori zed URL Access to nobile.idf.il/sip storage/files/3 B ock 2
46.19.86.9 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 2
149. 78. 236. 241 |l srael 147.237.77. 176 [mat pash. i df . il  |PHP Attenpt Bl ock 1
66.249.66.179 |[lIsrael 147.237.0.34 |tikshuv.idf.il |Wauthorized UR. Access to 147.237.0.34/sip_storage/fil es/5/ 1555. pg B ock 1
213.8.204.5 I srael 147.237.77.74 |lawidf.il Mil ti pl e Unaut hori zed URL Access from 213.8.204.5 B ock 1
37.187.114.171 |France 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to /irj/portal B ock 1
157. 55. 39. 26 Lhited Sates|147.237.76.31 |nakchal .idf.il |Wnhauthorized URL Access to wun nakhal .idf.il/page. asp B ock 1
85. 65. 55. 102 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to waw refua. atal .idf.il/tenpl ates/general /nobile |B ock 1
62.210.152.87 |France 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 1
176. 13. 14. 49 | srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to www refua. atal.idf.il/tenpl ates/general /mobile |B ock 1
149. 78. 236. 241 |l srael 147.237.77. 176 |mat pash. i df . i|  |Unauthorized URL Access to wwn cogat.idf.il/xnirpc. php B ock 1
78.178.5.34 Turkey 147.237.77. 216 [dover . i df . i | \ALhmj\zuitgfo.rillzl?in;q;t :/Cser?;retd(/) user cont rol s/ navnenu/ nazi . i df . i | Bl ock !
157. 55. 39. 32 Lhited Sates|147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to www aka. i df.il/main/giyus/..aspx B ock 1
85.65.73. 174 | srzel 147.237.72. 166 |aka. i df . i \Aux::\zngk\,\; iFgfr.}anIe/tr?a:i r?/i;il):jusl/r;mj n/ gi yus/ r esour ces/ i nages/ nast er / f avi con. gi f None !
62.210.152.87 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/wp-1ogin. php B ock 1
207.46.13.102 |Lhited Sates|147.237.72. 156 |anan. i df . il Whaut hori zed URL Access to list.ips.gov.il/list2 htm B ock 1
156. 198. 124. 232|Hgypt 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
213.8.204.5 | srael 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to ww |l awidf.il/sip_storagel/files/ 7/ Bl ock 1
157.55.39. 163 |lhited Sates|147.237.72.166 |aka. i df . il Unaut hori zed URL Access to www aka. i df . il /sachar/f orns/ downl oadf or masp |B ock 1
87.71.15.237  [Israel 147.237.76.42 |refuah.idf.il [0S0 buted haut forized éﬁaﬁczi on HBock |1
66.249. 64.233 |lsrael 147.237.77.216|dover. i df .i | Ostributed Waut horized URL Access on waw idf.il/error.htm B ock 1
Uhaut hori zed URL Access to
207.46.13.136 |lhited Sates|147.237. 72. 166 |aka. i df . i | aka. i df.il/main/smalini&a=u&ei =zgsut j f xmm- f opdm pkb&ed=0cauqf j aa& |B ock 1
usg=af gj cnf 2apehywz9apusaqdzaz5_j kf q7g

156. 208. 72. 52 Egypt 147.237.77.216|dover.i df . i | D stributed Waut horized URL Access on 147.237.77. 216/ Bl ock 1
79.177.84.45 I 'srael 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to waw idf.il/894-he B ock 1
46. 19. 85. 163 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
157.55.39. 163 [Lhited Sates|147.237.76.86 [navy.idf.il Uhaut hori zed LRL Access to navy.idf.il/tenpl at es/ conet ous/ B ock 1
66.249. 66. 123 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237.76. 42/ sip_storage/files/9/2359.jpg |B ock 1
208.90.57.196 [Lhited Sates|147.237.76.42 [refuah.idf.il ﬂ?‘.’tzg‘;r.i7zgd45{mx§izf e e ooy i vk Bock |1
156. 208. 85. 44  |Egypt 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77.216/ B ock
80.246.136.24 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
157.55.39. 236 |lLited Sates|147.237.72.166 |aka. i df . il Unaut hori zed URL Access to waw aka. i df .il/kamhar/klali/null B ock 1
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