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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4068
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
216. 249. 107. 200 Lhited Sates 147.237.72. 166 aka.idf.il Anoral y- TCP- shor t header dest - r eset 2

82. 145. 223. 22 Eur ope 147.237.77.176 nat pash. i df . i | Bl ock Ip Véb In drop 2
209. 126. 117. 230 Lhited Sates 147.237.72. 167 ishurimaka idf.il ock Wp Al _Nets drop 1
77.41.88. 44 Russi an Federation 147.237. 76. 86 navy.idf.il JLM Under _Attack Con_Htp drop 1
107.191. 40. 138 Lhited Sates 147.237.76. 86 navy.idf.il B ock Np Al Net dr op 1
107. 191. 40. 138 Lhited Sates 147.237.77. 205 prisha.idf.il Bock Np Al Net drop 1
45.32.95. 13 Net her | ands 147.237.0. 17 mny- kosher-kravi .idf.il B ock Np Al Net drop 1
45.32.95. 13 Net her | ands 147.237.0. 19 nadi matal .idf.il B ock Np Al Net drop 1
94.102. 49. 116 Net her | ands 147. 237. 8. 46 e.chinuch.idf.il B ock Np Al _Net drop 1




04-16-2016-12:04:01 to 04-16-2016-13:04:01

|Top Attackers In IPS|

Attacker Address tacker Gountry get Address |Site |Sgnature Devi ce Action |Count |
158. 85. 253. 245  |lhited Sates 147.237.72.166 |aka.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasi on B ock 8
106. 38. 241. 144  |Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 5
216. 249. 107. 200 |lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ I njection (SALECT) B ock 4
185. 106. 92. 47 Russi an Federation [147.237.77.176 |natpash.idf.il [20086: HITP: Mi ebl ackcat Security Scanner B ock 3
162.210.196.97 |lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
106. 38.241.106 |China 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 187 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 1
106. 38.241.106  |Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP:. User Agent Sogou+web+spi der B ock 1
106. 38.241.106 |China 147.237.76.42 |refuah.idf.il |CL000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38.241.106  |Chi na 147.237.77.176 |mat pash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
185. 106. 92. 47 Russi an Federation |147.237.77.176 |matpash.idf.il |20085: HITP: Miebl ackcat Security Scanner Initial Request B ock 1




04-16-2016-12:04:01 to 04-16-2016-13:04:01

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

Potential Scan or Brute Force

158. 85. 253. 245 [147.237.72.166|W0ited Sates  |aka idf.il S Injection - Select From 13
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
216. 249. 107. 200|147. 237. 72. 166 |Lhited Sates  |aka.idf.il S Injection - Select From 4
66.249. 93. 18 147.237.76. 42 |Europe refuah.idf.il ET SCAN NVAP -sA (2) 2
216.227.58.7 147.237.76.197 |Lhited Sates  |e. hinush.idf.il ET SCAN NVAP -sS wi ndow 3072 1
187.188.72.11 |147.237. 72. 166 |Mexi co aka.idf.il ET SCAN NVAP -sS wi ndow 4096 1
185. 106. 92. 47  |147.237.77.176 gj::;”ion nat pash. i df .il ET VB SERVER Mii ebl ackcat scanner 1
104. 238. 82. 190 |147.237.76.34 [thited Sates  |yohal an.idf.il ET SCAN Potential SSH Scan 1
42.159. 237.58 |147.237.77. 235|Chi na sviva. idf.il ET SCAN Potential SSH Scan 1
216.227.58.7 147.237.76. 197 |Lhited Sates  |e. hinush.idf.il ET SCAN NVAP -sS wi ndow 4096 1
187.188.72.11 |147.237. 72. 166 |Mexi co aka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
162. 144. 41. 122 |147.237.76.42 |lhited Sates  |refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
106. 186. 113. 67 |147. 237. 76. 177 [Japan ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 82. 78. 38 147. 237. 77. 226 |Net her | ands ww chanat z. aka. i df . il |ET SCAN NVAP -sS wi ndow 1024 1
63.142.161.17 |147.237.76.44 |Canada e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
1 165. 9. 207 147 237 0.15  |Tai ven vosher-kravi i df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 36
sl SWNretransnmit wth different .
87.70.72. 200 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e monitor |32
87.70.72.200  |Israel 147.237.77. 233|atal i df il Bad TCP sequence SNretransmt wth different oo 15
w ndow scal e
79. 180. 140. 225 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
87.70.72.200 | srael 147.237. 72. 156 |anan. i of . i Bad TCP sequence SWretransmt wth different oo o
wi ndow scal e
89.139.228.62 |[lsrael 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> Tineout [reject 7
o SYN+tACXK retransmt wth .
79. 180. 140. 225 |l srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence different vi ndow scal e monitor |7
212.143.142.56 |l srael 147. 237. 77. 216 |dover.idf .i | drop First packet isn't SWN drop 7
Sreaning Engine: TCP Invalid ' i ssi
46.19.85.201  |israel 147.237.77. 243 |mbile.i o i1 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
207.46.13.144 |Wnited Sates |147.237.77.243|nobile.idf.il Streamng Engine: TCP Inval i d invalid segnent retransnissi on drop 6
Ret r ansm ssi on Packet dropped.
Russi an R SYNtACXK retransmt wth .
37.9.122. 203 erati on 147.237. 77. 216 |dover.idf .i | Bad TCP sequence different vindow scal e monitor |5
79.176.48.125 I srael 147. 237. 72. 166 |aka. i df .i Bad TCP sequence SINWACK retransmt W th monitor |5
di fferent w ndow scal e
79.176.48.125 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
66.102. 9. 117 Lhited Sates |147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SYN drop
5.28.190. 211 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreaning Engine: TGP Invalid ' i ssi
46.121.204. 110 |israel 147. 237. 76. 200 |6 tan. aka.i of . i 9 =9 Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
216.249.107. 200|United Sates  [147. 237. 72. 166 [aka.i of . | P Fragnent s ff!gen‘l;tos generate | P packet from|y 4
212.179. 243.32 |Israel 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
37.9.122.203 R‘F Sf:;”ion 147. 237.77. 216 |dover.i df . i | SYN At t ack SYN -> SYN-ACK -> Tinmeout [reject 4
46. 19. 86. 37 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
37.46.41.54 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
reaming BEngine: TCP Invali i i ssi
79.178.129.41 | srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Inval id invalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
79.182.57.138 |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
182.239.70.35 |Hong Kong 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TGP Invalid i i ssi
79.178.153. 179 | srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
37.26.146.164 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 147. 2421 sr ael 147. 237.77. 243 |mobi l e. i . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.180. 132. 227 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Russi an S Streamng Engine: TCP Invalid [invalid segnent retransmission.
178. 154. 189. 201 Federat i on 147.237.72. 166 |aka.idf.il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaming Engine: TGP Invalid i i ssi
31.154.162. 14 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
207.46.13.132 |UWnited Sates  |147.237.77. 243 |mobileidf i1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.177.228.217 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 64. 189. 147 |l srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
46.19.86.235  |[israel 147. 237.77. 226 "‘;":‘“Cha"atz'aka"df Bad TCP sequence Invalid ACK nunber moni tor |2
5.102. 242. 66 I srael 147.237. 72. 156 |anan.i df .i Bad TCP sequence Inval i d ACK nunber monitor |2
s SYN+tACXK retransmt wth .
185.135.69.50 [irag 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent vi ndow scal e noni t or 2
. . SYNtAXK retransmt with .
182.239.70.35 |Hong Kong 147.237.76.86 |navy.idf.il Bad TCP sequence di ferent v ndow scal e noni t or 2
46.19. 86. 31 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
37.9.122.203  |¥sS'an 147. 237. 77. 216 |dover i df .i SYN At t ack rgect |2
Federati on
Sreaning Engine: TGP Invalid ' i ssi
78.34.56. 6 Ger many 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
46. 19. 86. 37 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber aert 2
37.26.149.192 |l srael 147.237. 72. 156 |anan.i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 2
185. 3. 144. 33 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |1
162. 144. 41. 122 |Uited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.19 Lhited Sates [147.237.76.39 |mobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 201 |Wited Sates [147.237.0.35 |akavs.idf.il dr op drop 1
216.243.31.2 Lhited Sates |147.237.76. 148 |gqcenter. aka.idf.il drop drop 1
64.125.239. 184 |Wnited Sates |147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
94.230.86.172 |lsrael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or
185.32.179.46 |l srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
Pal esti ni an
213.6.116.158 |[Territory, 147.237.77. 176 |mat pash. i df . i | Ml tiple Uhauthorized URL Access from 213. 6. 116. 158 B ock 13
Qccupi ed
79.179. 97. 72 | st ael 147.237.72. 166 |aka. i df .i | Mil tipl e Uhaut hori zed Method for Known URL from B ock 4
79.179.97.72
109. 64. 17. 167 |l srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock
46. 19. 85. 149 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock
. . - Unaut hori zed URL Access to
109. 253. 147. 242 |l srael 147.237.77.243|nobi l e. i df . i | nobi | e. i df i 1/ cat eqoryt enpl at es/ | st chi | dsubcat egori es/ 1423 B ock 2
79 180.170.53 |1srael 147.237.72. 166 |aka. i df .i | Unknown _Par gmat er ctl 00$ct | 00$_cphMa| n$cphSachar $ct1 09 in None 1
wwn aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
. - Unhaut hori zed URL Access to
66.249. 66. 123 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p storagel fi | es/ 4/ 3394. | pg B ock 1
. . Unaut hori zed URL Access to
213.8.204. 8 I srael 147.237.77.74 |lawidf.il v | aw i df i 1/t enpl at es/ nevs/ mobi | e B ock 1
. . - Unhaut hori zed URL Access to
180.76.15. 10 China 147.237.76.42 [refuah.idf.il ww refua atal .idf.il/tenpl ates/shared/ usercontrol s/ header upper/ Bl ock !
37.59.109. 136 |France 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to navy.idf.il/ol d/ wp-adnin/ Bl ock 1
93.172.150. 196 |[lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx |B ock 1
203.127.96.221 |9 ngapore 147.237.77. 216 |dover.i df .i | Distributed Waut hori zed URL Access on wawidf.il/error. htm B ock 1
149. 78. 159. 120 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. idf.il/894-he/nilui maspx |B ock 1
. . Unhaut hori zed URL Access to
87. 70. 72. 200 I srael 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl el shar ed/ reset . css B ock 1
. . Unaut hori zed URL Access to
66.249. 66. 125  Israel 147.237.76.42 [refuah.idf.il 147, 237. 76, 42/ 1644- he/ r ef uah. aspx B ock 1
213. 8. 204. 46 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for aka.idf.il/nain/giyus B ock 1
184. 105. 247. 194 |wnited Sates 147.237.77. 216 |dover.i df .| D stributed Unauthorized URL Access on 147.237.77. 216/ B ock 1
46.19. 85. 42 I srael 147.237.77.216|dover.idf .i | Abnormal |y Long Request request version Bl ock 1
79.179.97.72 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for wmwu aka. idf.il/main/gi yus/ B ock 1
207. 46. 13. 37 Lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237. 72. 166/ robot s. t xt B ock 1
46. 19. 85. 201 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
; . . Unhaut hori zed URL Access to
157.55.39. 157 [Lhited Sates 147.237.76.86 [navy.idf.il Wi navy. i of i |/ navy/ si p. storagelfi | es/ 8 69778, xI s/ Bl ock 1
87. 70. 72. 200 I srael 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to waw i df.il/hi nush B ock 1
. . Unaut hori zed URL Access to
66.249. 78. 104 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
220. 255. 146. 134|9 ngapor e 147.237.77. 216 |dover.idf .i | Distributed Waut horized URL Access on wawidf.il/error. htm B ock
184.168.193. 33 |Lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/bl og/ wp- adm n/ Bl ock
Il'legal HITP Version __at uvs=57120c405a8a31a3000;
46.19. 85. 42 I srael 147.237.77. 216 |dover.idf . il _pk_i d. 20. 8af c=65b3405e92c4003b. 1460800588. 1. 1460800588 |B ock 1
. 1460800588. ; pk_ses. 20. 8af c=*
79.179.182. 1 I srael 147.237.76.31 |nakchal .idf.il Ml tipl e Unaut hori zed URL Access from79.179.182. 1 B ock
66. 249. 64.229 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock
] . . . Unaut hori zed URL Access to
157.55.39.200 |lhited Sates 147.237.0.34 |tikshuv.idf.il ti kshuv. i df i 17901 8504 ti kshuv. aspx B ock 1
87.70. 72. 200 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1136-he/ atal . aspx |B ock 1
. . DO stributed Uhauthorized URL Access on
66.249.78.234 |l srael 147.237.72.166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
220. 255. 148. 1489 ngapor e 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock 1
185. 3. 144. 33 I srael 147.237.76. 42 |refuah.idf.il Mil tipl e Unaut horized URL Access from 185. 3. 144. 33 B ock
46.19. 85. 42 I srael 147.237.77.216|dover. i df . i | Mal formed UR. __ atuve=1 B ock
130.193.50.33 [Russian Federation |147.237.77.74 |l awidf.il tnauthori zed UR. Access to Bock |1
waw | aw i df . i1/ consol e/ core/ doc_ngr/ doc_ngr. asp
. . Unaut hori zed URL Access to
79.179.182. 1 I srael 147.237.76.31 |nakchal .idf.il vaw nakhal . i df i1/t enpl at es/ honepage/ mobi | e B ock 1
. - Unaut hori zed URL Access to
66.249.66. 121  [Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 4/ 2254. | pg B ock 1
Pal esti ni an .
: . . Unaut hori zed URL Access to
213.6.116.158  [Territory, 147.237.77. 176 |mat pash. i df . i | Wi cogat i df . i | /tenpl at es/ general / nobi | e Bl ock 1
Qccupi ed
157. 55. 39. 236 Lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/niluim B ock 1
89. 138. 204. 235 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwidf.il/tenpl ates/article/nobile |B ock 1
74.208.152.22 [lnited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/wp/wp-adm n/ B ock 1
203. 127.96. 216 |9 ngapore 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to wawidf.il/error. htm Bl ock 1
46.19.85.42  [israel 147.237.77. 216 |dover . i df . i | Lhknown HTTP Request hethod Scuextiza 24l dya: Tn WL ook 1
. m ny- kosher - kravi . i _
141.212.122. 209|lhited Sates 147.237.0. 17 df il Unaut hori zed URL Access to 147.237.0.17/ B ock 1
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