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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 4098

104. 255. 70. 247 Lhited Sates 147.237.76. 86 navy.idf.il B ock Np Al _Net drop 1

104. 255. 70. 247 Lhited Sates 147.237.77. 19 lawforumidf.il ock Np Al Net drop 1

93. 215.17. 136 CGer many 147.237.0. 15 kosher-kravi .idf.il Block Np All _Net drop 1

93. 215.17. 136 Ger many 147.237.0. 33 idf.il Block Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Count |
106. 38. 241. 144 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 5
5.9.62. 130 Ger many 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 190 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46.19. 85. 61 147.237.77. 176 (I srael nat pash. i df .i | PCLI CY- OTHER TCP packet with urgent flag attenpt 44
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
104.192.0. 18 147.237.76.34 |lhited Sates |yohalan.idf.il ET SCAN NMVAP -sS w ndow 1024 1
104, 171. 122. 176|147.237.8. 24 |lhited Sates |e.lifestyle.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
80. 82. 78. 38 147. 237. 72. 167 |Net her | ands ishurimaka.idf.il |JET SCAN NVAP -sS wi ndow 1024 1
75.128. 15. 35 147.237.8.28 |lhited Sates e nobile-ks.idf.il ET SCAN Behavi oral Lhusually fast inbound Telnet Connect i ons, 1
Potential Scan or Brute Force
162. 144, 41. 122 |147.237.0.15 [Wited Sates |kosher-kravi.idf.i|[ET SCAN NVAP -sS w ndow 1024 1
104. 238.82.190 |147.237.8.50 |lhited Sates |e.tikshuv.idf.il |ET SCAN Potential SSH Scan 1
104.232.98.3 147.237.76.38 |Whited Sates [e.e.meitav.idf.il |ET SCAN NVAP -sS w ndow 1024 1
104.171. 122, 176|147.237.8.24 |[wited Sates |elifestyle.idf.il [ET SCAN NVAP -sS w ndow 4096 1
80. 82.78. 38 147. 237. 76. 196 |Net her | ands e.sviva. idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 82.78. 38 147.237.8.14 |Netherl ands e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 238.82. 190 |147.237.72.14 |Wited Sates |dover.idf.il(old) |[ET SCAN Potential SSH Scan 1
104. 232.98. 3 147.237.76.38 [Wnited Sates |e.eneitav.idf.il |[ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
46. 19. 85. 61 | srael 147.237.77. 176 |nat pash. i df . i | drop Frst packet isn't SN drop 18
185.3.147.160 |l srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber nonitor (10
S reamng Engi ne: TCP i i ssi
87.71.221.23  |israel 147. 237. 72. 166 |aka. i of . i | mng Enhgine: 7 Invalid segnent retransmssion. Packet drop 6
Inval id Retransm ssion dr opped.
Sreamng Engi ne: TCP i i ssi
109. 64.193.59  |Israel 147. 237. 72. 167 |i shuri maka. i o .i mng Engine: 1 Invalid segnent retransmssion. Packet dr op 6
Inval i d Retransm ssion dr opped.
S reamng Engi ne: TCP i i ssi
84.95.86.178 |l srael 147. 237. 72. 166 |aka i of . i | mng Enhgine: 7 Invalid segnent retransmssion. Packet drop 6
Inval id Retransm ssion dr opped.
192.115.83.5 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval id ACK nunber alert
192.115.83.5 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor |5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreamng Engi ne: TCP i i ssi
65.55.210. 165 |lhited Sates |147.237.76.200 [eitan aka.idf.il mng Engine: 1 Invalid segnent retransmssion. Packet drop 4
Inval i d Retransm ssion dr opped.
S reamng Engi ne: TCP i i ssi
66.249.66.44  |Uited Sates [147.237.0.34 [tikshuv.idf.il mng Enhgine: 7 Invalid segnent retransmssion. Packet dr op 3
Inval id Retransm ssion dr opped.
Sreamng Engi ne: TCP i i ssi
87.71.42.155  |Israel 147. 237. 72. 166 |aka i of . i | mng Engine: 1 Invalid segnent retransmssion. Packet drop 3
Inval i d Retransm ssion dr opped.
185. 3. 147. 160 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |3
Russi an . o S reaming Engi ne: TCP Invalid segnent retransnission. Packet
130. 193. 37. 16 . 147.237.0.34 |tikshuv.idf.il . L. droj 3
Federati on Inval i d Retransni ssion dr opped. P
Russi an L S reaning BEngi ne: TCP Inval i d segnent retransmission. Packet
141. 8.132. 112 . 147. 237.72. 166 |aka. i df .i | . L. dro| 3
Federation Inval i d Retransnission dr opped. P
Russi an . o S reaming Engi ne: TCP Invalid segnent retransnission. Packet
141.8.142. 34 . 147.237.0.34 |tikshuv.idf.il . L. droj 3
Federati on Inval i d Retransni ssion dr opped. P
46.19. 85. 61 I srael 147.237.77.176 |natpash.icf.il  |Bad TCP sequence ssca:g‘x retransmt with different wndow oo |o
o Sreani ng Engi ne: TCP TCP segnent .V\jt'h ur gent poi nt_er (no data).
46.19. 85. 61 | srael 147.237.77.176 [nat pash. i df . i1 Ugent data indication was stripped. Hease |alert 2
Ugent Data Enforcement | e to skasses.
o S reani ng Engi ne: TCP TCP segnent _Wt_h ur gent poi nt_er (no data).
46. 19. 85. 61 | srael 147.237.77. 176 [nat pash. i df . i Ugent data indication was stripped. Hease |drop 2
Ugent Data Enforcement | oer to skasses.
St reami ng Engi ne: TCP i i ssi
157.55.39. 254 |Wited Sates |147.237.76. 200 |ei tan. aka idf.il mng tngihe. 7 Invalid segnent retransmssion. Packet drop 2
Inval i d Retransm ssion dr opped.
46.19. 85. 61 I srael 147. 237.77. 176 |nat pash. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 2
! o Geo-| ocati on o
184.105. 139. 118|lhited Sates |[147.237.77.212|e.dover.idf.il Geo- | ocat i on i nbound enf or cenent drop 1
enf or cenent
141.212.122. 222|Uhited Sates |147.237.0.15 |kosher-kravi.idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
Geo-l ocation
50.117.87.151 |lhited Sates |147.237.8.50 |e.tikshuv.idf.il Geo-1 ocati on i nbound enf or cenent drop 1
enf or cenent
162. 144. 41. 122 |Uited Sates |147.237.0.15 |kosher-kravi.idf.il|]SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.7 Uited Sates |147.237.8.45 |eeitan.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
i ) . |Geo-location o
184. 105. 247. 220|lhited Sates |[147.237.8.24 |e.lifestyle.idf.il Geo- | ocation i nbound enf or cenent drop 1
enf or cenent
149.50. 91. 166 |l srael 147. 237. 72. 166 |aka.i df . i Bad TCP sequence Invalid ACK nunber alert 1
46. 19. 85. 61 I srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval i d AGK nunber aert 1
176.13.9. 209 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
74.82.47.7 Lhited Sates |[147.237.77.61 |e.cogat.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
. o Geo-l ocation o
184. 105. 247. 230|Whited Sates |[147.237.76.196|e.sviva.idf.il Geo-1 ocati on i nbound enf or cenent drop 1
enf or cenent
2.53.178.61 I srael 147.237.77.74 |lawidf.il SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 1
149. 50. 91. 166 |l srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber moni tor |1
R instant nessenger pattern found, .
104.45.18.178  |Netherl ands 147.237.77. 216 |dover.idf.il I nstant Messengers appli cation: Skype nonitor |1
66. 91. 91. 64 Lhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 1
46. 19. 85. 61 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d AGK nunber moni tor |1
176.13.12.165 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 1
74.82.47.26 Lhited Sates |147.237.77.235|sviva idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
Geo-l ocati on
50.117.87.151 |lhited Sates |[147.237.8.27 |e.nadimatal.idf.il Geo-1 ocati on i nbound enf or cenent drop 1
enf or cenent
184. 105. 247. 232|United Sates |147.237.77.170 |marachot.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
] R instant nessenger pattern found, .
40. 78. 146. 128 Lhited Sates [147.237.77.216 |dover.idf.il | nst ant Massengers appli cation. Skype noni t or 1
66. 91. 91. 64 Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval id ACK nunber nonitor |1
176.13.12. 165 |Israel 147.237.77.233 |atal .idf.il Bad TCP sequence Inval id ACK nunber monitor |1
141.212.122. 221 |Uhited Sates |[147.237.0.15 |kosher-kravi.idf.il|]SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
) ) ~|Geo-location o
50.117.87.151 |lhited Sates |147.237.8.28 |e.nobile-ks.idf.il Geo- | ocation i nbound enf or cerment drop 1
enf or cenent
184. 105. 247. 248|United Sates [147.237.0.35 |akaws.idf.il drop drop 1
159. 226. 95.66  |Chi na 147.237.72. 167 |ishurimaka.idf.il |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
Geo- 1l ocati on
120. 132.68.73  |Chi na 147. 237. 76. 199 |e. nakchal .idf.il Geo- | ocation i nbound enf or cenent drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.53.13.236 | srael 147.237.0.19 |madimatal .idf.i| [Suspicious Response Code Bl ock 4
) . . Unaut hori zed URL Access to
187.44.1.99 Brazil 147.237.77. 216 [dover . i df . i | wan i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock 3
46. 19. 86. 55 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock
2.53.176. 142 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock
181. 30. 30. 166  |Argentina 147.237.77.233|atal .idf.il Ml tipl e Unaut hori zed URL Access from 181. 30. 30. 166 B ock
185.3.147.160 |Israel 147. 237.72. 166 |aka. i df . i | Whaut hori zed Method QPTIONS for . B ock 3
wwy aka. i df . i | / mai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser
192. 116.89. 199 |l srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 2
141.212.122.209|Uited Sates  [147.237.0.15 |kosher-kravi . i df . i|Wauthori zed URL Access to 147.237.0. 15/ B ock 1
40.77. 167. 22 Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1402- he/ at al . aspx B ock 1
181.30.30.166 |Argentina 147.237.77.233|atal .idf.il PHP Attenpt B ock 1
66.249.66.176 |l srael 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ robots. t xt B ock 1
174.129.228.67 |Uhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
181.30.30.166 |Argentina 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to ww atal .idf.il/xnrpc. php B ock 1
: . . Paraneter Type M ol ati on PageNumin
68.180.229. 241 [Wited Sates  |147.237.77.176|nat pash. i df. il v cogat . i df . i |/ 1966- he/ cogat . aspx B ock 1
180.157.61.15 |Chi na 147.237.77. 176 |mat pash. i df . i | Mil tipl e Lhaut hori zed UR. Access from 180. 157. 61. 15 B ock 1
. . Unaut hori zed URL Access to
66. 249.66. 121 | srael 147.237.76.42 [refuah.idf.il 147. 237.76. 42/ shared/ cl i ent scri pt s/ j query. pl ugi ns/j query. charts.js Bl ock !
183.198.2.220 |Cnina 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to waw i df.il/1564-en/ B ock 1
68.180.231.43 |nited Sates  [147.237.77.216|dover.idf.il Ml tipl e Unhaut hori zed URL Access from 68. 180. 231. 43 B ock 1
. . Unaut hori zed URL Access to
213. 8. 204. 49 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar e/ bul | et 1. g f Bl ock 1
. ] . Unaut hori zed URL Access to
180.157.61.15  |Chi na 147.237.77. 176 |nat pash. idf.il v cogat . i df . i |/ shar ed/ user cont r ol s/ header upper / B ock !
. . Unaut hori zed URL Access to
66. 249.66. 123 I srael 147.237.76.42 [refuah.idf.il 147. 237.76. 42/ shared/ cl i entscri pts/jquery/jquery-1.4.2.mn.js Bl ock !
185. 3. 144. 63 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
141.8.132.78 F“Sf;;”i on 147.237.77. 216 |dover. i df . i | Unaut hor | zed URL Access to wan i df . i/ band B ock 1
5. 29. 66. 83 I srael 147.237.72. 166 |aka. i df . i | tnknown Paraneter VI EABTATEENCRYPTED i n None 1
wwv aka. i df . i |/ mai n/ sachar/ nas. aspx
. . Unaut hori zed URL Access to
66.249. 66. 125 [l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 7/ 2827. | pg Bl ock 1
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