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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock | p Wb _In drop 4050

188. 138. 17. 205 France 147.237.77. 74 lawidf.il Bl ock_Udp All _Nets_Con_Li mt dr op 2

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 2

184. 105. 139. 67 Lhited Sates 147.237. 8. 50 e.tikshuv.idf.il |Block Udp All Nets drop 1

216. 218. 206. 107 Lhited Sates 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 1
185.94.111. 1 Russi an Federation 147.237.0. 34 tikshuv.idf.il B ock Np Al _Net drop 1
185.94.111. 1 Russi an Federation 147.237.77.176 nat pash. i df . i | B ock Np Al Net dr op 1




04-16-2016-07:04:03 to 04-16-2016-08:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site Devi ce Action |Oount
106. 38. 241. 144 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 5
84.228.19. 26 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 3
162.210.196. 129 |lLhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Bl ock 2
162.210.196. 129 |thited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
109. 66. 23. 97 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147. 237.76. 42 refuah.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |natpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
69. 197. 169. 202 Lhited Sates 147.237.77.233 |atal .idf.il 22280: HITP. Joonha (hj ect |njection Vil nerability B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
59. 45. 79. 103 147.237.77.19 |China I awforumidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147. 237. 76. 148 |Chi na ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147.237.76. 38 [China eengtav.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147. 237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
218.194.224. 49 |147.237.77.176|Chi na mat pash. i df .i | ET SCAN Behavi or al musugl ly fast Termnal Server Traffic, 1
Potential Scan or Infection
59. 45. 79. 103 147.237.72. 14 |China dover.idf.il(old) ET SCAN Potential SSH Scan 1
13.92.246. 145 |147.237.0.17 [Wited Sates |mny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 3072 1
124. 83, 33. 93 147 237.76.30 |Fhi i ppi nes hivmsh i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net CGonnecti ons, 1
Potential Scan or Brute Force
59. 45. 79. 103 147.237.77. 179 |Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147.237.77. 74 |China lawidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147. 237. 76. 147 |Chi na chinuch. aka. i df .i | ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147.237.76. 34 |[China yohal an. i df . il ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147. 237. 72. 166 [Chi na aka.idf.il ET SCAN Potential SSH Scan 1
195. 216. 176. 244|147. 237. 76. 202 |Latvi a e halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.4.79.76 147. 237. 77. 235 |Ger many svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
185. 112. 248.50 |147.237.77.234 E?i;;gom hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
82.117. 208. 243 |147.237.8.27 e madimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 103 147. 237.77. 170 |Chi na raar achot . i df . i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
Sreaning Engine: TGP Invalid i i ssi
66.249.78.146 |lnited Sates 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 4
Ret ransnm ssi on Packet dropped.
36. 80. 0. 207 I ndonesi a 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 3
Sreaming Engine: TCP Invalid i i ssi
130.193.51.91 |Russian Federation |147.237.76.200 |eitan. aka idf. il 9 =g Invalid segnent retransmssion. . 3
Ret r ansm ssi on Packet dropped.
213. 6. 151. 254 glcissi':('ja” Territonyly 47, 237, 77. 176 [natpash.icf i1 [SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
99. 238. 125. 103 |Canada 147.237.72. 166 |aka.idf.i | drop First packet isn't SYN drop 3
Sreaning Engine: TCP Invalid i i ssi
178.154.189.8 |Russian Federation |147.237.72. 166 |aka.idf. il 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
178. 255. 215. 87 |France 147. 237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. 3
Ret ransn ssi on Packet dropped.
185. 3. 144. 33 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
66.249.83.142 |Uited Sates 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. 3
Ret ransm ssi on Packet dropped.
77.127.158. 4 I srael 147.237.72. 166 |aka.i of .i 1 SYN Att ack SYN -> SYN-ACK -> Tinmeout |[reject 2
Sreaning Engine: TCP Invalid i i sSi
157.55.39.44  |Uited Sates 147.237.72. 166 |aka. i df .i | 9 =g Invalid segnent retransmssion. . 2
Ret ransm ssi on Packet dropped.
182.75.169. 10 [india 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |reject 1
94. 102. 49. 54 Net her | ands 147.237. 72. 156 [anan. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.7 Lhited Sates 147.237. 72. 156 |anan.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 214|United Sates 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
176. 58. 74. 72 g";'cis;i'géa” Tertitoryl 47 237. 77. 216 |dover. i df . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
106. 184. 3. 122  |Japan 147.237.0.35 |akavs.idf.il drop drop
77.125.1.92 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
182.75.169.10 |india 147.237.77. 216 |dover. i df . i Bad TCP sequence SYNRACK retransmt with moni tor |1
di fferent w ndow scal e
141.212. 122. 214|Wited Sates 147.237. 77. 216 |dover.i df .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47. 32 Lhited Sates 147.237.0.33 |idf.il drop drop 1
184. 105. 247. 251 |Uhited Sates 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
o . Geo- | ocati on i nbound
106. 184.3.122  |Japan 147.237.0.200 |ndu.idf.il Geo- | ocat i on enf or cenent enf or cement drop 1
77.125.1.92  [israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SYNRACK retransmt with moni tor |1
di fferent w ndow scal e
50.117.87.151 |Wnited Sates 147.237.8.14 |e.orchot.icf.il  |[Geo-1ocation enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
184.105. 139. 84 |Lhited Sates 147.237.77. 205 |prisha.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 215|United Sates 147.237. 77. 216 |dover.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
99. 238. 125. 103 |[Canada 147.237.72. 166 |aka.i of .i 1 SYN Att ack SYN -> SYN-ACK -> Tinmeout |[reject 1
74.82. 47. 32 Lhited Sates 147. 237. 72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 251 |United Sates 147.237.77. 234 |hal ag.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
2.53.175. 52 I srael 147.237. 72. 156 |anan.i df .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
106. 184.3.122  |Japan 147. 237, 77. 121 |e. navy. i df . i Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
184. 105. 247. 207|Whited Sates 147. 237. 76. 148 |gacent er . aka. i df . i |dr op drop
100. 72. 224. 48 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SYN drop
74.82.47.32 hited Sates 147.237.77.227|e. hanaz.icf.il  |Geo-1 ocation enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
5. 22.130. 67 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber monitor |1
182.75.169.10 |India 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[alert 1
120. 132. 84. 137 |China 147.237.77. 235 |sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
80. 82. 64. 37 Net her | ands 147.237.77. 170 |n@arachot.idf.il  |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 212|Wited Sates 147.237.72. 217 |e.idf .1 Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
159. 226.95. 66  |Chi na 147. 237. 76. 148 |gacent er . aka. i df . i |dr op drop
104. 148. 44. 145 |Uited Sates 147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject
74.82. 47.52 Lhited Sates 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
208.115.113.88 |lLited Sates [147.237.76.86 |navy. idf.il Mil ti pl e Uhaut hori zed URL Access from 208. 115. 113. 88 B ock
208.115.113.88 |lhited Sates |[147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/edi miyoman/ yoman. asp B ock
2.53.13. 236 I srael 147.237.0.19 |nadi matal . i df. i |Suspicious Response Code B ock
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates (147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 2
141.212.122. 209|thited Sates |147.237.77.216|dover.idf.il D stributed Unauthorized URL Access on 147.237.77. 216/ B ock 1
46.1.89.22 Tur key 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw i df.il/ar/huhul23 B ock 1
68.180.229.241 |lLhited Sates [147.237.77.176|natpash.idf.i|l |Paraneter Type Mol ation PageNumin ww cogat.idf.il/901-ar/cogat . aspx B ock 1
180. 76. 15. 145  |Chi na 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9710- he/ r ef uah. aspx  |B ock 1
. . Unhaut hori zed URL Access to
66. 249. 64. 240  |Israel 147.237.77. 216 [dover. i df . il 147, 237. 77. 216/ 1133- 18457- he/ dover . aspx B ock 1
68.180.231.43 |[lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/navy/htm/unitfs. asp B ock 1
185. 3. 144. 33 I srael 147.237.76.42 |refuah.idf.il Mil tipl e Unaut horized URL Access from 185. 3. 144. 33 B ock 1
66.249.66. 121 |l srael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 937- he/ r ef uah. aspx B ock 1
2.53.151. 194 I srael 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to v i df.il/dover B ock 1
207. 46. 13. 57 Lhited Sates |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
. . Unaut hori zed URL Access to
66.249.78. 240 I srael 147.237.72.166 [aka. i df . 1 | 147. 237. 72. 166/ nai n/ sachar / r esour ces/ scri pt s/ gener al functi ons. j s Bl ock !
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
95. 35. 66. 147 I srael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ nai v sachar/ rai | o, aspx None 1
2.55.129.213 | srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/ atal . aspx B ock 1
- - Unaut hori zed URL Access to
66.249.78.246  |Israel 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ nai 1/ sachar | resour ces/ scri pts/site. | s B ock 1
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