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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb I n drop 4112
81.218. 65. 210 | srael 147.237.77. 176 nat pash. i df .i | B ock_Udp Al _Nets drop 9
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
184. 105. 139. 68 Lhited Sates 147.237.77.212 e.dover.idf.il B ock Np Al _Net drop 1

66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1
121. 127. 88. 47 Korea, Republic of 147.237.76. 176 test.ncore.idf.il |B ock Udp All Nets drop 1
184. 105. 139. 92 Lhited Sates 147.237.77.216 dover.idf.il B ock Np Al _Net dr op 1
184. 105. 247. 212 Lhited Sates 147.237. 8. 45 eeitanidf.il B ock_Udp Al _Nets drop 1
184. 105. 139. 68 Lhited Sates 147.237.77.121 e navy.idf.il Bock Np Al Net drop 1
54.72.182. 187 Irel and 147.237.77.216 dover.idf.il B ock Udp All Nets drop 1
185.94.111.1 Russi an Federation 147.237.76. 31 nakchal .idf.il B ock Np Al Net drop 1

93. 120. 133. 157 Russi an Federation 147.237.76. 176 test.ncore.idf.il |B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
106. 38. 241. 144 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 7
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
66. 249. 66. 190 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
95.45.254.123  [147.237. 72. 166 i rel and aka.idf.il SERVER APATE Apache od_ssl non- SSL connection to SSL port
deni al of service attenpt
66.249. 64.233  |147.237.77.216|Wited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
85.65.15.215  |147.237. 72. 166 || srael aka.idf.il ET SCAN NVAP -sA (2) 2
66.249.78.146 |147.237.72.166|W0ited Sates |[aka idf.il ET SCAN NVAP -sA (2) 2
113. 240. 250. 154|147.237.8.27 [China enadimatal .idf.il [ET SCAN NMAP -sS wi ndow 1024 1
109. 235. 254. 181|147. 237. 8. 45  [Turkey eeitanidf.il ET SCAN NVAP -sS w ndow 2048 1
104, 238. 82. 190 |147.237.77.178|Wited Sates |e.matpash.idf.il |ET SCAN Potential SSH Scan 1
91. 201. 236. 158 |147.237. 76. 199 |kr ai ne e.nakchal .idf.il [ET SCAN NMAP -sS wi ndow 2048 1
217.133.53.77 |147.237.77.176|itay nat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 158 [147.237.76. 199 |Wkrai ne e.nakchal .idf.il |ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
185. 112. 248. 50 (147.237.77.74 E?ir:;gom lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
80.82.78. 38 147. 237. 77. 205 |Net her | ands prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 72.179. 130 |147.237.76.39 |Ronani a nobi | e.neitav.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
115.29. 138. 97  |147.237.76.38 [China eeneitav.id.il [ET SCAN NVAP -sS wi ndow 1024 1
93, 88, 236, 73 147 237 0.19  |uited Sates |radimatal idh. il ET SCAN Behavi praJ Lhusual |y fast Terminal Server Traffic, Potentie1
Scan or Infection

109. 235. 254. 181|147. 237. 8. 45  [Turkey e.eitanidf.il ET SCAN NVAP -sS w ndow 3072 1
109. 235. 254. 181|147.237.8.45  |Turkey eetanidf.il ET SCAN NVAP -f -sS 1
104. 238.82. 190 |147.237.0.200 |lhited Sates |[mau.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 |147.237. 76. 199 |kr ai ne e.nakchal .idf.il |[ET SCAN NMAP -sS wi ndow 3072 1
217.133.53.77 |147.237.77.176|itay nat pash. i df .i | ET SCAN NVAP -sS w ndow 4096 1
91. 201. 236. 158 [147.237. 76. 199 |krai ne e.nakchal .idf.il ET SCAN NVAP -f -sS 1
185. 72. 179. 130 |147. 237. 76. 177 [Romani a ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
118.193.20. 114 |147.237.76. 148 |Hong Kong ggcenter. aka.idf.il [ET SCAN Potential SSH Scan 1
46.4.79.76 147. 237.76. 38 |Ger many eeneitav.idi.il [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231. 90 Egypt 147. 237.77. 216 |dover. i df .i 1 drop SAMrul e drop 24
172. 56. 34. 23 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 21
139. 162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
Russi an o Streaming Engine: TCP Inval id |invalid segnent retransmission.
178.154.189. 201(° = o 147.237. 72. 166 |aka. i df .i | Ret 1 ansn Ssi on Packet. dropped. drop 3
Sreamng Engine: TCP Invalid i i ssi
66.249.78.216 |lhited Sates |147.237.77. 243 |nobile.idf.il 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
172.56.14.167 |Uhited Sates |[147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
79.181.242.51 |israel 147.237.72. 166 [aka. i of .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
195. 220. 95. 105 |France 147.237.76. 34 |yohal an.idf.il drop drop 1
141.212.122. 221 |Wited Sates |147.237.8.14 e orchot.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
74.82. 47.54 Lhited Sates |147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.84 |lhited Sates |147.237.0.35 |akaws.idf.il drop drop 1
108. 90. 158. 146 |Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
198. 20. 69. 74 Uited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
144.168. 45. 117 |hited Sates |147.237.76.31 |nakchal .idf.il drop SAMrul e drop 1
74.82.47.55 Wited Sates |147.237.76. 198 |e. yohal an.idf . Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
216.218.206. 87 |lhited Sates |147.237.77.226 V‘:"IW chanatz. aka. 1df ey af t ack SYN -> SYN-ACK -> RST rej ect 1
109. 186.49.99 |lIsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
216.218.206. 104|United Sates |147.237.0.33 [idf.il drop drop 1
184.105. 139. 126|wnited Sates  |147. 237. 77. 226 "‘i‘"l”“ha"atz' aka. 1l oy At ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.8 Lhited Sates |147.237.76. 199 |e. nakchal .idf . Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
159. 226. 95.66  |Chi na 147.237.0.33  [idf.il drop drop 1
79.181.242.51 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Timeout [reject 1
24.42. 165. 85 Lhited Sates |147.237.72.166|aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
184. 105. 247. 230|Wnited Sates [147.237.8.28 |enobile-ks.icf.il  |[Geo-1ocation enf or cenent Sﬁ?o'rzgﬁ;]f”  nbound drop 1
141.212.122. 220|Wited Sates |147.237.8.14 e orchot.idf.il Geo- | ocati on enf or cenent Geo- ocati on i nbound drop 1
enf or cenent
74.82. 47.20 Lhited Sates |147.237.76.202|e. halag.idf. il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
216.218.206. 71 |UWited Sates |147.237.72.166|aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
104.148. 44. 145 |[thited Sates |147.237.77.19 [lawforumidf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout [reject 1
37.28.152.58  |Pol and 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
131.253.25. 163 |Uited Sates |147.237.77.216|dover.idf.il |[Dstributed Lhauthorized URL Access on v idf.il/error. htm Bl ock 3
68.180.231.43 |Wited Sates |147.237.77.216|dover.idf.il |Paraneter Type Mol ation PageNumin waw i df.il/1115-ar/dover. aspx B ock 2
24.42.165. 85 Lhited Sates [147.237.72.166|aka.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None 2
66.249. 64. 233 |l srael 147.237.77.216|dover.idf.i| |Miltiple Unauthorized URL Access from 66.249. 64. 233 B ock 2
136. 243. 16. 208 |Ger many 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka.idf.il/brothers/skira/default.asp |B ock 1
66.249.78.234 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
46.161.9.6 :Z(Sa::tni on 147.237.77.216|dover.idf.il |Mitiple Unauthorized URL Access from46.161.9.6 B ock 1
79.181.242.51 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66. 249. 64. 233 | srael 147.237.77.216|dover.idf .i| [Uhauthorized URL Access to wwvidf.il/tenplates/tenpl atecontrol s/ generic/ |B ock 1
198. 20. 69. 74 Lhited Sates 147.237.77.216|dover.idf.i| |Wauthorized URL Access to 147.237.77.216/ B ock 1
68. 180.229. 241 |Lhited Sates  |147.237.77. 176 |nat pash. i df . i ||Paraneter Type Vol ati on PageNumin waw cogat.idf.il/1038-ar/cogat.aspx |Bl ock 1
Russi an . ) Lhau_t hor_i zed URL Access to _ _
46.161.9.6 Federat i on 147.237.77.216|dover. i df .i| [wwidf.il/tenplates/ general / general . aspx/tenpl at es/ sendtof ri end/ sendtof ri  |B ock 1
end. aspx
95. 45,254,123 |Ireland 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Protocol violation (SSL_CGONN LI ENT_HELLQ None 1
66. 249. 66. 123 |l srael 147.237.76.42 |refuah.idf.il |Uhauthorized URL Access to 147.237.76.42/sip_storage/ files/9/3049.jpg |B ock 1
66.249. 64.137 I srael 147.237.72. 166 [aka. i df .11 |5 ) 2o Hahori zed LR Access o s Bl ock 1
109. 253. 134. 135|I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df .il/nai n/ sachar/tfasi maspx B ock 1
66. 249. 78. 82 I srael 147.237.77.74 [lawidf.il Illegal Paraneter Encodi ng searchText in v lawidf.il/275-hel patzar. aspx |None 1
70. 24. 154. 49 Canada 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt B ock 1
66.249.64.230 I srael 147.237.77. 216 |dover. i df i1 |z L Aees L i adover . aspx B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
46.161.9.6 :ZZ::E on 147.237.0.34  [tikshuv.idf.il \;?wual:?tlfsrhlz??d\fﬁ.?lIit;sgur(:sﬁrcirdug/forum aspx Bl ock !
70. 24. 154. 49 Canada 147.237.72. 166 [aka. i df . i | Distributed Uhaut horized URL Access on waw aka. i df.il/wp-1ogin. php B ock 1
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