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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip V¢b I n drop 4092
81.218. 65. 210 | srael 147.237.77. 176 nat pash. i df.i | B ock_Udp Al _Nets drop 3

94. 102. 49. 116 Net her | ands 147.237.0. 34 tikshuv.idf.il Bock Np Al Net drop 1

94. 102. 52. 10 Net her | ands 147.237.76. 147 chinuch. aka.idf.il Bock Np Al Net drop 1
71.6.167. 142 Lhited Sates 147.237.77. 235 sviva.idf.il Bl ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnature Devi ce Action |Oount
106. 120.173.139 |thina 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 4
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147. 237.76. 42 refuah.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |natpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |9te |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
104. 171. 122. 176 147. 237.76. 176 Lhited Sates test.ncore.idf.il ET SCAN NMAP -sS wi ndow 3072 1
98. 119. 105. 221 147. 237. 76. 148 Lhited Sates gqcent er . aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
80. 82.78. 38 147.237.77. 212 Net her | ands e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
13. 92. 100. 128 147.237.77. 234 Lhited Sates hal ag.idf.il ET SCAN NVAP -sS wi ndow 3072 1
13.92. 100. 128 147. 237.77. 234 Lhited Sates hal ag.idf.il ET SCAN NVAP -f -sS 1
198. 20. 69. 74 147. 237.76. 196 Lhited Sates e.svivaidf.il ET DRCP Dshield B ock Listed Source 1
106. 184. 2. 29 147.237.0. 17 Japan mny- kosher -kravi .i df .il ET SCAN Potential SSH Scan 1
104. 171. 122. 176 147.237.76. 176 Lhited Sates test.ncore.idf.il ET SCAN NMAP -sS wi ndow 4096 1
98.119. 105. 221 147. 237. 76. 148 Lhited Sates ggcenter. aka. i df . il ET SCAN NMAP -sS wi ndow 4096 1
87.229.116. 42 147.237.72. 14 Hungary dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
46.4.79.76 147. 237.76. 176 Ger many test.ncore.idf.il ET SCAN Potential SSH Scan 1
13.92. 100. 128 147. 237. 77. 234 Lhited Sates hal ag.idf.il ET SCAN NVAP -sS w ndow 2048 1
104.192. 0. 18 147. 237. 76. 200 Lhited Sates eitan aka idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33. 231. 90 Egypt 147.237.77. 216 |dover.idf .i | drop SAMrule drop 30
46. 19. 85. 78 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence I'nval i d AGK nunber aert
46. 19. 85. 78 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
Sreamng Engine: TCP Invalid i i SSi
66.249.66.13  |Uited Sates |147.237.0.19 |nadi matal.idf.il 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.
46.19. 85. 78 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert
46. 19. 85. 78 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
212.143.142.56 |Israel 147.237.77. 216 |dover.i df .i | drop First packet isn't SWN drop
Sreamng Engine: TCP Invalid i i ssi
66.249. 66. 187 |Wited Sates |147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dr opped.
84.110.37.118 |Israel 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert
84.110.37. 118 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 85 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
37.26.147.224 |Israel 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST rej ect
46.117.196. 145 |l srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
65.55.210. 112 |United Sates |147.237.76.42 |refuah.idt.il Bad TCP sequence SNretransmt wth different oo |2
wi ndow scal e
41.108.198.241 |Ageria 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
106. 120. 173. 139|Chi na 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
41.108.198.241 |Ageria 147. 237.72. 166 |aka. i f . i Bad TCP sequence SINGACKC retransmt with moni tor [2
di fferent w ndow scal e
94.230.86.230 |lsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
37.26.147.138 |lsrael 147. 237.72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
169.229.3.91  |Wited Sates |147.237.76. 196 |e. sviva idf.il Geo- ocati on enf or cenent Geo- | ocati on i nbound drop 1
enf or cenent
141.212.122. 218|Wnited Sates |147.237.77.235|sviva.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
106.184.3.122  |Japan 147.237.76. 201 |e. atal i df .il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
. o . Geo- | ocati on i nbound
101. 201. 147. 32 |China 147.237.72. 217 |e.idf il Geo- | ocati on enf or cenent enf or cenent drop 1
169.229.3.91  |Wited Sates |147.237.77.212|e. dover.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
46.117.31.147 |Israel 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
169. 229. 3. 91 Lhited Sates |147.237.8.45 |e.eitan.idf.il dr op SAMrul e drop 1
141.212.122. 214|Wited Sates |147.237. 76. 199 |e. nakchal .i df . Geo- | ocati on enf or cenent gﬁ?;'rzgi:nfn  nbound drop 1
104. 148. 44. 146 |Wnited Sates |147.237.77.235|svivaidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
169.229.3.91  |Wited Sates |147.237.76. 199 |e. nakchal .idf .i Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
149.255.212.9 |lraqg 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber nonitor |1
106. 186. 113. 132|Japan 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
169. 229. 3. 91 Lhited Sates |147.237.77.233|atal.idf.il drop SAMrul e drop
104. 148. 44. 146 |Wnited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
169.229.3.91  |Wited Sates [147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212. 122. 215|Uhited Sates |[147.237.77.233|atal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover.idf . il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
169.229.3.91  |[hited Sates |147.237.76.201 e atal.idf.il Geo- 1 ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
157.55.39. 115 |Uhited Sates [147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
2.53. 149. 229 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
106. 186. 113. 132|Japan 147.237.76. 196 |e.sviva i df .| Geo- | ocati on enf or cenent Geo- I ocat i on i nbound drop 1
enf or cenent
104. 148. 44. 146 |Wnited Sates |147.237.77. 226 "‘:"TW chanatz. aka. Tdf o At t ack SYN -> SYN'ACK -> Tineout  |reject 1
175.123. 98. 240 |FO'€ 147. 237. 77. 216 |dover. i cf . i | dro SMrule drop 1
CEee I Republ i ¢ of cesi T P
169.229.3.91  |Wited Sates |147.237.72.217|e.idf. il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122. 216|Wnited Sates |147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
84.111.227.13 |lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
169. 229. 3. 91 Lhited Sates |147.237.77.61 |e.cogat.idf.il dr op SAMrul e drop 1
162. 144.41. 122 |wnited Sates |147.237.0.35 |akavs.idf.il drop drop 1
5.22.135.188 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
109. 253. 156. 155|I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
104. 148. 44. 146 |Uited Sates [147.237.77.233|atal.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
64.79. 85. 205 Lhited Sates 147.237.0.34 |ti kshuv.idf.|Miltiple Uauthorized URL Access from 64.79. 85. 205 B ock 12
54,198.189. 161 |[Wnited Sates [147.237.77.216|dover.idf.il|Dstributed Whauthorized URL Access on wwu i df .il/894-en/idf gdover.aspx |B ock 6
149. 202. 239. 134|France 147.237.77.216|dover. i df . i | [Paraneter Type Vol ation PageNumin v i df . il/1283-en/ dover. aspx B ock 4
54.242.19.74 Lhited Sates 147.237.77.216|dover. i df . i | |Dstributed Unaut hori zed URL Access on waw i df.il/894-en/idf gdover.aspx |B ock 3
107.22.61. 157 |Uiited Sates  [147.237.77.216|dover.idf.il [Dstributed Lhauthori zed LRL Access on www i df .il/894-en/idf gdover.aspx |[B ock 3
64. 79. 85. 205 Lhited Sates 147.237.0.34 |ti kshuv. i df. |Uhauthorized UR. Access to tikshuv.idf.il/shared/ usercontrol s/ headerupper/ |[B ock 2
54.224,.219.83 |lhited Sates 147.237.77.216|dover.idf . il |Dstributed Unauthorized URL Access on ww i df.il/894-en/idf gdover.aspx |[B ock 2
54, 147.189.58 |[Wnited Sates  [147.237.77.216|dover.idf.i||Dstributed Whauthorized URL Access on wwu i df .il/894-en/idf gdover.aspx |B ock 2
23.22.237.33 Uited Sates  [147.237.77.216|dover.idf.il |Dstributed Unauthori zed URL Access on waw i df . i|/894-en/idf gdover. aspx |[B ock 2
54.80.103.249 |lhited Sates 147.237.77.216|dover. i df . il |Dstributed Unauthorized URL Access on ww i df.il/894-en/idf gdover.aspx |[B ock 2
54,87.102.226 |Wited Sates  [147.237.77.216|dover.idf.i||Dstributed Whauthorized URL Access on wwu i df .il/894-en/idf gdover.aspx |B ock 1
157.55.39.104 |[thited Sates  |147.237.72.166(aka.idf .i| [Unauthorized URL Access to 147.237.72. 166/ B ock 1
66.249.78.234 I srael 147.237.72. 166 |aka. i df . i | ?4? rzi;;lﬂe; 1@7“;:0;} gzie;u;féeﬁgf;s.saggx B ock 1
Uhaut hori zed URL Access to
207.46.13.145 |Wiited Sates 147.237.76.42 |refuah. i df . i|147.237.76. 42/ shared/ cl i ent scri pt s/ i nagevi deogal | eryl obby/ i nagevi deogal | eryl |B ock 1
obby. js

109. 253. 205. 66 |l srael 147.237.72. 166 |aka. i df . i | mn;k":i ';? raneor gx]mﬂ%mma;& None 1
65.55.210. 112 |Lited Sates 147.237.76.42 |refuah. i df. i |Uauthori zed URL Access to 147.237.76. 42/ styl e/ shared/ t ext . css B ock 1
157.55.39.210 |Uited Sates  [147.237.77.216|dover. i df. il |Uauthorized URL Access to wanidf.il/error.htm B ock 1
66.249.78.240 I srael 147.237.72. 166 |aka. i df . i | i;t' rzg;“tfzd 1%;"’/‘“;;0;; ;e;’u;zeﬁgfgffaggx Bl ock 1
54, 226.206. 141 |Wited Sates  [147.237.77.216|dover.idf.i||Dstributed Whauthorized URL Access on wwu i df .il/894-en/idf gdover.aspx |B ock 1
220. 181. 108. 104|Chi na 147.237.77.216|dover. i df . i | [Uhaut hori zed URL Access to wwu i df.il/894-en/ i df gdover. aspx B ock 1
141.8.132.78 :Zg::t”i on 147.237.77. 216 |dover . i df . i | [Lhaut hori zed UR. Access to waw idf.il/1512- B ock 1
66.249. 64.230 |[Israel 147.237.77.216|dover. i df . i | [Unaut hori zed URL Access to 147.237.77.216/ 1133- 9434- he/ dover . aspx B ock 1
157.55.39.239  |United Sates 147.237.76.42 |refuah. i df .| i?.u;g?.r;é.egﬂﬁnpplcgte:ssl steondt of ri end/ sendt of ri end. aspx Bl ock !
66.249. 78. 247  |Israel 147.237.72. 156 |anan. i df . i | [Wauthorized URL Access to list.ips.gov.il/robots. txt B ock 1
66.249. 64. 233  [Israel 147.237.77.216|dover. i df . il [Mil tiple Unaut hori zed URL Access from 66. 249. 64. 233 B ock 1
54.210.18.124 |lhited Sates  [147.237.72.166|aka. i df .i| |Uhauthorized URL Access to 147.237.72. 166/ robots. t xt Bl ock 1
207. 46.13. 19 Lhited Sates  |147.237.77.216|dover.i df.il| |Dstributed Unhauthorized URL Access on widf.il/error. htm B ock 1
54. 87. 86. 245 Uited Sates  [147.237.77.216|dover.idf.il |Dstributed Unauthori zed URL Access on waw i df . i|/894-en/idf gdover. aspx |B ock 1
149. 202. 239. 134|France 147. 237.77. 216 |dover . i df . i | mufgf?rillzlii‘denﬁtgglcgﬁ:r;;usercontroI of headerupper / B ock 1
66.249.66.179 [Israel 147.237.0.34 |ti kshuv. i df. [Uhaut horized LRL Access to 147.237.0.34/sip_storage/fil es/ 1/ 1541. ] pg B ock 1
54.210.18.124 |lhited Sates  [147.237.77.74 |lawidf.il |Uhauthorized URL Access to 147.237.77.74/robots. txt B ock 1
207.46.13.23 Lhited Sates 147.237.0.34 |ti kshuv. i df . |Uhaut hori zed UR. Access to waw tikshuv.idf.il/tenpl ates/ sitenap/ B ock 1
108.227.98.31 |Uited Sates  [147.237.76.42 |refuah.idf.i|Waut horized URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
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