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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
66. 249. 78. 197 | srael 147.237.77.176 nat pash. i df .i | TCP handshake vi ol ation, first packet not syn drop 4128
213.57.232.91 | srael 147.237.72. 156 anan. i df.il Anonal y-TLS-renegoti ation-d i dest - r eset 167
109. 64. 110. 13 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 91
46. 19. 85. 28 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 16
82. 145. 219. 89 Eur ope 147.237.76. 86 navy.idf.il B ock_|p VWb In drop 6
132.76.50.5 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 3
119. 240. 185. 240 Japan 147.237.76. 44 e.refuah.idf.il B ock_Udp Al Nets drop 3
78.232.120. 75 Fance 147.237.76.176 test.ncore.idf.il Bl ock Wp Al Nets drop 3

80. 184. 79. 107 Kuwai t 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 2
79.177.169. 185 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
118. 189. 27. 160 S ngapor e 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
72.252.227. 154 Janai ca 147.237. 76. 31 nakchal .idf.il B ock Wdp Al Nets drop 1
62.219.117. 40 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al Nets drop 1
37.26. 146. 233 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
82.221.105.7 I cel and 147.237. 76. 86 navy.idf.il Bl ock_Up Al _Nets drop 1

66. 240. 192. 138 Lhited Sates 147.237. 76. 201 e atal.idf.il B ock Np Al _Net dr op 1
124. 232. 142. 220 Chi na 147.237.76. 34 yohal an. i df .il B ock_Udp Al _Nets drop 1
46.19. 85. 19 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 1
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|Top Attackers In IPS|

Attacker Address \Attacker Cbuntry|Target Address |Ste

| Name

|I:evi ce Action|Oount|

184.173.183. 172 |Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N _40-59 Permt 134
82.166. 226. 139 |l srael 147.237. 77. 226 |ww chanat z. aka. i df .i | |CLO00004: HTTP: options nethod (M crosoft) B ock 12
212.179.61.124 |lsrael 147.237.76.42 |refuah.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 5
66. 240.236. 119 |lhited Sates 147.237.8. 14 e.orchot.idf.il DVRep_B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.61 |e cogat.idf.il DVRep_B-N 60 100 B ock 1
109. 67. 16. 18 | srael 147.237. 72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 1
71.6.135. 131 Lhited Sates 147.237.77.234 |hal ag.idf.il DVRep_B-N 60_100 B ock 1
66.240. 236. 119 |Lhited Sates 147.237.77. 178 |e. nat pash. i df .i | DVRep_B-N 60 100 B ock 1
46.19. 85. 123 | srael 147.237.76.31 |nakchal .idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
198. 20. 69. 98 Lhited Sates 147.237.8. 27 e.nadi matal .idf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.44 |e.refuah.idf.il DVRep_B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237. 76. 197 |e. hinush.i df .i| DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77. 243 |nobi l e.idf . i | DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 |lLhited Sates 147.237.8. 46 e.chinuch.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147. 237.76. 199 |e. nakchal . i df .i | DVRep_B-N 60 100 B ock 1
71.6.135. 131 Lhited Sates 147.237.0.19 |nadimatal .idf.il DVRep_B-N 60 100 B ock 1
66.240.192. 138 |lhited Sates 147.237.8. 28 e.nobil e-ks.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237. 72. 166 |aka.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77. 212 |e.dover.idf.il DVRep_B-N 60_100 B ock 1
71.6.135.131 Lhited Sates 147.237.76. 198 |e.yohal an.idf .il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.8. 28 e.nobi | e-ks.idf.il DVRep B-N 60 100 B ock 1
66. 240.236. 119 |lhited Sates 147.237.76. 196 |e.sviva.idf.il DVRep_B-N 60 100 B ock 1
188. 138. 9. 50 Cer many 147.237.72. 217 |e.idf .il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76. 201 |e.atal .idf.il DVRep_B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237.0. 34 tikshuv.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 |Lhited Sates 147.237.72.217 |e.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.31 |nakchal .idf.il DVRep B-N 60 100 B ock 1
71.6.135. 131 Lhited Sates 147.237.77.19 |lawforumidf.il DVRep_B-N 60 100 B ock 1
66. 240.236. 119 |lhited Sates 147.237. 76. 198 |e. yohal an.i df .i | DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger nany 147.237.77.19 |lawforumidf.il DVRep_B-N 60_100 B ock 1
2.52.130. 33 | srael 147.237. 72. 156 |aman.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77. 205 |prisha.idf.il 7610: | P Reputation B ock 1
71.6.135. 131 Lhited Sates 147. 237.72. 156 |anan.idf .i | DVRep_B-N 60 100 B ock 1
66.240.192. 138 |lhited Sates 147.237.77. 170 |naarachot . i df .il DVRep_B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76. 177 |ncore.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger many 147.237. 77. 226 |ww chanat z. aka. i df . il |DVRep_B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237.77. 205 |prishaidf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 |lhited Sates 147.237.77.61 |e.cogat.idf.il DVRep_B-N 60_100 B ock 1
5.29. 183. 229 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
198. 20. 69. 98 Lhited Sates 147.237.0.35 |akaws.idf.il DVRep _B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0.19 nadi matal .idf.il DVRep_B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237.76. 176 |test.ncore.idf.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste | Name | Count
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 14
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 3
2.54.163. 114 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
147. 235. 185. 74 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
109. 253. 156. 55 | srael 147.237.72. 166 aka.idf.il portscan: TGP D stributed Portscan 1
79.177.170. 63 | srael 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
61. 240. 144. 66 Chi na 147.237.77. 234 hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 65 Chi na 147.237. 8. 45 e.etanidf.il ET SCAN NVAP -sS wi ndow 1024 1
37.26. 148. 241 | srael 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
2.54. 8. 246 | srael 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
221.235.188. 210 Chi na 147.237. 76. 200 eitan aka.idf.il ET SCAN Potential SSH Scan 1
184. 153. 75. 12 Lhited Sates 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
114. 112. 90. 54 Chi na 147.237.77.121 e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
66.249. 79. 117 Lhited Sates 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
61. 240. 144. 66 Chi na 147.237.76.177 ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 64 Chi na 147.237.77.212 e. dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Target Address ‘S te ‘Massage
Count ry
80. 184. 79. 107 |Kuwai t 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 555
66.249.78.173 |Wited Sates  |147. 237. 77. 216 |dover. i of . 1| V& 1 d segnent retransmission. Packet Streaning Engine: TQP Inval i d drop 114
dr opped. Ret r ansni ssi on
66.249.78.166 |United Sates  |147. 237. 77. 216 |dover. i f . i1| V& 1 d segnent retransmssion. Packet Streamng Engine: TP Invalid drop 106
dr opped. Ret r ansn ssi on
66.249.78.159 |Uited Sates  |147. 237. 77. 216 |dover. i of . 1| VA 1 d segnent retransmssion. Packet  (Sreaning Engine: TGP Invalid drop 88
dr opped. Ret r ansni ssi on
212.179. 61. 124 [ srael 147.237.76.42 |refuah.idf.i ?Z;;e”ansm't with different window Bad TCP sequence rmoni t or 77
80. 12. 35. 58 France 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 65
37.26.147.236 |lsrael 147.237.77. 216 |dover.idf.il|F rst packet isn't SN drop drop 56
212.179. 46.22 |lsrael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 50
2.54.129.7 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 39
212. 28. 230. 202 |Lebanon 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 39
31. 186. 228. 96 u." ted 147.237.77. 216 |dover.idf.il|FH rst packet isn't SYN drop drop 38
Ki ngdom
194. 90. 176. 233 |l srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 37
70.162.0.212 Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 36
212.235. 98. 139 |l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 35
202. 91. 84. 88 Indi a 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 34
118. 189. 27. 160 |S ngapor e 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 31
209. 88.198. 1 | srael 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop drop 31
82.80. 153. 251 |lsrael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 31
62.219. 130. 137 |l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 30
84.94.186. 135 |lsrael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 29
52.16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 28
46. 19. 86. 66 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 28
31.186. 228. 93 zlr::gom 147.237.77. 216 |dover.idf.il|Frst packet isn't SN drop drop 27
31. 186. 228. 86 zlr:gegom 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 26
118. 189. 27. 144 |S ngapor e 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop drop 26
31. 186. 228. 61 z';gegom 147.237.77. 216 |dover. i df .il|First packet isn't SN drop drop 24
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 24
213.204. 127. 33 |Lebanon 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 24
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 24
46.19. 86. 164 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 24
31. 186. 228. 67 ;’qlr:gegom 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop drop 20
31.186. 228. 58 zlr:gecciiom 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop drop 20
31. 186. 228. 95 ;’qlr:gegom 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop drop 20
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 20
94.159. 206. 81 |l srael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 19
212.179. 61. 124 |Israel 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 17
31. 186. 228. 57 ;’qlr:gegom 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop drop 16
50. 87. 144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 16
80. 246. 133. 215 |l srael 147.237.77. 216 |dover.idf.il|F rst packet isn't SN drop drop 15
31. 186. 228. 62 z';gegom 147.237.77. 216 |dover. i df .il|First packet isn't SN drop drop 15
62. 219. 86. 253 |l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 15
31. 186. 228. 26 zlr:gecciiom 147.237.77. 216 |dover.idf.il|F rst packet isn't SN drop drop 14
93.172.34.126 |lsrael 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop drop 14
79.177.16. 94 | srael 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop drop 14
31.186. 228. 31 u." ted 147.237.77. 216 |dover.idf.il|FH rst packet isn't SYN drop drop 14
Ki ngdom
31. 186. 228. 64 z';gegom 147.237.77. 216 |dover. i df .il|First packet isn't SN drop drop 14
207. 46. 13. 31 Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 14
46. 19. 85. 146 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 13
31.186. 228. 88 zlr::gom 147.237.77. 216 |dover.idf.il|Frst packet isn't SN drop drop 13
31.186. 228. 94 zlr:gegom 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 13
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|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Target Address |Ste . ‘Count
Country Action
2.54.129. 145 I srael 147.237.0.19 nadi matal .idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 22
2.54.36.241 I srael 147.237.0.19 nadi matal .idf.il |Too Many of the Sane Response Code (404) in Session from 2.54.36.241 |B ock 10
109. 64. 52. 90 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 5
46. 19. 86. 81 I srael 147.237.72. 166 |aka. i f . Distributed thauthorized URL Access on B ock 4
waw aka. i df . i 1 // mai n/ har edi nd webr esour ce. axd
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 78. 173 B ock 4
46. 19. 85. 3 | srael 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 4
91. 228. 248. 251 |l srael 147.237.72. 166 |aka.i df .i | Lhaut hori zed URL Access to aka.idf.il/sip storage/files/ 1 B ock 3
207. 46.13. 78 Lhited Sates [147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 3
185. 32. 177. 249 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
2.54.5.7 | srael 147.237.72. 166 |aka. i df . il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
85.130. 138. 142 |l srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
132.70. 66. 11 | srael 147.237.77. 170 |n@arachot . i df . i | CVE- 2011- 3192: Apache_ht t pd_Renot e _Deni al _of _Servi ce_ME B ock 1
212.179.61. 124 |Israel 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd B ock 1
s D stributed Unaut hori zed LRL Access on
81.218.118.126 |lsrael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ | 1518- he/  ef uah. aspx Bl ock 1
. . . Uhaut hori zed URL Access to
66.249.67. 119 | sr ael 147.237.0.34  |tikshuv.idf.il tikshuv.idf.il/tenpl ates/ oprol escat egory/ oprol escat egory. i n. aspx Bl ock !
184. 105. 247. 195|lhited Sates |147.237.76.39 |nobile. neitav.idf.i|Unauthorized URL Access to 147.237.76. 39/ B ock 1
157. 55. 39. 90 Lhited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw nag. i df . il/510- he/ pat zar . asph B ock 1
207.46.13.7 Lhited Sates [147.237.77.233|atal.idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1360- he/ at al . aspx Bl ock 1
176.12.139.88 |Israel 147. 237.72. 166 |aka i df . i | Distributed Whauthori zed LR Access on B ock 1
v aka. i df . i | // mai n/ har edi nd webr esour ce. axd
s Unaut hori zed URL Access to
66.249.64. 24 | sr ael 147.237.77.216 |dover. i df . i 147.237. 77. 216/ t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
149. 78. 120. 7 I srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 1
81. 218. 200. 221 |l srael 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to waw aka. idf.il/mai n/rabanut/webresour ce. axd|B ock 1
66. 249. 73. 203 | srael 147.237.77.74 |lawidf.il Dstributed |11 egal Paraneter Encodi ng None 1
: . . Unaut hori zed URL Access to
157.55. 39. 206 Uited Sates  [147.237.72. 166 [aka idf.il wn aka. i df . i | /iturimdasp/ di spl ayonesol di er. asp- doci d=28709 Bl ock !
46.121. 74. 87 I srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 1
207. 46.13. 77 Lhited Sates [147.237.77.216|dover.idf.il Mil tiple Uhaut horized URL Access from 207. 46. 13. 77 Bl ock 1
66. 249. 79. 49 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
s D stributed Unaut hori zed LR Access on
66. 249. 64. 26 I srael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ | scri pt r esour ce. axd Bl ock 1
176. 12. 144. 151 |Israel 147. 237.72. 166 |aka i df . i | Distributed Whauthori zed LR Access on B ock 1
v aka. i df . i | // mai n/ har edi nd webr esour ce. axd
. . D stributed Unaut hori zed LR Access on
2.54.164.119 I srael 147.237.72. 166 |aka.idf .il v aka, i df i 1// mai n/ r abanut / vebr esour ce. axd Bl ock 1
149. 78. 120. 7 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
82.166. 229. 124 |l srael 147.237.77. 233 |atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1400- he/ at al . aspx Bl ock 1
s D stributed Unaut hori zed LRL Access on
66. 249. 78. 102 | srael 147.237.77. 216 |dover.idf.il 147, 237. 7. 216/ I scr i ptr esour ce. axd B ock 1
188. 165. 15. 206 |Fance 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to aka.idf.il/tiznoret/news/<a href= Bl ock 1
171.97. 215. 148 |Thail and 147.237.77. 216 |dover.idf.il D stributed Uhknown HTTP Request Met hod Bl ock 1
46.121. 74. 87 I srael 147.237.77. 233 |atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx Bl ock 1
109. 253. 130. 234 |1 srael 147.237.72. 166 |aka. i df .i Distributed Lhaut horized LR. Access on Bl ock 1
waw aka. i df . i 1 // mai n/ har edi nd webr esour ce. axd
: S Unaut hori zed URL Access to
68.180. 228. 117 [United Sates 1147.237.77.216 |dover. idf . il waw i df . i |/ engl i sh/ announcenent s/ 2001/ mar ch/ 19. st m Bl ock !
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/saudi B ock 1
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