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|Top Attackers | n DDoS- Def ence |

Attacker Address | A tacker Country | Target Address |veb Ste |9 gnature |Device Action  |[Count |
66. 249. 78. 173 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 2198
220.181.108. 144 Chi na 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn drop 438

66. 249. 79. 42 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 66

66. 249. 78. 204 | srael 147.237.77.176 nat pash. i df . i | TCP handshake viol ation, first packet not syn drop 9
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address |S te |Narre |Davi ce Action \Ooum |
128. 242. 249. 12 Lhited Sates 147.237.77.216 dover.idf.il DVRep_P- N _40- 59 Per ni t 1
71.6.167. 142 Lhited Sates 147.237.77. 74 lawidf.il DVRep_B-N_60_100 B ock 1
71.6.135.131 Lhited Sates 147.237.72. 167 i shurimaka.idf.il DVRep B-N 60 100 B ock 1
188. 138. 9. 50 Ger nany 147.237.77. 233 atal.idf.il DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 CGer nany 147.237.77. 227 e. hanaz.idf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.72. 156 anan. i df.il DVRep_B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76.176 test.ncore.idf.il DVRep_B-N 60 100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger nany 147.237. 8. 27 e.nadi matal .idf.il DVRep B-N 60 100 B ock 1
85. 25. 43. 94 Ger nany 147.237.77. 205 prisha idf.il DVRep_B-N 60 100 B ock 1
71.6.135.131 Lhited Sates 147.237.76. 199 e.nakchal .idf.il DVRep_B-N 60 100 B ock 1
188. 138. 9. 50 Ger nany 147.237.77. 235 sviva.idf.il DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 CGer nany 147.237.77. 233 atal.idf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 38 e.eneitav.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76. 177 ncore.idf.il DVRep B-N 60 100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.76. 44 e.refuah.idf.il DVRep_B-N 60 100 B ock 1
188. 138. 9. 50 Ger nany 147.237.72. 156 anan. i df . il DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Ger nany 147.237.72. 167 i shurimaka.idf.il DVRep_B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237.76. 201 e.atal.idf.il DVRep_B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.179 e.nazi.idf.il DVRep_B-N_60_100 B ock 1
94. 23. 6.131 France 147.237.77. 216 dover.idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 177 ncore.idf.il DVRep_B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77.19 | aw forumidf.il DVRep_B-N 60 100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.77. 235 sviva.idf.il DVRep_B-N 60 100 B ock 1
188. 138. 9. 50 Ger nany 147.237.76. 196 e.sviva.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger many 147.237.76. 42 refuah.idf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il DVRep B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76. 38 e.eneitav.idf.il DVRep_B-N 60 100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.0. 17 m ny- kosher - kravi . i df. il DVRep B-N 60_100 B ock 1
96. 44. 189. 101 Lhited Sates 147.237.77.216 dover.idf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 197 e. hinush.idf.il DVRep_B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77.212 e.dover.idf.il DVRep_B-N_60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237.72. 166 aka.idf.il DVRep_B-N _60_100 B ock 1
188. 138. 9. 50 CGer many 147.237.76. 198 e.yohal an.idf.il DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Ger nany 147.237.76. 198 e.yohal an.i df.il DVRep B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237. 8. 28 e.nobi | e-ks.idf.il DVRep_B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76. 147 chinuch. aka.idf .il DVRep_B-N 60 100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237. 0. 200 mdu. i df . i | DVRep_B-N_60_100 B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country | Target Address |gte | Name | count |
82. 80. 25. 221 | srael 147.237.77.216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 9
195. 34. 150. 18 Austria 147.237.77.216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
66. 249. 78. 197 Lhited Sates 147.237.77.176 nat pash. i df . i | ET SCAN NVAP -sA (2) 2
66. 249. 65. 30 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
103. 27. 236. 108 i et nam 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS w ndow 4096 1
103. 27. 236. 108 \i et nam 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -f -sS 1
122.228. 207. 76 Chi na 147.237.77. 234 hal ag.idf.il ET SCAN Potential SSH Scan 1
103. 6. 87. 143 Indi a 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 76 Chi na 147.237.77.226 |ww chanatz. aka.idf.il ET SCAN Potential SSH Scan 1
103. 6. 87. 143 I ndi a 147.237.76. 34 yohal an.idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 76 Chi na 147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
101. 226. 2. 99 Chi na 147.237.72.217 Je.idf.il ET SCAN NVAP -sS w ndow 4096 1
122.228. 207. 76 Chi na 147.237. 76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
101. 226. 2. 99 Chi na 147.237.72. 217 eidf.il ET SCAN NVAP -f -sS 1
122.228. 207. 76 Chi na 147. 237. 8. 27 e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 76 Chi na 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.76. 34 yohal an. i df .i | ET SCAN NVAP -sS w ndow 1024 1
106. 187. 90. 86 Japan 147.237.76.148 |gqcenter.aka.idf.il GPL SCAN super scan echo 1
31.184.242.17 Russi an Federation |147.237.77.216 |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
213. 158. 233. 62 Nor way 147.237.76. 42 refuah.idf.il ET WEB SERVER Possi bl e CVE-2014-6271 Attenpt in Headers 1
103. 27. 236. 108 M et nam 147.237.0. 34 tikshuv.idf.il ET SCAN NMAP -sS wi ndow 2048 1
122.228. 207. 76 Chi na 147.237.77. 235 sviva.idf.il ET SCAN Potential SSH Scan 1
103. 6. 87. 143 I ndi a 147.237.76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 1
122.228.207. 76 Chi na 147.237.77.227 |e.hanaz.idf.il ET SCAN Potential SSH Scan 1
103. 6. 87. 143 I ndi a 147.237. 76. 38 eeneitav.idf.il ET SCAN Potential SSH Scan 1
122.228.207. 76 Chi na 147.237.77.170 naarachot . i df.il ET SCAN Potential SSH Scan 1
103. 6. 87. 143 I ndi a 147.237. 76. 30 hi nush. i df.il ET SCAN Potential SSH Scan 1
122.228. 207. 76 Chi na 147.237.76. 197 e hinush.idf.il ET SCAN Potential SSH Scan 1
101. 226. 2. 99 Chi na 147.237.72.217 |e.idf.il ET SCAN NVAP -sS w ndow 2048 1
122.228. 207. 76 Chi na 147.237.76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 1
122.228.207. 76 Chi na 147.237.8. 24 elifestyle.idf.il ET SCAN Potential SSH Scan 1
122.228.207. 76 Chi na 147.237. 0. 200 ndu.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237. 0. 35 akaws. i df.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

‘Tar get Address ([Ste

Inval i d segnent retransnission.

Sreaning Engine: TP Invalid

66.249.78.173 |Whited Sates 147.237.77. 216 |dover.idf.il Packet dr opped. Ret r ansmi ssi on drop 98
66.249.78.159 |lited Sates 147.237.77. 216 |dover.iof i1 |/ V@1 d segnent retransmssion. Streaning Bngi ne: TGP Inval i d drop 68
Packet dropped. Ret r ansn ssi on
96.226.141.55 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 66
66.249.78.166 |Uited Sates 147.237.77. 216 |dover. i of i1 |'/V@l1d segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 50
Packet dropped. Ret r ansni ssi on
185. 33. 168. 254 (F;ajcis;i';'ja” Territory, 147 237.77. 216 |dover.idf.il  |Frst packet isnt SN drop drop 25
66.249.64.74  |Uited Sates 147.237.77. 216 |dover. i of i1 |'/V@l1d segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 18
Packet dropped. Ret r ansni ssi on
178.234.65.23 |Russi an Federation 147.237.77. 170 |naarachot . i df . i [|Fai | ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 14
31.223.179. 214 g‘ilcisgi':('ja” Tertitory, 147 237.77. 216 |dover.idf.il  |Arst packet isnt SN drop drop 13
189. 20.220.92 |Brazil 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 10
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.il FHrst packet isn't SWN drop drop 9
173.216.108. 169|lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 8
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 8
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 7
157. 55. 39. 33 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 7
207.46. 13. 77 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 6
185. 33. 168. 254 Pal est_| nian Territory, 147 237. 77. 216 |dover i df i1 Inval i d segnent retransnission. Srearmng Eljgl ne: TP Invalid drop 6
Qceupi ed Packet dropped. Ret ransni ssi on
65.55.218.46  |ited Sates 147.237.77. 216 |dover. i of i1 |V 1 d segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 6
Packet dropped. Ret r ansni ssi on
176.10.99.200 |Swtzerland 147.237.77. 216 |dover.idf.il FHrst packet isn't SWN drop drop 6
191.181. 108. 194 |Brazi | 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 5
119. 56. 115. 47  |S ngapor e 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 5
91.121.75.9 France 147.237.77.176 [natpash.idf.il |Hrst packet isn't SYN drop drop 5
8. 37.227. 69 Anonynous Pr oxy 147.237.77. 216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 5
108.59.253.71 |lLhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 5
107.72.164.76 |lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SWN drop drop 4
109. 186. 4. 60 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 4
75.110.192. 214 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
207.46.13.78  |uwited Sates 147. 237. 72. 166 |aka i of . i | Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 4
Packet dropped. Ret r ansni ssi on
91.121. 75. 46 France 147.237.77. 176 [natpash.idf.il |Hrst packet isn't SYN drop drop 4
70. 39. 187. 108 Satellite Provider 147.237.77. 216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 4
66.249.64.72  |uited Sates 147.237.77. 216 |dover.iof i1 |V 1 d segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 4
Packet dropped. Ret r ansni ssi on
50. 87.144.145 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 4
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SWN drop drop 4
109. 186. 32. 218 |l srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 3
207.46.13. 31 Lhited Sates 147.237. 77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
106.241.54.5 Korea, Republic of 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
185. 33. 168. 254 glcis;ilgéan Territory, 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 3
85.72.40.4 G eece 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
125.175. 81. 14  |Japan 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 3
109. 67. 96. 206 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
128.242.249.14 |lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 3
185. 33. 168. 254 gcis;ilg(ljan Territory, 147.237.77. 216 |dover.idf.il I'nval i d sequence nunier Bad TCP sequence noni t or 3
109. 186. 32. 218 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
91.121.78.198 |Fance 147.237.77.176 [natpash.idf.il |Hrst packet isn't SYN drop drop 3
72.69.250.183 |Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
162.234.26.95 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 2
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SWN drop drop 2
66. 249. 64. 23 | srael 147.237.77. 176 |natpash.idf.il |Frst packet isn't SN drop drop 2
69.171.237. 113 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
62.0.34.177 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
94.228.34.248 |United K ngdom 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Qount ry Target Address |Ste Action ‘Count
66. 249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il Mil tiple Uhaut horized URL Access from 66. 249. 78. 166 B ock 3
68.197.45.0 Lhited Sates 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
207.46. 13.78 Lhited Sates 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
! s Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il whn navy. i df . i |/ 994- 8613- hel navy. aspx. aspx B ock 2
66. 249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il Mil tiple Uhaut horized URL Access from 66. 249. 78. 159 Bl ock 2
74.82.47.2 Lhited Sates 147.237.0. 17 lmny— kosher-kravi. i df.1 | (1t raceabl e Gonnection - Unknown Server Gertificate None 1
s Unaut hori zed URL Access to
66. 249. 79. 66 | srael 147.237. 72. 166 |aka. i df .i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock 1
66. 249. 73. 203 |l srael 147.237.77.74 |lawidf.il Ostributed |11 egal Paraneter Encodi ng None 1
R Unaut hori zed URL Access to
188. 165. 15. 43 |Fance 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8675- he/ r ef uah. aspx B ock 1
68. 180. 228. 117 |Lhited Sates 147.237. 77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
207.46.13. 133 |lLhited Sates 147.237. 72. 166 |aka.i df .i | Mil tiple Uhaut horized URL Access from 207. 46. 13. 133 B ock 1
119. 73.170. 114 |S ngapor e 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to www i df . il/894-en/i df gdover. aspx B ock 1
S Unaut hori zed URL Access to
66. 249. 79. 66 | srael 147.237.76.86 |navy.idf.il 147. 237. 76. 86/ 994- 8386- he/ navy. aspx B ock 1
66. 249. 73. 211 |l srael 147.237.77.74 |lawidf.il Ostributed |11 egal Paraneter Ehcodi ng None 1
. . Unaut hori zed URL Access to
188. 165. 15. 117 |France 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1133- 19484- he/ i df gdover . aspx Bl ock 1
68.180. 228. 117 |Whited Sates  |147.237. 77. 216 |dover. i df .il Wnaut hori zed LRL Access to B ock 1
wa i df . i |/ hebrew or gani zat i on/ havy/ navy6. st m
66. 249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/newsite/ english/0227-2. st m|B ock 1
207.46.13.133 |lnited Sates  |147.237.72. 166 |aka.idf.il hauthorized UR. Access to ww. aka.idf.il/giyusA—aet A—a€Ag o\ 1
a€"A—A" A—a€¢
157. 55. 39. 67 Lhited Sates 147.237.72. 166 |aka.i df .il Lhknown Par anet er pagenumin aka.idf.il/chi nuch/gal | ery/ None 1
s Unaut hori zed URL Access to
66. 249. 79. 74 I srael 147.237.76.86 |navy.idf.il 147. 237. 76. 86/ 994- 8701- he/ navy. aspx B ock 1
R Unaut hori zed URL Access to
66. 249. 78. 95 | srael 147.237.77. 216 |dover.idf.il 147. 237.77. 216/ 1133- 19075- he/ dover . aspx B ock 1
207.46.13. 77 Lhited Sates 147.237.77.216 |dover.idf.il Mil ti pl e Unhaut hori zed URL Access from 207.46. 13. 77 B ock 1
66. 249. 79. 34 | srael 147.237. 72. 166 |aka.i df .i | Unknown Par anet er 4d9c6f 40 i n waww aka. i df . i1/ nmai n/ gi yus/ f ag. aspx [None 1
207.46.13.138 |lhited Sates 147.237.72. 156 |anan. i df .i | Uhaut hori zed URL Access to waw anan. idf.il/... Bl ock 1
66. 249. 65. 14 | srael 147.237. 77. 226 [ww chanat z. aka. i df . i | Wnauit hori zed LR‘ AC(.:eSS to B ock 1
wan chanat z. aka. i df . i |/t enpl at es/ cont act us/ cont act us. aspx
157.55.39.206 |lhited Sates  |147.237.72. 166 |aka idf. il Wnaut hori zed LRL Access to B ock 1
wn aka. i df . i |/ nai n/ gi yus/ def aul t . aspx,
s Unaut hori zed URL Access to
66. 249. 79. 82 | srael 147.237.72. 166 |aka. i df .il 147.237.72. 166/ i t an/ t munal def aul t . asp B ock 1
S Unaut hori zed URL Access to
66. 249. 78. 102 |l srael 147.237.77. 216 |dover.idf.il 147. 237.77. 216/ 1133- 18287- he/ dover . aspx Bl ock 1
S Unaut hori zed URL Access to
66. 249. 79. 58 | srael 147.237.76.86 |navy.idf.il 147. 237. 76. 86/ t enpl at es/ honepage/ homepage. aspx B ock 1
213. 158. 233. 62 |Nor way 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to ww refua atal .idf.il/cgi-bin/hello B ock 1
66. 249. 67. 49 | srael 147.237.77. 170 |naar achot . i df .i | D stributed Whaut hori zed URL Access on 147.237.77. 170/ / Bl ock 1
178. 234. 65. 23 gj;;”l o 147. 237. 77. 170 |maar achot . i df . i | Mil tipl e Admin B ocking from 178. 234. 65. 23 B ock 1
R Unaut hori zed URL Access to
66.249.79.128 |lsrael 147.237.76. 42 |refuah.idf.il 147. 237. 76. 42/ 994- 9825- hel 1 ef uah. aspx Bl ock 1
207.46.13.78 Lhited Sates 147.237.72. 166 |aka.idf.il Uhknown Paranet er pagenumin aka.idf.il/ituriniasp/results. asp None 1
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