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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 3978
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 4
134.147. 203. 115 Ger nany 147.237.77.212 e. dover.idf.il Block Np All Net drop 2
37.230.210. 153 Russi an Federati on 147.237.76. 202 e.halag.idf.il Bl ock Udp All _Nets drop 2
134.147. 203. 115 Cer many 147.237.77. 227 e. hanaz.idf.il Block Np All _Net drop 2
93.215.17.11 Ger many 147.237.0. 19 nadi matal .idf.il Block Np Al _Net drop 1
14.186. 40. 68 i et nam 147.237.76. 196 e.sviva.idf.il Bl ock_Ulp Al _Nets drop 1
94.102. 49. 116 Net her | ands 147.237.77. 227 e. hanaz. i df.il B ock Np Al _Net drop 1
93.215.17.11 Ger nany 147.237.0. 15 kaosher-kravi .idf.il Block Np All Net drop 1
93.215.17. 11 Ger nany 147.237. 0. 33 idf.il B ock Np All Net drop 1

94. 102. 49. 116 Net her | ands 147.237.77. 234 hal ag.idf.il Block Np All _Net drop 1
93.215.17.11 Ger many 147.237.0. 16 ny- kosher-kravi .idf.il Block Np Al _Net drop 1
93.215.17.11 Ger many 147.237.0. 34 tikshuv.idf.il Block Np Al _Net drop 1

46. 55. 56. 133 Mol dova, Republic of 147.237.76. 42 refuah.idf.il Bl ock_Udp All _Nets drop 1
94.102. 52. 10 Net her | ands 147.237.0. 19 nadi matal .idf.il Block Np All Net drop 1
93.215.17. 11 Cer nany 147.237.0. 17 m ny- kosher -kravi .idf.il Block Np All _Net drop 1

94. 102. 49. 116 Net her | ands 147.237.76. 147 chi nuch. aka.i df . il Block Np All _Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 1
94.102. 52. 10 Net her | ands 147.237.76. 197 e. hinush.idf.il Block Np Al _Net drop 1




04-15-2016-22:04:05 to 04-15-2016-23:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnature Devi ce Action |Oount
106.120. 173. 142 |thina 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 6
106.120.173.139  |China 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 5
84.229. 28. 153 | srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LR Bl ock 3
84.228.19. 26 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |nmatpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
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Attacker Address
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At acker
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Signature

156.197.54. 94  |147.237. 77. 216 |Egypt dover.idf.il ET WEB SERVER LA C Javascri pt DDoS | nbound 8
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 7
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
218.57.11.7 147. 237. 76. 199 [Chi na e.nakchal .idf.il[ET SCAN Potential SSH Scan 1
218.57.11. 7 147.237.76. 34 |Chi na yohalan.idf.il |ET SCAN Potential SSH Scan 1
187, 161, 165. 1320147 237 72. 14 i co dO,Ver.idf.”(olcEl' SISAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
151.11. 201. 3 147.237.77. 234 |Itay hal ag.idf.il ET SCAN NVAP -sS w ndow 2048 1
151.11. 201. 3 147.237.77. 234 |Italy hal ag.idf.il ET SCAN NVAP -f -sS 1
88.204.187.90 [147.237. 77. 243 |Kazakst an nobi le.idf.il |ET SCAN NVAP -sS w ndow 2048 1
80. 82.78. 38 147.237.8.24 |Netherl ands e.lifestyle.idf.|ET SCAN NVAP -sS wi ndow 1024 1
218.57.11.7 147. 237. 76. 202 [Chi na ehalag.idf.il |ET SCAN Potential SSH Scan 1
13.92.100. 128 |147.237.77.178|thited Sates |e natpash.idf.il|[ET SCAN NMAP -f -sS 1
218.57.11. 7 147.237.76.38 [China e.eneitav.idf.i|[ET SCAN Potential SSH Scan 1
151.11. 201. 3 147.237.77. 234 |Italy hal ag. i df.il ET SCAN NVAP -sS wi ndow 1024 1
88.204.187.90 [147.237. 77. 243 |Kazakst an nobi le.idf.il |ET SCAN NVAP -sS w ndow 3072 1
88.204.187.90 |147.237.77. 243 |Kazakst an nobi le.idf.il |ET SCAN NVAP -f -sS 1
69. 12. 77. 214 147.237.72. 166 |Lhited Sates |aka idf.il ET SCAN NVAP -sS w ndow 3072 1
13.92.100. 128 |147.237.77.178|thited Sates |e natpash.idf.il|[ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Attacker Address étuiikre; ‘Target Address |Ste Signature Z:\t/ii f;
217.132.37.223 |israel 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 16
84.108.164.20 |Israel 147.237.77. 233 |atal i of .i Bad TCP sequence Vﬂd;jrsa:;me” wth different moni tor |14
76.167.145. 167 |Uiited Sates |147.237.77. 216 |dover.icf.il Streamng Engi ne: TCP | nvalid finvalid segnent retransnission drop 14
Ret r ansni ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12
80.179.118. 129 [Israel 147.237. 72. 166 |aka.idf.il Bad TCP sequence noni t or 7
46.166. 190. 177 |Netherl ands 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6
85.237.234.84 |Hovakia 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
80.179. 118. 129 | srael 147.237.72. 166 |aka. i of .i| Bad TCP sequence I'nvalid ACK nunber nonitor |5
132.76.50.5  |Israel 147, 237.76. 200 [ei tan aka i i1 | S3MNG Enginer TP Invalid Jinvalid segnent retramsmssion. |, o 4
Ret r ansni ssi on Packet dr opped.
109. 65. 75. 70 | srael 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 4
80.179. 118. 129 | srael 147.237. 72. 166 |aka.i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
109. 65. 75. 70 | srael 147.237. 77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
80.179. 118. 129 |[Israel 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 4
109. 67. 135. 68 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
46.19. 85. 177 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
80.179.118. 129 [lIsrael 147.237. 72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber alert 4
46.121.112. 167 |israel 147.237.0.19  |radimatal icr i1 | SAM NG Engine: TP Invalid invalid segnent retransmission. |, 4
Ret r ansni ssi on Packet dropped.
80. 179. 54. 68 I 'srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Inval id ACK nunber noni t or 3
46.19. 85. 48 I'srael 147.237.77. 243 |nobi l e i df . Streaning Engi ne: TCP Invalid |invalid segnent retransmission. | 3
Ret r ansni ssi on Packet dropped.
80. 246. 137. 160 |Israel 147.237. 77. 243 |robi | e. i df . i | Streaning Engine: TCP Invalid imvalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
149. 78. 234,173 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP | nvalid finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
5.28.152.186  |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid imvalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
109. 253. 192. 117|1 srael 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP | nvalid finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
80. 179. 54. 68 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber alert 3
87.71.52.35 I srael 147.237.76.86 |navy.idf.il Streaning Engi ne: TCP Invalid |invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
84.109. 155. 95 [l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
157.55.2.141  |United Qates  |147. 237.76. 200 |eitan aka ich. il | Camng Engine: QP Invalid Jinvalid segnent retransnission drop 2
Ret r ansni ssi on Packet dropped.
89.138.75.160 [Israel 147.237.72. 167 |ishurimaka.i df.i| [Bad TCP sequence I'nvalid ACK nunber alert 2
79.181. 242. 51 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
85. 65. 2. 83 I sr ael 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
89.138.75.160 |lsrael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 2
31.210.186.92 |lsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber monitor 2
79.177.126.65 |Israel 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 2
149. 88. 231. 166 |l srael 147.237. 72. 166 |aka.i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
79.177.126.65 | srael 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁﬁsg rea”s”“ wehdifferent | onitor |2
182.118.20.175 |china 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 2
37.26.148.196 |Israel 147. 237. 72. 166 |aka.i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
5.102.195. 185 [lIsrael 147.237. 72. 166 |aka.idf . il Bad TCP sequence Inval id ACK nunber noni t or 2
118.173. 131. 165|Thai | and 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 2
106. 120. 173. 139|Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
185. 36. 100. 145 érn;;r;ynnus 147.237. 77. 216 |dover.i df .i | Directory Traversal directory traversa overflow noni t or 1
37.157.216.87 |Armenia 147. 237. 77. 216 |dover . i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
23.27.127.203 |Wited Sates |147.237.0.15 |kosher-kravi.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
216.243.31.2  |wnited Sates |147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
77.125.116. 188 |Israel 147.237. 72. 166 |aka.i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
193.90. 12. 89 Nor way 147.237.77. 216 |dover.idf .il Drectory Traversal directory traversal overfl ow moni t or 1
172.56.7. 74 Whited Sates |147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
23.27.127.203 |Wited Sates |147.237.0.35 |akavs.idf.il drop drop 1
149.78.27.75  |wnited Sates [147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
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A tacker
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Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.121.112. 167 |l srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 55
46.19. 85. 177 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 11
109. 226. 44. 156 |l srael 147.237.77.216|dover.idf .l Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock
84.228.26.146 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock
141.8.132. 78 RJSf;;”i o 147.237.77. 216 |dover. i df . i | Mil tipl e Unaut hori zed URL Access from 141. 8. 132, 78 B ock 2
37.120.18.89  |Germany 147.237.77. 216 |dover . i df . i | Distributed haut horized UL Access on B ock 2
waw i df . i |/t enpl at es/ honepage/ nobi | e
46. 19. 86. 221 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock
2.53. 62. 190 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock
2.53.134. 94 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock
] - - Paraneter Type Mol ati on PageNumin
68.180.229.241 [Uhited Sates  |147.237.77.176|matpash.idf.il [ cogat . i df . i 1/ 1927- hel cogat . asp Bl ock 1
54.210.18.124 |Whited Sates [147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
. . . Unaut hori zed URL Access to
120.39.4.174 China 147.237.77. 216 [dover . i df . i | ww i df . i | / shared/ user cont r ol s/ header upper / Bl ock !
- . Unaut hori zed URL Access to
2.53.158. 242 I srael 147.237.76.31 |nakchal .idf.il |/ ,> 237.76. 31/ si p. st or agel {1 | es/ 8/ 1668. doc B ock 1
84.108.164.20 |[lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 894- he/ at al . aspx Bl ock 1
. . Unaut hori zed URL Access to
66.249. 66. 125 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p storagel f1| es/ 8/ 2418. ] pg B ock 1
157.55. 39. 191 Lhited Sates 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ B ock 1
40.77.167. 25 Lhited Sates [147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock
109. 226. 17. 214 |Israel 147.237.77.216|dover.i df .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock
68.180.220. 241 |United Sates  |147.237.77. 176 |mat pash. i df .i| |"2ameter Type Volation Pagellmin Bl ock 1
waw cogat . i df . i |/ 1934- he/ cogat . aspx
66. 249. 64. 13 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ news. asp B ock
84.110. 144. 218 |[Israel 147.237.77. 216 |dover.i df .l Uhaut hori zed URL Access to wawidf.il/tenplates/article/ nobile B ock
. ] Distributed Lhaut hori zed URL Access on
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai n/ gi yus/ gener al . aspx B ock 1
176. 13. 6. 126 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock
109. 226. 22. 161 |Israel 147.237.77.216|dover. i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock
] - - Distributed Lhaut hori zed URL Access on
72.227.226.1 Lhited Sates |147.237.77.216|dover.idf .il vawc i df i |/t enpl at es/ honepage nobi | e B ock 1
66.249.64.131 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ general . aspx  |Bl ock 1
141.8.132.78 RJSIS;;ni o 147. 237.77. 216 |dover . i df . i | Unaut hor i zed URL Access to ww i df . il/1153- B ock 1
37.120. 18. 89 Ger many 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 37.120. 18. 89 B ock 1
. . O stributed Uhaut hori zed URL Access on
66.249. 78.240 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx Bl ock 1
79.181.242.51 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
. . Unhaut hori zed URL Access to
66.249. 66. 121 |l srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p storagel f1| es/ 6/ 3416.] pg B ock 1
141. 8. 183. 16 RJsls;;ni on 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed LRL Access to wn cogat . i df.il/sip_storage/ B ock 1
37.120. 18. 89 Ger many 147.237.77. 216 |dover.i df .l Uhaut hori zed URL Access to wawidf.il/tenplates/articlel nobile B ock 1
. . URL is Above Root Directory
108.61.117. 164 |Nether| ands 147.237.77. 216 [dover . i df . i | vewv i df.il/../shared/clientscripts/jquery/jquery-1.4.2.nin.js Bl ock !
66.249.89.120 [Israel 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to wwuidf.il/appl e-app-site-association B ock 1
120. 39. 4. 174 Chi na 147.237.77. 216 |dover.i df . il Mil tipl e Unauthorized URL Access from 120. 39. 4. 174 Bl ock 1
Unknown Par arret er
80. 246. 137. 170 |[Israel 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $quest i onUpdat e$SconboQuesti o |None 1
n in ww aka.idf.il/nain/giyus/fag. aspx
. . Unaut hori zed URL Access to
66.249. 66. 123 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p storagel f1 | es/ 2/ 2662. | pg B ock 1
141.212.122.209|thited Sates [147.237.77.176|natpash.idf .i| [Uauthorized URL Access to 147.237.77.176/ B ock 1
37.120. 18. 89 Ger many 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to ww i df.il/tenpl at es/ honepage/ nobi | e B ock 1
. . SS_ Lhtraceabl e Gonnection - Protocol viol ation
109. 186. 42. 77 |l srael 147.237.72. 156 |anan. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
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