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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip V¢b I n drop 4112
78.83.111. 251 Bul gari a 147.237. 76. 147 chi nuch. aka.idf.il B ock_Udp Al _Nets drop 4

79.182. 36. 215 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3

94. 102. 49. 116 Net her | ands 147.237.77. 121 e navy.idf.il Bock Np Al Net drop 1
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 1

94.102. 52. 10 Net her | ands 147.237.0. 33 idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site Devi ce Action |Oount
84.229. 28. 153 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 8
106.120.173.139  |China 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 8
79.179. 113. 100 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 4
123.126. 113. 19 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 150 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |matpash.idf.il [ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
104. 156. 251. 29 Lhited Sates 147.237.72.166 |aka.idf.il C1000016: HITP. administrator in UR B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent

14. 39, 145. 19 147 237 76,34 |FOT€a Republic yohal an. i df i1 ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1

of Potential Scan or Brute Force
89.248.167. 131 |147.237. 76. 199 Net her | ands e. nakchal .idf.il ET SCAN Potential SSH Scan 1
89.248.167. 131 |147.237.76.86 |Netherlands navy.idf.il ET SCAN Potential SSH Scan 1
89.248.167. 131 |[147.237.8.50 [Netherlands e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
89.248.167.131 [147.237.0.19 [Netherl ands madi matal .idf.il ET SCAN Potential SSH Scan 1
87.229.116.42 |147.237.0.200 |Hungary rdu. i df il ET SCAN NVAP -sS w ndow 1024 1
195. 216. 176. 244|147.237.0.19 |Latvia madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.182.170.38 [147.237.76.198|Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
89.248. 167. 131 |[147.237. 77. 243 |Net her| ands nobi | e. i df.il ET SCAN Potential SSH Scan 1
89.248. 167. 131 |[147.237. 77. 179 |Net her| ands e.nazi.idf.il ET SCAN Potential SSH Scan 1
36. 84. 76. 230 147.237.8.45 |Indonesia eetanidf.il ET SCAN NMAP -sS wi ndow 1024 1
89.248.167. 131 |[147.237.77.19 [Netherlands | awforumidf.il ET SCAN Potential SSH Scan 1
89.248. 167. 131 |[147.237. 76. 147 [Net her | ands chi nuch. aka. i df . i1 ET SCAN Potential SSH Scan 1
89.248.167. 131 |147.237.72. 167 [Net her| ands i shurimaka.idf.il ET SCAN Potential SSH Scan 1
89.248.167. 131 |[147.237.0.34 |Netherlands ti kshuv. i df.il ET SCAN Potential SSH Scan 1
89.248.167.131 [147.237.0.17 |Netherlands mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
201 33.34. 103|147 237 0.15 |mazi| vosher-kravi i df i1 ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

80. 82. 78. 38 147. 237. 76. 177 |Net her | ands ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.182.170.38 [147.237.76.39 |China nmobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
89.248. 167. 131 |[147.237. 77. 234 |Net her| ands hal ag. i df.il ET SCAN Potential SSH Scan 1
36. 84. 76. 230 147. 237.76. 30 |Indonesi a hi nush. i df . i | ET SCAN NVAP -sS w ndow 1024 1
89.248.167. 131 |147.237.77.74 |Netherlands lawidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
93.172.168. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 52
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 24
46. 19. 85. 62 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 20
79.183.173.69 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SWretransmt with different monitor |16
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
46.19.85.109  |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Inval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 93 | srael 147.237. 72. 156 |anan. i df .i | drop First packet isn't SN drop 10
Sreaning Engine: TGP Invalid ' i ssi
37.142.73.252 |Israel 147.237.72. 166 |aka. i of . i 9 =9 Inval id segnent retransmssion. g, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i Ssi
2.53.41.89 I'sr ael 147.237.72. 167 |i shuri maka. i df . i g =g Invalid segnent retransmssion. g, 6
Ret r ansmi ssi on Packet dr opped.
79.177.230. 134 |lIsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
79.177.230.134 |Israel 147. 237. 77. 216 |dover i df i Bad TCP sequence SAK retransmt with different | oo o
W ndow scal e
79.177.50. 57 I srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
109. 60.84.182 |Qoatia 147.237.76.86 |[navy.idf.il dr op First packet isn't SYN drop
79.177.230.134 [Israel 147.237. 77. 216 [dover.i df il SYN Attack SYN -> SYN-ACK -> Ti nmeout alert
Sreaning Engine: TGP Invalid ' i ssi
79.180. 170. 112 | srael 147. 237, 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
84.228. 216. 138 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
79.181.19.19  |[israel 147.237.77. 226 V‘:"YN chanatz. aka. 1df ey At t ack SYN -> SYN-ACK -> Ti meout rej ect 3
2.53.39.108 I srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TQP Invalid i i SSi
176.13.7.239  |Israel 147.237.72. 166 |aka.i df .1 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.66.29  |Wnited Sates |147. 237. 76. 147 |chi nuch. aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i SSi
80.179.241.26 |Israel 147.237.72. 166 |aka.i df .1 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
Sreaning Engine: TQP Invalid i i Ssi
2.53. 144. 67 I'sr ael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g, 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid ' i ssi
109. 64. 189. 124 |Israel 147.237.72. 166 |aka. i of .i 9 =9 Invalid segnent retransmssion. g, 3
Ret r ansni ssi on Packet dr opped.
87.69.83. 74 | srael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 2
213.57. 45. 97 I srael 147.237.77. 234 |hal ag.idf .i SYN At tack SYN -> SYN-ACK -> RST rej ect 2
87.70.126. 99 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
79.177.83.126 |[Israel 147.237. 77. 216 [dover.i df il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 2
Sreaning Engine: TGP Invalid ' i ssi
207.46.13.183 |United Sates |147. 237. 72. 166 |aka i df .1 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
2.53.51. 208 I srael 147.237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect
79.177.3.203 I srael 147.237.72. 166 [aka.i df .i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
87.69.83. 74 I srael 147.237.72. 167 |i shuri maka. i of . | Bad TCP sequence Invalid AGK nunber aert 2
R instant nessenger pattern found, .
23.101.61.176 |Ireland 147.237.77. 216 |dover.idf.il I nstant Messengers appl i cati on. Skype noni t or 1
141. 212. 122, 213|wnited Sates [147. 237. 72. 167 |i shurimaka. i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
s SYNWACK retransmt wth different .
79.177.3.203 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence i ndow scal 6 monitor |1
108. 61.228.87 |Uhited Sates [147.237.76.39 [nobile neitav.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.243.31.2 Lhited Sates [147. 237. 72. 166 |[aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.117.212.53 [israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
169.229. 3. 91 Lhited Sates [147.237. 77. 227 |e. hanaz.i df .i | Geo-| ocat i on enf or cenent Geo-l ocation i nbound enf orcenent |drop 1
41.216.161. 147 |Ngeria 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber nonitor |1
84.108. 43. 112 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
149.88.37.63  [Israel 147.237.77.74 |lawidf.il Bad TCP sequence SINHAK retransmt with different foniior |1
w ndow scal e
5.22.131.116 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber monitor |1
79.177.172.190 |Israel 147. 237. 77. 216 |dover i of . i Bad TCP sequence SAXK retransmt with different Jooniior |1
W ndow scal e
109. 253. 224. 37 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber aert 1
216.243.31. 2 Wited Sates [147. 237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
79.176.95.15  |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence SINHAK retransmt with different foniior |1
w ndow scal e
106. 186. 113. 132|Japan 147.237.0.35 |akaws.idf.il dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates |147.237. 76. 200 |eitan. aka.idf.il drop SAMrul e drop 1
37.46.41.187 I srael 147. 237. 72. 156 |aman. i df .i | Bad TCP sequence Invalid AGK nunber nonitor |1
141.212.122. 214|Wited Sates [147. 237. 72. 167 |i shuri maka. i of .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
149. 88. 37. 63 | srael 147.237.77.74 |lawidf.il Mil tipl e Unaut hori zed URL Access from 149. 88. 37. 63 B ock 7
109. 64. 239. 135 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 5
104. 156. 251. 29 |Uhited Sates [147.237.72.166|aka.idf.il Ml ti pl e Unaut horized URL Access from 104. 156. 251. 29 B ock 5
104. 156.251.29 |[Uhited Sates |147.237.72.166|aka.idf.il Dstributed PHP At enpt B ock 4
46.19. 85. 74 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 3
37.26.147.176 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
37.26.148.131 | srael 147.237.77. 216 |dover . i df . i | mﬁtgﬁriilzﬁinﬁt :fﬁes\fsftloash/ I B ock 3
104. 156. 251. 29 |Uhited Sates [147.237.72.166|aka.idf.il Ml ti pl e Admin Bl ocking from 104. 156. 251. 29 B ock 3
46. 19. 85. 42 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 3
46.19. 85. 211 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
208.105.66. 42 |Wited Sates |[147.237.77.216|dover.idf.il Ostributed Waut hori zed URL Access on waw idf.il/error.htm B ock 2
219.74.148.111 |9 ngapore 147.237.77. 216 |dover.idf. il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
149. 88. 37. 63 I srael 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 1
93.196.126.52 |Ger many 147.237.77.216|dover.idf .l Unaut hori zed URL Access to ww i df.il/894-en/idf gdover.aspx |B ock 1
66. 102. 7. 226 Lhited Sates |[147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
199.30.16. 165 |Uited Sates [147.237.77.216|dover.idf.il Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 1
24.36.51. 39 Canada 147.237.77.216|dover . i df . i Unaut hori zed URL Access to waw i df.il/894-en B ock 1
104. 156. 251. 29 |Uhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to ww aka. i df .il/wp-1ogin. php B ock 1
66.249. 78.234 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
157. 55. 2. 182 Uhited Sates |[147.237.77.216|dover.idf.il Ostributed Wnaut horized URL Access on waw i df.il/error.htm B ock 1
104. 156. 251. 29 |Uhited Sates [147.237.72.166|aka.idf.il Adnin Bl ocki ng B ock 1
66.249. 64.233 |[Israel 147.237.77.216|dover.i df . il Ostributed Lhauthori zed URL Access on waw idf.il/error.htm B ock 1
207. 46.13. 11 Uhited Sates |[147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in tikshuv.idf.il/sitel/general.aspx |B ock 1
72.9.148.10  |Uited Sates [147.237.76.86 |navy.idf.il et (1] 904 813 el navy. asp. ASX B ock 1
46. 19. 85. 238 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shar ed/ nav. css |B ock 1
173.251.20.242 |Wited Sates |147.237.77.216|dover.idf .il Ostributed Wnhaut hori zed URL Access on waw idf.il/error.htm B ock 1
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 78. 146 B ock 1
141.212.122. 209|thited Sates |[147.237.72.167 i shurimaka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
79.183.173.69  |israel 147.237.76.42 |refuah.idf.il e e o aspx Bl ock 1
62.210.254.52  |France 147.237.72.166 |aka. i df . i | mn;’kv:i? ?I"f;:jr nlgglj?r;/'ljj;s?gaétncha. ashx None 1
173.252.115.8 |Wited Sates |147.237.77.216|dover.idf .il Ostributed Wnhaut hori zed URL Access on waw idf.il/error.htm B ock 1
66.249. 78. 146 I srael 147.237.72. 166 |aka. i df . i | m”;griiéé?lﬁyﬁgfﬁf; /t:emsservi co. asmd ] s B ock 1
213.57.157.177 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df . il/mai n/ sachar/ B ock 1
80.138. 198. 224 |Israel 147.237.76.42 |refuah.idf.il ﬂ?.”ﬁgg.rééefzﬁﬁiﬁfeﬁﬂ st cos Bl ock 1
65. 55. 210. 96 Lhited Sates |147.237.77.216|dover.idf .il O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 1
176.13.15.39 | srael 147.237.0.17 ??in|y- kosher-kravi. 1d Inlllnfgiloslj:;ra}n::ae\:i Elng?d: r?a: I;Lj(licr:eat ecapt chai nage. aspx None !
66.249.78.230 | srael 147.237.77. 243 |nobi L e. i df . i | hﬂ;ﬂ;ﬁ?}?fﬂaﬁ e/fca;;S; tte‘fassoci dion Bl ock 1
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