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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 3816
79.177. 39. 89 | srael 147.237.72. 166 aka.idf.il B ock_Udp All _Nets drop 6
84.108. 152. 18 | srael 147.237.72. 156 anan.idf.il B ock Wp Al Nets drop 6
79.177. 39. 89 I srael 147. 237.72. 156 anan. i df.il Bl ock Udp All Nets drop 6
79.182. 36. 215 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 5

81. 218. 65. 210 | srael 147.237. 72. 166 aka.idf.il ock Wdp Al _Nets drop 3
125.127. 86. 131 Chi na 147.237.77. 227 e hanaz.idf.il ock Wdp Al _Nets drop 3
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df.i | B ock_Udp All _Nets drop 3
134.147. 203. 115 CGer many 147.237.8. 27 e.nadimatal .idf.il|Bock Np Al Net drop 2
120. 132. 50. 135 Chi na 147.237.77.170 naar achot . i df . il bl ock-sp-trafl forvard 2
216. 249. 107. 200 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |[drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | rget Address |Site |9 gnat ure Devi ce Action |Count |
66. 135. 63. 82 Lhited Sates 147.237.77.226 [wwn, chanat z. aka. i df . i | |6134: HITP. SQ Injection Variable Declaration Bvasion  |[B ock 8
149. 88. 88. 119 I srael 147.237.0.34  |tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 5
209. 173. 241. 141 |Lhited Sates 147.237.0.34  [tikshuv.idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion  |B ock 4
216. 249. 107. 200 |Lhited Sates 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
195. 234.228.90 |Ger many 147.237.77.74 |lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 4
67.228. 38. 74 Lhited Sates 147.237.77.74 |lawidf.il 5670: HTTP. SQ Injection (SALECT) Bl ock 4
62.210.115. 133 |France 147.237.77.216 |dover.idf.il C1000074: HITP: naj estic bot B ock 4
209. 173. 241. 141 |hited Sates 147.237.0.34  |tikshuv.idf.il 5670: HTTP. SQ Injection (SALECT) B ock 4
66. 135. 63. 82 Lhited Sates 147.237.77.226 |vwwwv chanat z. aka. i df . i| |5670: HITP. SQ Injection (SELECT) B ock 4
94.73.150.148  |Turkey 147.237.76.42 |refuah.idf.il 6134 HITP. SQ Injection Variable Declaration Evasion |B ock 2
106. 38. 241. 106 |China 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou-+web+spi der B ock 1
94.73.150. 148 Tur key 147.237.76.42 |refuah.idf.il 9785. HITP. SQ Injection (Referer Header) Bl ock 1
66.249. 66. 154 |l srael 147.237.0.34 |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 |Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 |China 147.237.76.42 |refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
94.73.150.148  |Turkey 147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
106. 38. 241. 106 |Chi na 147.237.77.176 |mat pash.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

66. 135. 63. 82 147.237.77.226|hited Sates |wwn chanatz.aka.idf.il [SQU I njection - Sel ect From 14
209. 173. 241. 141|147.237.0.34 |lhited Sates |tikshuv.idf.il SQ Injection - Select From 10
94.73.150. 148  |147.237.76.42 [Turkey refuah.idf.il S Injection - Select From 6
67.228.38. 74 147.237.77.74 |Uited Sates |[lawidf.il S Injection - Select From 6
216. 249. 107. 200|147. 237. 77. 216 |Wited Sates |dover.idf.il SQ Injection - Select From 4
195. 234.228.90 |147.237.77.74 |Ger many lawidf.il QA Injection - Select From 4
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
79.177.202.69 |147.237.76.86 |lIsrael navy. i df .il ET SCAN NVAP -sA (2) 2
88.204.187.90 [147.237.76.34 |Kazakstan yohal an. i df . il ET SCAN NVAP -f -sS 1
37.97.143.205 |[147.237.76. 147 |Netherlands  |chinuch. aka.idf.il ET SCAN NMAP -sS wi ndow 4096 1
195. 154.54. 169 |147.237.8.28 |France e.mobi | e-ks. i df.il ET SCAN NVAP -sS wi ndow 1024 1
186. 112, 18. 220 |147. 237, 0.33 | ol orbi a il ET SDAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
162. 144. 41. 122 |147.237.76.34 |thited Sates |yohalan.idf.il ET SCAN NVAP -sS w ndow 1024 1
88.204.187.90 [147.237.76.34 |Kazakstan yohal an. i df . il ET SCAN NVAP -sS w ndow 2048 1
82.166. 184. 187 |147.237.72.14 |lIsrael dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 3072 1
61 216.10. 236|147 237 8 46 |Tai van o chinuchidf i ET SCAN Behavi oral ULhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

195. 216. 176. 244|147. 237. 77. 234 |Latvia hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.97.143.205 |[147.237.76. 147 |Netherlands  |chinuch. aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
162. 144. 41. 122 |147.237.77.234|Uhited Sates |halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
120.150. 96. 54  |147.237.72.14 |Australia dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
89.248. 167. 131 |(147.237.77.226|Netherlands  |waw chamat z. aka.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
93.172.168. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 97
80. 246. 130. 146 |Israel 147.237.77. 234 |hal ag. i df .i Bad TOP sequence Sszgéetransm't W th different wndowl oo |sg
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
46.19. 85. 192 I srael 147.237. 77. 216 |dover.idf il Bad TCP sequence I'nvalid ACK nunber noni t or 12
46. 19. 85. 192 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 12
Sreanmng Engine: TCP Invalid i i ssi
66.249.66.47  |Wnited Sates [147.237.0.34 |tikshuv.idf.il 9 =g nvalid segnent retransmssi on. drop 12
Ret ransm ssi on Packet dr opped.
149. 78. 27. 75 Lhited Sates [147.237.72.166|aka.idf.il SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 9
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 8
66. 102. 8. 233 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 7
109. 64. 213. 138 |Israel 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaming Engine: TGP Invalid i i ssi
77.125.75. 6 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
46.19.85.231  |israel 147. 237.77. 243 |mobi l e. i i 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransn ssi on Packet dr opped.
46. 19. 85. 137 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
94. 9. 240. 226 LKJ?'r:gegom 147.237. 77. 176 |nat pash. i of . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
213.57.141.19 |lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
216.249. 107. 200|Wni ted States [147. 237. 77. 216 |dover. i df .| | P Fragnent s ff‘a'genir:tosge”erate P packet from 14 op 4
Sreaming Engine: TCP Invalid i i ssi
89.139. 231. 151 |Israel 147.237.76. 200 |6 tan. aka. i of . | 9 =g Inval i d segnent retransmssion. drop 4
Ret ransn ssi on Packet dr opped.
5.29.216.253 | srael 147.237. 72. 166 |aka. i of .| Bad TCP sequence SINAXK retransmt with different | pnivor s
w ndow scal e
46. 19. 85. 137 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber aert 4
Sreanming Engine: TGP Invalid i i ssi
82.166.20.192 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
37.26.149.219 |[Israel 147.237.72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
46.19.85.224  |israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssion. drop 3
Ret r ansn ssi on Packet dr opped.
213.57.141.19 |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 3
Sreamng Engine: TCP Invalid i i ssi
109. 65.21. 139 |Israel 147.237.72. 166 |aka. i of . 9 =g nval i d segnent retransmssion. drop 3
Ret ransn ssi on Packet dr opped.
46. 19. 85. 137 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 3
Sreamng Engine: TCP Invalid ' i ssi
79.182.48.142  |israel 147. 237.72. 166 |aka i df . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransn ssi on Packet dr opped.
5.28.187.201  |israel 147.237.77. 233 |atal i cf i Bad TCP sequence S\C(Ia\ll;etransmt with different wndowl o vor |3
Sreamng Engine: TCP Invalid ' i ssi
37.26.148.240 | srael 147. 237.72. 166 |aka i df .i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransn ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
109. 65. 146. 252 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
46. 19. 85. 137 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
87.71.7. 253 I srael 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.182.104.2  |israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249. 66. 44  |UWited Sates |147.237.0.34 [tikshuv.idf.il 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
46.19.85.103 [ srael 147. 237. 77. 216 |dover . i df .i Bad TCP sequence SINHACK retransmt with different Jooniior s
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
185.120. 125. 31 | srael 147. 237, 77. 243 |nobi | e. i of . i | 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.116.4.183  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dr opped.
o SYNHAXK retransmit with different .
79.177.214. 187 |l srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence wi ndow scal 6 monitor |2
37.26.148.173 |lIsrael 147.237.72. 166 |aka.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect
37.46.38. 151 I srael 147.237.77. 170 |naarachot.idf.i| |Bad TCP sequence Inval i d AGK nunber noni t or
79.177.3.203 I srael 147. 237. 72. 166 |aka.i of .i SYN Attack SYN - > SYN-ACK -> Ti meout rej ect
40.78.146.128 |[wnited Sates [147.237.76.30 |hinush.idf.il I nstant Messengers Instant messenger pattern found, monitor 2
appl i cati on: Skype
: ’ R instant nessenger pattern found, .
104. 209. 188. 207 |Whited Sates [147.237.76.30 |hinush.idf.il I nstant Messengers appl i cation. Skype nonitor |2
37.26.149.219 |[Israel 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber alert 2
2.53. 47.209 I srael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
37.26.149.219 |lsrael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Inval i d ACK nunber monitor |2
79.177.214. 187 |l srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 2
213.57.141.19 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber noni t or 1
46. 19. 85. 93 | srael 147.237. 72. 156 |anan.i df .i | dr op First packet isn't SYN drop 1
176. 13. 10. 34 I srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber alert 1
5. 153. 234. 58 Sweden 147.237.8.27 |e.madimatal .idf.i|Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent  |drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Country Target Address |Site S gnature Action ‘Count

40.77.167.25 |lLited Sates [147.237.77.216|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 8
46.19.85.211 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
79. 176. 138. 150 |l srael 147.237.77. 176 |mat pash. i df . i | Ml tipl e Unauthorized URL Access from 79.176. 138. 150 Bl ock 6
109. 253. 207. 31 |l srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code Bl ock 3
46.19.85.0 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
199.30.24.90 |thited Sates |[147.237.77.216|dover.idf.il Dstributed Unaut hori zed URL Access on waidf.il/error.htm B ock 2
37.26.149.219 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessions: Protocol violation (SSL GONN QIENT HALQ  [None 2
79. 176. 138. 150 |l srael 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to v cogat . i df.il/tenpl ates/general /mobile |Bl ock 2
2.53.52.248  |Israel 147.237.77. 243|mobi L e i df i1 [0 :(:ro',fsz / geggrcﬁim‘;esn <t ehi | ddoounent </ 1152 Bl ock 2
128. 232.110. 28 z‘i;;gom 147. 237. 76. 147 |chi nuch. aka. i df . i|Waut hori zed URL Access to 147.237. 76. 147/ B ock 1
69.171.228. 118 |Lhited Sates |147.237.77.216|dover.idf.il Dstributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
194. 150. 168. 95 |Ger nany 147.237.77. 216 |dover . i df . i | ma?ztfri |T/yf§3;'1_ ZL?tJo?llrclt;SOSfmm ent Al acetDl der 18t B | in B ock 1
79.182. 60. 214 |l srael 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to ww i df . il/banmahane B ock 1
66.102.8.238 |lnited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on v i df.il/error.htm B ock 1
37.26.148.173 |Israel 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to v i df.il/tenpl ates/articl e/ nobile Bl ock 1
149. 88. 190. 212 |I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/hinuch B ock 1
77.75.77. 36 Czech Republ i ¢ |147. 237. 77. 216 |dover . i df . i | Unaut hori zed URL Access to www i df.il/page/ 33/ B ock 1
80. 246. 130. 146 |l srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77.234/i nages/ shared/ bul | et 1. gi f |B ock 1
66.249. 66.63 |l srael 147.237.76.86 |navy.idf.il rﬁg\?;_tih;fr_lizlelzcti;nj;_ af‘;‘s’f:ﬁart;/ User cont rol S/ navnenul Bl ock 1
37.26.149.219 |Israel 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
157.55.39.50 |whited Sates [147.237.72.166(aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
77.125.159.57 [Israel 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wawidf.il/https: /v idf.il/ B ock 1
89.139.231.81 |Israel 147.237.77.243|nobi | e. i df . i | Lhaut hori zed LRL Access to nobile.idf.il/nekudot/index Bl ock 1
68. 180. 230. 108 [Lhited Sates |147.237.76.31 |nakchal .idf.il maﬁ?ki;%? _\flc;'fg;;”h;agg'k\ﬁgi_gspx Bl ock 1
157.55.39. 191 [lhited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robots. t xt B ock

46.19.85.231 |[Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 1
2.53.36.161 [Israel 147.237.77.234|hal ag. i df . i | i;t ;'33“;‘;‘1Zﬁﬁ?gggsfiiaﬁlﬁﬁs; l‘_”;}i . Bl ock 1
68. 180. 230. 155 [Lhited Sates |147.237.76.200|ei tan. aka. i df . i | mu;hto;i]lzii ?:f‘. fff:ﬁ;;d(;usercomrol of header upper B ock 1
38.125.121.5 |wnited Sates |[147.237.77.216|dover.idf.il D stributed Unaut hori zed HTTP Met hod B ock

176.13.17.210 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Lhaut hori zed URL Access on nobil e.idf.i|/nekudot/i ndex B ock

66.102.8.233 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on www i df.il/error. htm Bl ock 1
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