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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address |[Site

|Signature

|Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_|p Véb In drop 3139
79.182. 36. 215 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 6
222.186. 58. 225 Chi na 147.237.0. 16 ny- kosher-kravi .i df .il JLM Under Attack Con Htp drop 2
54.72.182. 187 I rel and 147.237.77.216 dover.idf.il Bl ock Udp All _Nets drop 1
94.102. 52. 10 Net her | ands 147.237.76. 30 hi nush. i df .i | Block Np All _Net drop 1
85. 25. 217. 46 Ger nany 147.237.76. 197 e. hinush.idf.il Bl ock_Ulp Al _Nets drop 1
222.186. 58. 225 Chi na 147.237.0. 16 ny- kosher-kravi .idf .il JLMPurple Gon Limt Htp drop 1
94.102. 49. 116 Net her | ands 147.237.77.176 nat pash. i df . i | Block Np Al _Net dr op 1




04-15-2016-18:04:04 to 04-15-2016-19:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Sgnat ure Devi ce Action |Count |
77.125. 95. 225 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 8
109. 64. 61. 224 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 2
66. 249. 66. 158 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
88.204.187.90 |147.237. 76. 147 |Kazakst an chi nuch. aka.idf.il ET SCAN NVAP -f -sS 1
80. 82. 78. 38 147. 237. 77. 170 |Net her | ands naar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
165.138.213. 4 |147.237.77.233|Wited Sates |atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
62. 138. 2. 209 147.237.8.50 |Ger many e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
107. 158. 255. 194|147. 237. 76. 201 |Uhited Sates |e.atal.idf.il ET SCAN NVAP -sS w ndow 3072 1
62.138. 2. 209 147.237.0.17 |Ger many mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
107. 158. 255. 194(147. 237. 72. 166 |Uhited Sates [aka.idf.il ET SCAN NVAP -sS w ndow 3072 1
94.20. 191. 70 147. 237. 77. 226 | Azerbai j an wwwy chanat z. aka. i df . il [ET SCAN NVAP -sS w ndow 2048 1
89. 248. 167. 131 |147.237.77. 121 |Net her| ands e.navy.idf.il ET SCAN Potential SSH Scan 1
89.248.167. 131 |147.237.0.35 |Netherlands  |akaws.idf.il ET SCAN Potential SSH Scan 1
88.204.187.90 [147.237. 76. 147 |Kazakst an chi nuch. aka. i df .i | ET SCAN NVAP -sS w ndow 2048 1
80. 246. 130. 183 |147.237. 77. 216 |l srael dover.idf.il ET DB Large anmount of TCP ZeroWndow - Possible Niller2 1
DDos attack
165.138.213.4 |147.237.77.235|lhited Sates |svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
62.138. 2. 209 147.237.76.31 |Ger many nakchal .idf.il ET SCAN Potential SSH Scan 1
115.28.218. 77  |147.237. 77. 243|Chi na nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
62. 138. 2. 209 147.237.0.200 |Ger many ndu.idf il ET SCAN Potential SSH Scan 1
107. 158. 255. 194|147. 237. 76. 201 |Lhited Sates |e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.135. 189. 107 |147.237.72. 166 |Chi na akaidf.il SERVER APAO_E Apac.he mod_ss| non- S connection to SS 1
port denial of service attenpt
94.20. 191. 70 147. 237. 77. 226 | Azerbai j an wwwy chanat z. aka. i df . il [ET SCAN NVAP -sS w ndow 4096 1
94.20. 191. 70 147. 237. 77. 226 |Azerbai j an wwwy chanat z. aka. i df . il [ET SCAN NVAP -f -sS 1
89.248.167.131 |[147.237.8.24 |Netherlands |e.lifestyle.idf.il ET SCAN Potential SSH Scan 1
88.204.187.90 [147.237. 76. 147 |Kazakst an chi nuch. aka. i df .i | ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
176.13.17. 181 I srael 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 42
R SN retransnmit wth different .
109. 67. 249. 193 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 34
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
176.13.17.181 |l srael 147.237.0.19 |nadimata .idf.il |Bad TCP sequence Inval i d ACK nunber alert 21
Sreamng Engine: TCP Invalid i i ssi
2.53.171. 72 I srael 147. 237. 76. 147 |chi nuch. aka. i f .1 9 =9 Invalid segnent retransmssion. | 18
Ret r ansni ssi on Packet dropped.
46.116.223.35 | srael 147.237.77. 234 |hal ag.i df .i Bad TCP sequence SNretransmt with i fferent moni tor (16
w ndow scal e
R SWNretransnmit wth different
46.116.223.35 |Israel 147.237.77. 234 |hal ag.i df .il Bad TCP sequence i ndow scal @ alert 15
87.70.99. 97 | srael 147.237.72. 166 |aka.i df .i | drop Frst packet isn't SN drop 13
Sreaning Engine: TCP Invalid i i ssi
185.3.144.43  |Israel 147. 237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
212.174.76.22  |Turkey 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46.120. 166. 44 |l srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SN drop 6
R SYNVAK retransmit with different .
212.174.76.22 |Turkey 147.237. 77. 216 |dover.i df .i | Bad TCP sequence i ndow scal noni t or 6
79.177.222.137 |lsrael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreaning Engine: TCP Invalid i i ssi
46.117.121. 218 | srael 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 253 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
82.114.190.18 |Yenen 147.237.77. 176 |nat pash. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 86. 167 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
82.114.190.18 |[Yenen 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber alert 4
82.114.190.18 |Yenen 147.237.77. 176 |nat pash. i of .i | Bad TCP sequence noni t or 4
109. 186. 21. 255 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 4
79.179.0.5 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
5.102.242.123 |lIsrael 147.237. 72. 156 |anan.i df .i Bad TCP sequence Invalid ACK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi
109. 253. 136. 209|i srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
87.70. 38. 91 I srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TGP alid  finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
46.19. 85. 14 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 3
reaming BEngine: TCP Invali i i ssi
79.179. 125. 248 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid invalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 64. 240. 208 |Israel 147. 237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
2.53.149.231  [israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid invalid segnent retransmssi on drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 223. 2291 srael 147. 237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
5.22.130.105 |israel 147.237.0.38 |tikshv.icr.i1 | €aMng Engines TP Invalid fimvalid segnent retransmission. |, op 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
185.27.106.29 |Israel 147.237.72. 166 |aka. i of . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Russi an o Streaning Engine: TCP Invalid |invalid segnent retransnission.
178.154.189.201(° 1~ " 147.237. 72. 166 |aka.i of .i Ret 1 ansmi ssi on Packet dr opped. drop 3
Russi an ) .. |Streaming BEngine: TCP Invalid |invalid segnent retransmission.
130.193.51.91 ration 147.237.76. 200 |ei tan. aka. i df .il Ret 1 ansni ssi on Packet dr opped. drop 3
37.142.208. 153 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
Sreaning Engine: TGP Invalid i i ssi
66.249.78.223 |Uited Qates  |147.237. 77. 243 |nbile.i of i1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.182.193. 48 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
77.125.80.215 | srael 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
94.159.146.32 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.178.171. 159 i srael 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
84.228. 162. 234 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
5.22.130. 96 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
188. 120. 148. 226 |1 srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber noni t or 3
82.114.190.18 |Yenen 147.237.77. 176 |nat pash. i of . i | SYN Attack rej ect 2
5.22.130. 100 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber noni t or 2
188. 120. 154. 254l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
82.114.190.18 |Yenen 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SYN drop 2
Sreaming Engine: TGP Invalid i i ssi
66.249.78.146 |lnited Sates |147.237.72. 166 |aka i df il 9 =g Invalid segment retransmission. drop 2
Ret r ansni ssi on Packet dropped.
79.182.129. 162 |l srael 147.237.72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
199. 203. 172. 109l srael 147.237.72. 166 |aka. i df.il drop First packet isn't SYN drop 2
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Acti on ‘Count
149.78.215.2 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 167
176.13.17.181 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 81
46.117. 198. 105 |l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 62
37.26.149. 218 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 40
5.189.190. 212 |Ger many 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code B ock 10
208.115.111. 72 Lhited Sates |147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from 208. 115. 111. 72 B ock
185. 120. 125. 62 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock
2.53.162.7 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|  [Wauthorized UR. Access to ww chi nuch. aka. i df.il/404. htm B ock
. . . Paraneter Type M ol ation ctl00$Cont ent A acetbl der 1t xt Sreet in
149.78.215.2 [l srael 147.237.0.19 [nadimatal .idf.il nadi matal i df i1/ nobi | e/ 1088- he/ ner et z. aspx Bl ock 2
5.189.190. 212 |Ger many 147.237.77.216|dover. i df . i | Suspi ci ous Response Code B ock
109. 65. 66.33 [l srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock
70.39.157.198 |[Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock
. . . Uht raceabl e SS. Sessions: Protocol violation
61. 135. 189. 107 |Chi na 147.237.72. 166 |aka. i df . i | (SSL_OONN OLI ENT HELLO) None 1
178. 93. 148. 170 |Wkrai ne 147.237.72. 166 [aka. i df . i | Unknown Paraneter anp; catld in waw aka.idf.il/rights/asp/info.asp |None 1
Unknown Paraneter catld in
2.55.62. 152 I srael 147.237.72. 166 |aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i mages/ mast er / f avi ¢ [None 1
on. gi f
' - kosher-kravi . i df '
141.8.132,71 |UsSian 147.237.0.16 | Wnaut hori zed URL Access t0 . Bl ock 1
Federation il wa ny- kosher - kravi . i df . i |1/ anonynous/ cr eat ecapt chai nage. aspx
66. 249. 81. 218 |l srael 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to waw idf.il/error.htm B ock 1
216.7.225.70 |Whited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v i df .il/1497-en/ dover. aspx. Bl ock 1
149. 78. 232. 127 [l srael 147.237.76.86 |[navy.idf.il PHP At enpt B ock 1
79.181. 179. 155 |I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
141.8.132.78 23;:1”' o 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to vai df .il/894-ar B ock 1
68.180.231.43 |Whited Sates |147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on wawidf.il/error. htm B ock 1
. . Paraneter Type Molation FleNane in
217.78.4.232 |Ireland 147.237.77.74 |lawidf.il W | aw i of i 1/t enpl at s/ getfil ef getfil e, aspx B ock 1
38. 81. 65. 42 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
149. 78. 232. 127 |l srael 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to waw navy. i df.il/xnrpc. php B ock
. . Unhaut hori zed URL Access to
103. 237. 74. 198 |Hong Kong 147.237.77. 216 |dover. i df . i | Wi i df i |/ shar e user cont r ol s/ header upper / Bl ock 1
66. 249. 64. 233 |l srael 147.237.77.216|dover. i df . i | D stributed Unaut horized LRL Access on wawidf.il/error. htm B ock 1
207.46.13.165 |[lhited Sates |147.237.77.176 |nat pash. i df .il Unaut hori zed URL Access to 147.237.77.176/ B ock 1
149.78.62. 158 |lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ B ock 1
68.180.231.43 |Whited Sates |147.237.77.216|dover.idf.il Mil ti pl e Unaut hori zed URL Access from 68. 180. 231. 43 B ock 1
- . Unhaut hori zed URL Access to
46.116. 223. 35 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77, 2341 i nages/ shar ed/ bul | et 1. g f Bl ock 1
. . Paraneter Type Mol ation InfoGenterltemin
217.78.4.232 |ireland 147.237.77.74 |lawidf.il W | aw i of i1 /tenpl ates/ getfil ef getfil e, aspx B ock 1
149. 88. 171. 242 |I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx  |Bl ock 1
. . Unhaut hori zed URL Access to
66.249.78.97 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx B ock 1
' - kosher-kravi . i df '
5.255.253 15 | oS an 147.237.0.16 | Wnaut hori zed URL Access to o Bl ock 1
Federation il ww ny- kosher -kravi . i df.il/i mages/t enp/ password_i nage. j pg
) . . Unhaut hori zed URL Access to
68.180.231.43 |Wited Sates |147.237.77.216|dover.idf.i | v i . |/ nevsi t e/ hebr ew bagat z_sar bani m st m B ock 1
109. 67. 249. 193 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css  |B ock 1
. . Unhaut hori zed URL Access to
66.249. 78. 246 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai v gi yus/ def aul t . aspx Bl ock 1
208.115.111. 72 |Lhited Sates  [147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to navy.idf.il/edi niyonman/ yonan. asp B ock 1
' -kosher -kravi . i df
5. 255. 253. 75 gz:::tnl on 147.237.0. 16 niyl Uhaut hori zed URL Access to wwwu ny-kosher-kravi.idf.il/robots.txt |B ock 1

04-15-2016-18:04:04 to 04-15-2016-19:04:04




