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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip V¢b I n drop 2581

95. 25. 151. 85 Russi an Federation 147.237.76. 86 navy.idf.il JLMPurple Gon Limt _Htp drop 3

81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Udp Al Nets dr op 3

95. 25. 151. 85 Russi an Federation 147.237.76. 86 navy.idf.il JLM Under _Attack Con Htp drop 2

104. 148. 71. 133 Lhited Sates 147.237.72. 217 eidf.il JLIMPurple Gon Linit Htp drop 1

92. 223. 184. 69 Italy 147.237.72. 167 ishurimaka.idf.il |Block Udp All Nets drop 1




04-15-2016-16:04:09 to 04-15-2016-17:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site |Sgnature Devi ce Action |Count
91.121.169.194  |France 147.237.77.176  |matpash.idf.il |Cl000074: HTTP: najestic bot B ock 2
151. 80. 31. 182 France 147.237.72.166 |aka.idf.il C1000146: HTTP. AhrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147. 237.76. 42 refuah.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 154 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
96. 127. 95. 81 147.237.76.44 |lhited Sates |e.refuah.idf.il ET SCAN NVAP -sS wi ndow 3072 1
87.229.116. 42 |147.237.77. 234 |Hungary hal ag.idf . il ET SCAN NVAP -sS w ndow 1024 1
123. 126. 113. 164|147. 237. 72. 166 |Chi na aka.idf.il SER\/ER APAO_E. Apache nod_ss| non-SS. connection to SS. port 1

deni al of service attenpt

106. 184. 2. 29 147.237.8.45 |Japan eeitanidf.il ET SCAN Potential SSH Scan 1
96. 127. 95. 81 147.237.76.44 |thited Sates |e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82.78. 38 147. 237. 77. 234 [Net her | ands hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
106. 184. 2. 29 147. 237. 77. 226 |Japan waw chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231.90 Egypt 147.237. 77. 216 |dover.idf il drop SAMrule drop 32
Sreamng Engine: TCP Invalid i i ssi
46.19.85.120 | srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Inval i d segnent retransnission drop 21
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
109.66.10.41  |Israel 147, 237. 77, 243 |roti L e i o1t | SAM NG Engi ne: TCP alid invalid segnent retransnission drop 18
Ret ransm ssi on Packet dropped.
95. 25. 151. 85 RJSf;;”ion 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 14
109.186.1.182 |Israel 147.237.72. 166 |aka. i of . i1 Bad TCP sequence SINAK retransmt with different | oo vor 11
w ndow scal e
79.176.30. 78 | srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
79.176.30.78  |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence SINHAK retransmt with different oo
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
213.151. 35. 212 | srael 147. 237.76. 200 |ei tan. aka. i f . 9 =9 Invalid segnent retransmssion. drop 8
Ret r ansni ssi on Packet dropped.
46. 19. 85. 118 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 7
5.29. 88. 42 I srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Inval i d ACK nunber noni t or 6
192.117.138. 212l srael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop 6
184.32.136.67 |lhited Sates 147.237. 77. 170 |naar achot . i of . i I|dr op First packet isn't SYN drop 6
46.19. 85. 212 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46.19. 85. 212 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
134.35.41.201 |Uited Sates  |147.237.77. 216 [dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 5
2.53.165.123 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
. . SYN+AXK retransmit with different .
37.26.148.143 |[Israel 147.237. 72. 166 |aka.i of .i Bad TCP sequence wi hddow scal e noni t or 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46.185. 176. 135 |Jor dan 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect
134.35.41.201 |lhited Sates  [147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert
79.176.30.78  |Israel 147.237.72. 156 |lanan.icf.il  |Bad TCP sequence SINAK retransmt with different oo vor s
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
89.139. 172. 144 |israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Inval i d segnent retransnission drop 4
Ret r ansni ssi on Packet dr opped.
94. 230. 86. 31 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 4
109. 253. 224. 183! srael 147.237.72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
79.178.49.130 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
184.32.136.67 |Wited Sates  [147.237.77. 170 |naarachot.idf .il|Bad TCP sequence Invalid ACK nunber noni t or 4
134.35.41.201 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
79.176.30. 78 | srael 147.237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
79.178.49.130 I srael 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINAK retransmt with different oo s
w ndow scal e
. . SYN+AXK retransmit with different .
79.176. 30. 78 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence wi hddow scal e noni t or 3
5.29. 88. 42 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Invalid ACK nunber aert
37.26.148.143 |[Israel 147.237.72. 166 |aka.i of .i | drop First packet isn't SW drop
46. 19. 85. 212 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or
Sreaning BEngine: TQP Invalid i i ssi
79.176.56.72  |israel 147.237.77. 243 |robi L e, i of . i1 g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
: . . SYN+AXK retransmit with different .
184.32.136.67 |United Sates  |147.237.77.170|naarachot.idf.il|Bad TCP sequence wi hddow scal e noni t or 3
37.26.148.143 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
79.176. 56. 72 I srael 147.237.77. 243|mobile.idf.il  [SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect
Sreanming Engine: TCP Invalid i i ssi
109. 253. 142. 152|i srael 147. 237. 77. 243 |nobi 1 e. i of . i | 9 =g Inval i d segnent retransission. drop 3
Ret r ansmi ssi on Packet dr opped.
5. 29. 88. 42 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreamng Engine: TCP Invalid i i ssi
2.55.131.196  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Inval i d segnent retransmssion drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
185. 120. 125. 44 |Israel 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
S SYN+AXK retransmit with different .
79. 176. 56. 72 I srael 147.237.77. 243 |mobile.idf.il |Bad TCP sequence wi hddow scal e noni t or 3
37.77.49.192 Iraq 147.237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
. . SYNPAXK retransmit with different .
5. 29. 88. 42 | srael 147.237.72.166 |aka. i df . il Bad TCP sequence Vi ndow scal e noni t or 3
79.176. 30. 78 I srael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreaning Engine: TCP Invalid i i ssi
87.71.111.107 |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37.26.149.182 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
162.90. 146,67 |wited Sates  [147.237.72. 166 |aka i of .il g =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.53.31. 143 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
31.210.176. 184 |Israel 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. drop 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.77.49.192 Iraq 147.237.77.216|dover. i df . il Mil tiple Unaut hori zed URL Access from 37.77.49. 192 B ock 148
37.77.49.192 I'raq 147.237.77.216|dover . i df . il Mil tipl e Admin Bl ocking from37.77.49. 192 B ock 139
37.77.49.192 Irag 147.237.77.216|dover.idf .l PHP At t enpt B ock 101
46.19. 86. 177 I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 47
109. 253. 142. 152/l sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 45
79.177.233.23 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 34
79.181. 98. 82 I srael 147.237.77.216|dover . i df . i Wnaut hori zed HTTP Met hod Bl ock 8
2.53.141. 42 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 8
5.189.190.212 |Ger many 147.237.77.216|dover.idf .l O stributed Suspicious Response Code B ock 5
79.181. 98. 82 | srael 147.237.77.216|dover.idf . il Uhaut hori zed LRL Access to v idf.il/sip_storage/files/ 4/ B ock 3
79.181. 98. 82 I srael 147.237.77.216|dover . i df . il Mil ti pl e Unaut horized URL Access from 79.181. 98. 82 B ock 3
109. 66. 10. 41 I srael 147.237.77.243|nobi l e.i df . i | Ml tiple Unauthorized URL Access from 109. 66. 10. 41 B ock 3
85. 64. 162. 82 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df . il/mai n/ gi yus/ f or ns. aspx Bl ock 2
185. 89. 217. 233 |Net her| ands 147.237.77.216|dover . i df . il Ostributed Lhaut hori zed URL Access on ww i df.il/error. htm B ock 1
66.249. 66. 123 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
109. 253. 142. 152|I srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/authentication/index B ock 1
77.75.76. 163 ggj%ﬂ c 147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df.il/page/ 31/ B ock 1
184.168.200. 14 |lhited Sates |147.237.76.200|ei tan. aka. i df.i| |Uhauthorized URL Access to eitan. aka.idf.il/test/wp-adm n/ B ock
46. 19. 85. 140 | srael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
109. 66. 10. 41 I srael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed LR. Access to nobile.idf.il/sip storage/files/3 B ock 1
23.81.248.94  [United Sates |[147.237.77.216|dover. i df .i | Oistributed Uhaut hori zed LR. Access on Bock |1
wan i df . i |/ shar ed/ user cont r ol s/ header upper /
Russi an - - Distributed Lhaut hori zed URL Access on
188.143.232. 123| - & 147.237.76.86 [navy.idf.il navy. i df . i 1/ gi yus/ f or ur asp/ showf or Um asp Bl ock 1
66.249.78.234 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 1
. . . SS. Lhtraceabl e Gonnection - Protocol violation
123. 126. 113. 164|Chi na 147.237.72. 166 |aka. i df . i | (SSL OONN QLI ENT FELLO) None 1
. . Unknown Par aret er ct| 00$ct | 00$cphMai n$cphSachar $ct 113 in
89. 139. 156. 157 |l srael 147.237.72.166 |aka. i df . i | voww aka. i o i |/ nai v sachar / pays! i ps. aspx None 1
185. 89. 217. 225 |Net herl ands 147.237.77.216|dover . i df . i Dstributed Waut horized LRL Access on waw idf.il/error.htm Bl ock 1
109.186.1.182 [Israel 147.237.72.166 |aka. i df . i | llegal Byte Qe Character in R /mai 1 kapat2//resf012 Bock |1
our ces/ i mages/ i nner page/ goback. gi f
37.28.152.58 Pol and 147.237.72. 156 |aman. i df . i | Unaut hori zed URL Access to 147.237.72. 156/ robot s. t xt Bl ock 1
. . Distributed Lhaut hori zed URL Access on
82.166.244.86 |lsrael 147.237.77.234|hal ag. i df . i | 147. 237 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
. . Unhaut hori zed URL Access to
66.249.78.246 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
198. 38. 82. 69 Lhited Sates |147.237.76.200|ei tan. aka. i df.i| |Uhauthorized LRL Access to eitan. aka.idf.il/wordpress/ wp-adnin/ B ock 1
37.77.49.192 Irag 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw idf.il/ar/admn/ B ock 1
141.8.132.78 R‘SIS:;”i o 147. 237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 141.8.132. 78 B ock 1
94.136. 40. 78 LKTI;;gom 147.237.76.200|ei tan. aka. i df . i | |[Unhaut hori zed LRL Access to eitan. aka.idf.il/wp-admn/ B ock 1
79.181. 98. 82 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/main/scripts/css3pie. htc B ock 1
185. 89. 217. 228 |Net her| ands 147.237.77.216|dover . i df . il Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 1
46.127.30. 15 Shi t zerl and 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
37.77.49.192 Iraq 147.237.77.216|dover.i df . il Adm n Bl ocki ng Bl ock 1
109. 186.1.182 |[lIsrael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from109. 186. 1. 182 B ock 1
85. 64. 85. 181 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to ww aka. idf.il/wwtikshuyv.idf.il B ock 1
68.180.231.43 |lhited Sates |147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin waw i df.il/1779- he/ dover. aspx Bl ock 1
Unhaut hori zed URL Access to vy i df . i|/1133-13606- he/ dover. aspx« 'x’
207.46.13.113 |Whited Sates [147.237.77.216|dover.idf.il RE™MAC EAGAT FAES TRE™OCAESS . | fBAS FAELIRE™C. B ock 1
SBENI NG, BEXC
38.111.147.84 |Wnited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to www i df.il/894-he B ock 1
141.8.132.78 RJSS::{} o 147.237.77. 216 |dover . i df . i | Unaut hori zed UR. Access to ww i df . i/ mazi B ock 1
95. 86. 78. 225 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for wwy aka. i df .i|/main/ hone/ defaul t.aspx  |B ock 1
185. 89. 217. 232 |Net herl ands 147.237.77.216|dover.idf .l Dstributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 1
66.249. 64.233 |l srael 147.237.77.216|dover. i df .i |l Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
85. 64. 162. 82 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 85. 64. 162. 82 B ock 1
72.143.5.133 Canada 147.237.77.216|dover.idf .l Paraneter Type Molation IDin wwidf.il/1294-en/ dover. aspx B ock 1
213.151.41.52 |lsrael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter _ in wwy aka.idf.il/nai n/ hore/ def aul t. aspx None 1
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