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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In drop 1593
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df.il |B ock_Udp Al Nets drop 6
84.108. 174. 55 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 6
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1

204. 42. 253. 2 Lhited Sates 147. 237.77. 243 nobi le.idf.il [Block Np Al Net drop 1
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|Top Attackers In IPS|

At t acker At t acker

’Target Address |Site S gnature

Gountry
106. 38. 241. 106 |Chi na 147.237.76.42 |refuah.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1

wwn, chanat z. aka. i df [12347: HTTP. PHR-G3 Query String Paraneter |nfornation
il O scl osure Ml nerability

106. 38. 241. 106 |Chi na 147.237.77. 176 |mat pash. i df . i | Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
12347: HITP. PHP-G3 Query Sring Paraneter |nfornation

27.251.116.34 |[India 147.237.77. 226 B ock 1

27.251.116.34 |india 147.237.77.233|atal .idf.il D scl osure Wl nerabi li ty ock 1
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover.i df .i | C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 158 [l srael 147.237.0.34 |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 1
109. 127.71.39 |iraqg 147.237.77.216|dover . i df .i | Cl000125: HTTP. B ock adnin login to gov.il sites ?g=user B ock 1
27 251.116.34 |india 147.237.0. 15 kosher - kravi .idf il 12347: HITP. PHP-Q3 Query String Paraneter |nformation B ock 1

O scl osure Milnerabi lity
106. 38. 241. 106 |Chi na 147.237.72. 166 [aka. i df . i | Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1

12347: HITP. PHP-GQ3 Query String Paraneter |nformation
D scl osure Wil nerability

27.251.116.34 |india 147.237.76.200|ei tan. aka. i df . i | B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
64.233.172. 163 |[147.237.77.216|Wited Sates  [dover.idf.il ET SCAN NVAP -sA (2) 2
93. 174. 93. 96 147.237.0.35 [Netherl ands akavs. i df i | ET SCAN Potential VNC Scan 5900- 5920 1
87.229.116.42 |147.237.76.39 |Hungary nobi | e. neitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80.82.78. 38 147.237.72.14 |Netherl ands dover.idf.il(old) ET SCAN NMVAP -sS w ndow 1024 1
220. 231. 195. 122|147. 237. 77. 234 |Chi na hal ag.idf.il ET SCAN NVAP -sS wi ndow 4096 1
13.92.246. 145 |147.237.77.212|thited Sates |e. dover.idf.il ET SCAN NVAP -sS wi ndow 3072 1
203. 197. 205. 118|147. 237.72. 217 |Indi a eidf.il ET SCAN NVAP -sS wi ndow 3072 1
175 123.98. 240 |147 237 0. 34 [KO€a Repudlic| .. o o) SERVER- APACHE Apache Tontat Wb Applicati on Manager 1
of access
104. 128. 144. 131|147. 237. 77. 226 |Canada wan chanat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 3072 1
96. 127. 95. 44 147.237.77.226 |Wited Sates |wwu chamatz. aka.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
93.174. 93. 96 147.237.0.16  |Netherl ands ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
80. 82. 78. 38 147. 237. 76. 200 [Net her | ands eitan aka idf.il ET SCAN NVAP -sS w ndow 1024 1
220. 231. 195. 122|147. 237. 77. 234 |Chi na hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
13.92.246. 145 |147.237.77.212|thited Sates |e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
203.197. 205. 118(147. 237. 72. 217 |India eidf.il ET SCAN NMVAP -sS wi ndow 1024 1
189, 34.83. 169|147 237, 0.35 |mrasil akave. i df il ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
175.123.98. 240 [147.237.0.19 |KOV&& RePUDIIC | oy matal ick. il SERVER- APAGHE Apache Toneat Wb Appl i cation Minager 1
of access
104. 128. 144. 131|147. 237. 77. 205 [Canada prisha.idf.il ET SCAN NMAP -sS w ndow 4096 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
reamn ine: TCP Invali i i Ssi
5.22.131. 57 I srael 147. 237, 76. 200 |ei tan. aka. i of. 11| | €A™ NG ENgi ne: TCP alid |invalid segnent retransnissi on drop 63
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 28
reaming BEngine: TCP Invali i i ssi
77.124.20.7 I'srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransmissi on. drop 15
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
109. 65.181.83  |Israel 147.237.72. 166 |aka i df .i 9 =9 Inval id segnent retransmssion. 9
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
84.110.209. 33 |Israel 147.237.76.31 |nakchal .idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
o SYNtACXK retransmt with .
84.110. 209. 33 |Israel 147.237.76.31 |nakchal.idf.il |Bad TCP sequence afferent vi ndow scal e nonitor |6
46. 19. 85. 140 I srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence Invalid ACK nunber alert 6
46.121.103. 245 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber monitor (6
Sreaming Engine: TGP Invalid i i sSi
46.19.85.237  |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. o 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
185.3.147.173 |l srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dr opped.
31.154. 157. 247 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
64.233.172. 171 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 140 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Invalid AGK nunber monitor (6
46. 19. 85. 56 I srael 147.237.77. 170 |nmarachot . i of . i [|SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
217.132.63.206 |Israel 147.237.76.31 |nakchal .idf.il |SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 5
46. 19. 85. 140 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert 5
109. 67.217.78 |l srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 103 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 140 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber monitor |5
46.121. 103. 245 |Israel 147.237.77.233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 5
64.233.172. 163 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
Sreaning Engine: TQP Invalid i i ssi
66.249. 66,145 |Lnited Qates 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. 4
Ret r ansni ssi on Packet dr opped.
5.102. 254. 75 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACGK nunber noni t or 4
Pal estinian Territory, R -
46.43.71. 27 Qccup ed 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
5.102. 242. 46 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber monitor 3
reamn ine: TCP Invali i i Ssi
79.180. 212. 143 |Israel 147. 237. 72. 166 |aka i df . i | Streamng Engi ne: TCP alid |invalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
87.71.68.116  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i Ssi
5.22.134.227  |Israel 147.237. 72. 166 |aka. i df .| Streaming Engi ne: TCP Inval id |invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
194. 90. 66. 9 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TQP Invalid i i SSi
103.247.0.7  |Astraia 147.237.72. 166 |aka. i f . 9 =g Inval id segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
85. 130. 240. 182 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor 3
Sreanming Engine: TQP Invalid i i SSi
37.26.149.235 | srael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
5.22.134.227 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber monitor |3
Sreaming Engine: TGP Invalid i i sSi
109. 253. 223. 229|1 srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
87.68.22.170  |israel 147. 237.77. 243 |nubi l e. i of . i | 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
46.19.85.136  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret r ansni ssi on Packet dr opped.
37.142.242.126 |l srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
79.176.30. 78 | srael 147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreanming Engine: TQP Invalid i i SSi
87.71.0.183 I'sr ael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
84.95.115.38  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i SSi
94.159.157.39 | srael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
85. 130. 240. 182 |l srael 147.237.72. 156 |anan. i df . i Bad TCP sequence Invalid AGK nunber monitor |3
e SYNtACK retransmt wth .
79.176. 30. 78 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence di fferent w ndow scal e monitor |3
Sreaning Engine: TGP Invalid i i ssi
87. 71. 44. 36 I'srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
94.230.86.192 |lsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
109. 65. 163. 156 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TQP Invalid i i ssi
66.249.78. 146 |United Sates 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. . 2
Ret r ansni ssi on Packet dropped.
46. 121. 103. 245 [l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
37.142.242.25 |lsrael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 56 | srael 147.237.77. 170 |maar achot . i df . i | Mil tipl e Uhaut horized URL Access from 46. 19. 85. 56 Bl ock 14
79.183.182.24 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 79.183. 182. 24 |B ock 5
] . - Unaut hori zed URL Access to
208.115.113.88 |lhited Sates [147.237.76.86 |navy.idf.il navy. i df . i 1/ gi yus/ f or und asp/ showf or um asp Bl ock 3
176.13.2.145 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
66. 102. 8. 243 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
103.247.0.7 Australia 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 1
66.249.83.251 |[lIsrael 147.237.77.216|dover.idf .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
37.236.136.145 |[Iraqg 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to wanidf.il/arr/ B ock 1
. . Unhaut hori zed URL Access to
66.249.64.230  |Israel 147.237.77. 216 [dover. i df . il 147.237.77. 216/ 1133- 19930- he/ i df gdover . aspx B ock 1
200.73.17.115 |Lhited Sates |[147.237.72.166|aka.idf.il D stributed PHP Attenpt B ock 1
. - Unaut hori zed URL Access to
5.28.179. 224 I srael 147.237.77.234|hal ag. i df . il 147, 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
103.247.0.7 Australia 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/xmrpc. php B ock 1
66.249.83.254 |[Israel 147.237.77. 216 |dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
Russi an . . Unaut hori zed URL Access to
217.69. 136. 210 Federation 147.237.77.216 |dover. i df . i | ww i df . i |/ shared/ user cont rol s/ header upper / Bl ock !
184.105. 247. 195|Uhited Sates  |147.237.72.167|ishurimaka.idf.il |Uauthorized URL Access to 147.237.72. 167/ B ock 1
79.183.182.24 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. idf.il/nain/ giyus/ B ock 1
. . Unaut hori zed URL Access to
66.249.66. 141 I srael 147.237.76.86 [navy.idf. il ww navy. i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
200.73.17.115 |lhited Sates [147.237.72.166 |aka.idf .l O stributed Unhaut hori zed LRL Access on wan aka.idf.il/xmrpc. php [B ock 1
5.144.60.235  |Israel 147.237.72. 166 |aka. i df . i | llegal Byte Qe Character in R /mai nkapat2//resi012 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
- kosher - kravi . i df
159. 203. 174. 239|Lhited Sates 147.237.0. 16 niyl Unaut hori zed URL Access to ww ny- kosher-kravi.idf.il/ B ock 1
’ . . Unaut hori zed URL Access to
68.180.231.43 [Wited Sates [147.237.77.216 |dover.idf . il v i dff i |/ 1283- 17471- en dover . aspx/ f eed/ B ock 1
66. 102. 8. 238 Lhited Sates [147.237.77.216|dover.idf .il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock
194. 114. 146. 227l srael 147.237.77.216|dover. i df . i | Mil ti pl e Uhaut hori zed URL Access from 194. 114. 146. 227 B ock
80. 246.130.62 |lIsrael 147.237.77.216|dover. i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
. - Unaut hori zed URL Access to
66.249.78.95  |Israel 147.237.77. 216 |dover . i df . i | 147. 237, 77. 216/ 1133. 18551- he/ dover . aspx B ock 1
’ . . Unaut hori zed URL Access to
207.241.229.32 [lhited Sates [147.237.77.216|dover.idf.il vou i df i |/t enpl at es/ shar ed/ user cont ol s/ header upper/ B ock 1
Russi an . - . Paraneter Type Mol ation Folderld in
37.113.91.120 Federati on 147.237.0.34  [tikshuv.idf.il wan ti kshuv. i df . i1/ nmodul es/ f oruns/ sear chresul ts. aspx Bl ock !
175. 123. 98. 240 | Republic 1,47 537.0.19 |madimatal.idf.il  |Uhauthorized URL Access to 147.237.0.19/ nanager/ htm B ock 1
74.82.47.2 Wited Sates |147.237.77.243|nobile.idf.il Unaut hori zed URL Access to 147.237.77. 243/ B ock
2.53.54. 203 I srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None
R . . URL is Above Root Drectory
197.231.221. 211|Liberia 147.237.77. 216 |dover.idf .il Wi of i1/ ./ shered cl i entscri pts/j querylj query-1.4.2.nin. | s B ock 1
83.169. 211. 50 RJSIS;:Fi on 147.237.77. 216 |dover. i df . i | D stributed Suspici ous Response Code B ock 1
66.249.78.146 | srael 147. 237.72. 166 |aka. i df . i | thaut hori zed LR Access to Bl ock 1
wwy aka. i df . i |/ mi mai n/ rabanut / gener al . aspx
208.115.113.82 [lnited Sates [147.237.0.34 |tikshuv.idf.il Paraneter Type Molation catld in tikshuv.idf.il/site/general.aspx [B ock 1
37.142. 68. 96 I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
Korea, Republic . . . ]
175.123.98.240 | - 147.237.0.34 |tikshuv.idf.il Unhaut hori zed URL Access to 147.237.0. 34/ manager / ht m B ock 1

. . Uhaut hori zed URL Access to ww aka. i df.il/main/xbe
79.182.226. 193 |Israel 147.237.72. 166 |aka. i df . i | hesachar / def aul t . aspx B ock 1

Uhaut hori zed URL Access to

66.249.64.131 |[Israel 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ nai n/ smal i nd showbi g. aspx B ock 1
2.53. 156. 36 I srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
199. 16. 156. 124 |Uhited Sates |147.237.77.216|dover.idf . il Unaut hori zed URL Access to ww i df.il/894-en/i df gdover. aspx Bl ock 1
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