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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock Ip VWb In drop 1132
81.218. 65. 210 | srael 147.237.77. 176 nat pash. i df.i | Bl ock_Udp All _Nets drop 3

109. 67. 206. 55 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 3

14.189. 238. 126 Mi et nam 147. 237. 76. 201 eatal.idf.il Block Udp All Nets drop 2

204. 42. 253. 2 Lhited Sates 147.237.77. 216 dover.idf.il B ock Np Al _Net drop 2

0.0.0.0 147.237.77.216 dover.idf.il HITP Page Fl ood Attack drop 2

204. 42. 253. 2 Lhited Sates 147.237.77. 226 wan chamat z. aka. i df . i | B ock Np Al _Net drop 2
71.6.167. 142 Lhited Sates 147.237.76. 197 e hinush.idf.il B ock Np Al Net drop 1

14.182. 204. 228 Wi et nam 147.237.77. 243 nobi | e.idf.il Bl ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address tacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount |
109. 64. 153. 33 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 2
46.4.116. 197 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
66.194.11. 113 Lhited Sates 147.237.77.176 |matpash.idf.il C1000008: HTTP: Xenu User Agent Bl ock 2
95.12. 213. 177 Tur key 147.237.77.216 |dover.idf.il C1000016: HTTP. adnministrator in UR B ock 2
66.194. 11. 113 Lhited Sates 147.237.77.216 |dover.idf.il CL000008: HTTP: Xenu User Agent B ock 1
106. 38.241.106  |Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
151. 80. 31. 106 France 147. 237.76. 42 refuah.idf.il Cl1000146: HITP. AnrefBot craw er B ock 1
66. 249. 66. 154 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 1
106. 38.241.106  |Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 162 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 1
106. 38.241.106  |Chi na 147.237.77.176 |matpash.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
66.194.11. 113 Lhited Sates 147.237.77. 74 lawidf.il C1000008: HTTP: Xenu User Agent B ock 1
95.12. 213. 177 Tur key 147.237.76.147 |chi nuch. aka. i df.i| [C1000016: HITP. adninistrator in WR B ock 1
106. 38.241.106  |Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|8'te |Signature |Count\
66.249. 78. 29 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 155
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 64. 233  |147.237.77. 216 |Wited Sates dover . idf il ET SCAN NVAP -sA (2) 2
91. 201. 236. 158 |147.237.76. 197 |krai ne e. hinush.idf.il ET SCAN NVAP -f -sS 1
87.229.116.42 |147.237.76.38 |Hungary eeneitav.idf.il ET %AN Behavi or a UWUSUT’:\I ly fast Termnal Server Traffic, 1
Potential Scan or Infection

80. 82. 78. 38 147. 237. 77. 227 |Net her | ands e. hanaz. i df . il ET SCAN NVAP -sS w ndow 1024 1
195. 216. 176. 244|147. 237.76. 31 |Latvia nakchal . i df il ET SCAN NMAP -sS wi ndow 1024 1
185. 103. 252. 14 |147. 237. 76. 148 ?ég:;;”im gacenter. aka. i df.i |[ET SCAN Potential SSH Scan 1
106. 184. 2. 29 147.237.0.35 [Japan akavs. i df . il ET SCAN Potential SSH Scan 1
95.12.213.177 |147.237.76. 147 |Turkey chi nuch. aka. i df . i1 |[SERVER- WEBAPP admi n. php access 1
91. 201. 236. 158 |147.237. 76. 197 |krai ne e. himush. i df .i| ET SCAN NVAP -sS w ndow 2048 1
87.229.116. 42 |147.237.76.38 |Hungary eenitav.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
87.229.116.42 |147.237.8.14 |Hungary e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
220.179. 172. 185(147. 237.0.33  |China idf.il ET SCAN Potential SSH Scan 1
106. 186. 113. 67 |147.237.0.35 [Japan akavs. i df . il ET SCAN NVAP -sS w ndow 1024 1
95.12.213.177 |147.237.77. 216 |Turkey dover.idf.il SERVER WEBAPP admi n. php access 1
91. 201. 236. 158 |147.237. 76. 197 |krai ne e. himush. i df .il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreaning Engine: TCP Invalid i i SSi
5.144.60.235  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Inval i d segnent retransmssi on. drop 54
Ret ransni ssi on Packet dr opped.
84. 95. 208. 20 | srael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32
Sreanming Engine: TCP Invalid i i ssi
87.70.52.243  |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
105. 159. 152. 157 |Mor occo 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
reamn ine: TCP Invali i i SSi
77.127.67.85  |israel 147.237.77. 243 |moti 1 e i or. iy | SAMNG Engine: TP Invalid  invalid segnent retransnission dr op 9
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.109  |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i SSi
2.55.162. 41 I srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
84. 95. 208. 20 | srael 147.237.77. 176 |nat pash. i df .i | drop SAMrul e drop
94.230.86.209 |lsrael 147.237.72. 156 |anan.idf . il Bad TCP sequence Inval i d ACK nunber noni t or
109. 64.117. 179 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop
Sreaning Engine: TCP Invalid i i ssi
5.144.60.235  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
46.19.86.135  |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 59 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 103 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi
31.210.186.55 | srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
149. 88. 185. 201 |l srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
5.102.242.154 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber noni t or 5
37.26.146.191 |l srael 147.237.77. 216 |dover.idf . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
85.130.133.27 [lIsrael 147.237.72. 166 |aka.i df . i Bad TCP sequence Inval i d ACK nunber noni t or 5
Sreaning Engine: TCP Invalid
64.231. 205. 119 |Canada 147.237. 77. 216 |dover.idf.il 9 9 Inval i d checksum Packet dropped. |drop 5
Checksum
84. 95. 60. 162 I srael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect
85.130. 133.27 |l srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber aert
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreaning Engine: TCP Invalid i i ssi
157.55.39. 251 |Wnited Sates |147.237.76.200 |ei tan. aka.idf. il 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.
46.121.211. 156 |l srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
Sreanming Engine: TCP Invalid i i ssi
79.183.202.91 | srael 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
37.46.39. 212 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
79.176. 7. 189 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout alert
46. 19. 86. 126 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
reaming BEngine: TCP Invali i i Ssi
31.210. 187. 221 |Israel 147.237. 72. 166 |aka. i df .| Streaning Engine: TCP Invalid  |imvalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dr opped.
176.13.1.172 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or
46. 19. 85. 146 I srael 147. 237. 77. 216 |dover. i df .i | Bl ock HITP Non Conpl i ant noni t or
79.176.7. 189 I srael 147.237.77. 216 |dover. i df il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect
Sreaming Engine: TCP Invalid i i ssi
46.19.86.129  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
149.78.39.241 |[Wiited Sates |147.237.72. 166 |aka.idf.il g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
46. 19. 85. 33 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or
79.176.7. 189 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout aert
79.176.7.189 | srael 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINAK retransmit with different opvor |3
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
109. 64. 234. 183 | srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
212. 179. 244. 152I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
79.176.7. 189 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 3
Sreaning BEngine: TQP Invalid i i SSi
176.4.21.217  |Germany 147. 237. 77. 216 |dover. i df .1 g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
5.22.134.227  |israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
79.181. 164. 206 |Israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 139, 222i srael 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
79.176.7.189  |israel 147.237.76.86 |navy.idf.il Bad TCP sequence SINWAK retransmt wih different | oo |3
W ndow scal e
Sreamng Engine: TCP Invalid i i ssi
2.53.186.74  |Israel 147.237. 77. 243 |nobi L e. i f . 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
77.127.2.104  |israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
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A tacker

Attacker Address count ry Target Address |Ste Signature

Streaning Engine: TGP Invalid Inval i d segnent retransnission.

207.46.13.2 Lhited Sates [147.237.72.166|aka.idf.il o
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
89.138. 211. 222 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 151
176.13.8. 251 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 102
95.12.213.177 [Turkey 147.237.77.216|dover.idf .il Ml tipl e Unaut hori zed URL Access from 95.12. 213. 177 B ock 11
95.12.213.177 |Turkey 147.237.77.216|dover. i df . il Dstributed PHP At enpt B ock 8
95.12.213.177 |Turkey 147.237.77.216|dover . i df . i Ml tipl e Admin Bl ocking from 95.12. 213. 177 B ock 7
79.181.39.232 [israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 5
95.12.213.177 |Turkey 147. 237. 76. 147 |chi nuch. aka. i df . i|Mil ti pl e Unaut hori zed URL Access from 95.12. 213. 177 B ock 5
95.12.213.177 |Turkey 147. 237. 76. 147 |chi nuch. aka. i df . i[PHP Attenpt B ock 4
95.12.213.177 [Turkey 147.237. 76. 147 |chi nuch. aka. i df . i|Mil ti pl e Admin Bl ocking from95.12. 213, 177 B ock 3
84.108. 182. 120 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to www refua. atal.idf.il/1518-he/ Bl ock 3
. . Unaut hori zed URL Access to
213.251. 182. 103|France 147.237.77. 176 [mat pash. i df . i | wiw cogat i o i |/si p, storagelfi1 es/ O/ si 2e220x0/ 3410.  pg. Src Bl ock 3
46.19. 85. 146 I srael 147.237.77. 216 |dover.i df . il Mil tipl e Unknown HTTP Request Method from 46. 19. 85. 146 B ock 2
46. 19. 85. 146 I srael 147.237.77.216|dover.i df . il Mil tiple Aonornmal |y Long Request from 46. 19. 85. 146 Bl ock 2
84.108.182.120 |[Israel 147.237.76.42 |refuah.idf.il Ml ti pl e Uhaut horized URL Access from 84. 108. 182. 120 B ock 2
109. 67. 154. 173 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.161.9. 6 RJSIS;;ni o 147.237.77. 216 |dover . i df . i | Mil tipl e Uhaut hori zed URL Access from 46.161.9.6 B ock 2
46. 19. 85. 146 I srael 147.237.77.216|dover.idf .l Mil tiple Malformed LRL from 46. 19. 85. 146 B ock
95.12.213.177 |Turkey 147. 237. 76. 147 |chi nuch. aka. i df . i|Uaut hori zed URL Access to v chi nuch. aka. i df .il/wp-1ogin. php B ock
79.180. 164. 141 |Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
141.8.132.78 R‘SS::I”i o 147. 237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wwn i df.il/1507- B ock 1
95.12.213.177  |Turkey 147.237.77. 216 |dover.idf.i |l Unaut hori zed URL Access to waw i df.il/wp-1ogin. php Bl ock 1
: . . . Unaut hori zed URL Access to
207.46.13.189 |[wnited Sates 147.237.76.200|ei tan. aka. i df . i | v ei tan. aka. i df . i 1/t enpl at es/ honepage/ honepage. aspx Bl ock 1
95.12.213.177  |Turkey 147.237. 76. 147 [chi nuch. aka. i df . i|Adnmin B ocki ng Bl ock 1
66. 249. 66. 50 I srael 147.237.72. 156 |aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list6. htm B ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.42 |refuah.idf.il Mal for med URL B ock 1
46. 19. 85. 146 I srael 147.237.77. 216 |dover.i df.il Mal formed URL Bl ock 1
99. 196. 29. 4 Lhited Sates 147.237.77.216|dover . i df . i D stributed Suspicious Response Code B ock 1
95.12.213.177 [Turkey 147.237.77.216|dover.i df .il Admin Bl ocki ng B ock 1
176.52. 42. 86 RJSIS:;”i o 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df .il/iturimasp/’ B ock 1
141.212. 122. 161|Lnited Sates 147.237.77.216|dover.idf .il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
46. 19. 85. 146 | srael 147.237.77. 216 |dover.i df.i |l Unknown HTTP Request Method s=5710d75764311c5c000 in URL B ock 1
31.210.186.55 |Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
95. 86. 85. 164 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
213.191. 130. 145|Coatia 147.237.77. 170 |maar achot . i df . i | [Dstributed PP Attenpt B ock 1
. . Unaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx Bl ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.42 |refuah.idf.il Ml tiple Abnormal |y Long Request from 169. 229. 3. 91 B ock 1
. . D stributed Unaut hori zed URL Access on
109. 65. 186. 128 |l srael 147.237.77.233|atal .idf .il 147. 237.77. 233/ 1517- hel at al . aspx Bl ock 1
186. 151. 254. 242|Guat emal a 147.237.77.216|dover.idf .il D stributed Suspici ous Response Code B ock 1
157.55.39. 204 |lhited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
46. 120. 222. 165 |l srael 147.237.77.216|dover.idf.i |l D stributed Unaut hori zed URL Access on waidf.il/error.htm Bl ock 1
37.187.56.76  |France 147.237.77. 176 [nat pash. i df . i | Uhaut hori zed URL Access to 147.237.77. 176/ robot s. t xt B ock 1
Russi an . . Paranet er Type M ol ati on PageNumin
95. 189. 19. 159 eration 147.237.77. 176 [mat pash. i df . i | v cogat . i df . i 1/ 1043- en cogat . aspx Bl ock 1
213.191. 130. 145|Qoatia 147.237.77. 170 |ma@ar achot . i df . i | [Waut hori zed URL Access to naarachot . i df.il/wp-1 ogin. php B ock 1
. . D stributed Unhaut hori zed LR Access on
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.42 |refuah.idf.il Mitiple Illegal Byte Gode Character in Mthod from169.229. 3. 91 B ock 1
46.19. 85. 146 I srael 147.237.77.216|dover.idf .il Mitiple Illegal HITP Version from46. 19. 85. 146 B ock 1
194. 187. 168. 214|France 147.237.77. 216 |dover.i df.il Unaut hori zed URL Access to www i df . il/1283-17570- B ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.30 |hinush.idf.il Mitiple Illegal Byte Gode Character in Mthod from169. 229, 3. 91 B ock 1
40.77.167.25 Lhited Sates 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wawidf.il/error.htm B ock 1
Russi an . . Parameter Type Molation SortOr in
95. 189. 19. 159 eration 147.237.77. 176 [mat pash. i df . i | v cogat . df . i 1/ 1043- en cogat . aspx Bl ock 1
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