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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock Ip Vb In drop 1612
220.167.100. 13 Chi na 147.237.0. 34 tikshuv.idf.il JIMPurple Con Limt _Htp drop 1
185.94.111.1 Russi an Federation 147.237.8. 14 e.orchot.idf.il ock Wdp Al Nets drop 1

204, 42. 253. 2 Lhited Sates 147.237.76. 177 ncore.idf.il Block Np All _Net drop 1

204. 42. 253. 2 Lhited Sates 147.237.77. 179 e.nazi.idf.il Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker O)untry|Target Addr ess |Site

|Sgnaiure

40. 76. 83. 187 Lhited Sates 147.237.0.17 |mny-kosher-kravi .idf.i| |20086: HITP. Mi ebl ackcat Security Scanner B ock 10
40. 76. 83. 187 Lhited Sates 147.237.76.30 |hi nush.idf.il 20086: HITP. Mi ebl ackcat Security Scanner B ock 5
40. 76. 83. 187 Lhited Sates 147.237.76.39 [nobile.neitav.idf.il 20086: HITP. Mii ebl ackcat Security Scanner B ock 5
46.4.123.172 Ger many 147.237.72. 166 |aka. i df . i | CL000074: HTTP. naj estic bot B ock 4
106. 38. 241. 149 |Chi na 147.237.77.216 |dover.idf .i | C1000071: HTTP: User Agent Sogou+web+spi der B ock 3
46.4.123.172 Ger many 147.237.77.216 |dover.idf .i | C1000074: HITP. maj estic bot B ock 2
69. 30. 234. 2 Lhited Sates 147.237.77.233|atal .idf.il CL000074: HTTP. naj estic bot B ock 2
46.4.123.172 Ger many 147.237.0.34 |tikshuv.idf.il C1000074: HITP. naj estic bot B ock 2
69. 30. 234. 2 Lhited Sates 147.237.0.34 |tikshuv.idf.il C1000074: HTTP. mgj estic bot B ock 2
84.109.241.40 |Israel 147.237.0.34 [tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 2
69. 30. 234. 2 Lhited Sates 147.237.72. 166 |aka. i df . i | C1000074: HITP. naj estic bot B ock 2
46.4.123.172 Ger many 147.237.76.86 |navy.idf.il C1000074: HITP. maj estic bot B ock 2
106. 120. 173. 154 |Chi na 147.237.72. 166 |aka. i df . i | Cl000071: HTTP: User Agent Sogou+web+spi der B ock 2
69. 30. 234. 2 Lhited Sates 147.237.76.86 |navy.idf.il C1000074: HTTP: naj estic bot Bl ock 2
46.4.123.172 Ger many 147.237.77.74 |lawidf.il C1000074: HITP. maj estic bot B ock 2
40. 76. 83. 187 Lhited Sates 147.237.0.17 |mny-kosher-kravi.idf.i| [20085: HITP. Miebl ackcat Security Scanner Initial Request [Bl ock 2
69. 30. 234. 2 Lhited Sates 147.237.77.216 |dover.idf .il C1000074: HITP. naj estic bot B ock 2
106. 38. 241. 106 |Chi na 147.237.77. 176 |nat pash. i df . i | C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
207. 46. 13. 23 Lhited Sates 147.237.0.34 [tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 |Chi na 147.237.77.216 |dover.idf .i | C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
40. 76. 83. 187 Lhited Sates 147.237.76.30 |hi nush.idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request |Bl ock 1
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
40. 76. 83. 187 Lhited Sates 147.237.76.39 |nobile. neitav.idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request |Bl ock 1
106. 38. 241. 106 |Chi na 147.237.76.42 |refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
151.80.31. 184  |France 147.237.77. 176 |nat pash. i df . i | C1000146: HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Aé)tuiikre; ‘S‘te Signature
109. 67.128.96  |147.237.76.86 |Israel navy. i df.il ET SCAN NVAP -sA (2) 10
40. 76. 83. 187 147.237.0.17 |lhited Sates |mny-kosher-kravi.idf.il |ET WEB_SERVER Mii ebl ackcat scanner 2
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
52.8.82.27 147.237.77.235|nited Sates |svivaidf.il SER.’\/ER-APAO—E.Apache mod_ssl non- S8 connection to SSL port 1
deni al of service attenpt
40. 76. 83. 187 147.237.76.30 [lhited Sates |hinush.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
195. 154. 54. 169 |147.237.72. 14 |France dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
115. 29. 197. 215 |147.237.8.50 |Chi na e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
106. 186, 31 135 |147.237.0.34 |Japan Cikshov. idf i1 ET SCAN Behavi or al Uqusugjly fast Termnal Server Traffic, 1
Potential Scan or Infection
91. 201. 236. 155 [147.237.77. 170 |krai ne naar achot . i df . i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
40. 76. 83. 187 147.237.76.39 |Lhited Sates |nobile meitav.idf.il ET WEB_SERVER Mii ebl ackcat scanner 1
198. 144. 184. 120(147. 237. 76.30 |Wnited Sates |hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 155 |147.237.77. 170 |krai ne maar achot . i df . il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
23.27.45.25 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 44
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 33
Sreaning Engine: TGP Invalid i i sSi
2.53.160.254  |Israel 147. 237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. |, 12
Ret ransm ssi on Packet dropped.
94.197.120. 163 |United Ki ngdom 147.237.72. 166 |aka. i df .i | drop First packet isn't SWN drop 10
79.176.16. 197  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
79.176.16.197 I srael 147. 237. 77. 216 |dover. i df .i Bad TCP sequence SYNACK retransmt with monitor |7
different wndow scal e
Sreamng Engine: TCP Invalid i i ssi
46.19.85.156  |Israel 147. 237.72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
2.53. 32,236 I'sr ael 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. |y, 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 64.233.78  |Israel 147. 237.72. 166 |aka i of .11 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dr opped.
reamng BEngine: TCP Invali i i sSi
217.132.11.53  |Israel 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.196  |Israel 147. 237.72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dr opped.
reamng BEngine: TCP Invali i i sSi
149.78.248.15 [israel 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
79.177.83.124 |lsrael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
176. 13. 3. 247 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 5
79.177.83.124  |israel 147. 237.72. 166 |aka.i f i Bad TCP sequence SINFACK retransmt wth monitor |5
different w ndow scal e
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
176. 13. 3. 247 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber monitor |5
5.29.216. 253 I sr ael 147.237.76.86 |[navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
79.177.83.124 [Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout aert 5
46. 19. 85. 136 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber monitor |4
5.29. 180. 39 I sr ael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
141. 0. 15. 32 Nor way 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
37. 46. 39. 159 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
37.24.73.239 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreanming Engine: TCP Invalid i i ssi
2.55.45. 132 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | ., 3
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
79.181.103. 132 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid |invalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
37.26.147.153 |Israel 147. 237, 77. 243 |nobi | e. i of . i 9 =g Invalid segnent retransmssion. | ., 3
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
87.70.32.126  |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid |invalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
77.124.24.219  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 3
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
46.19.86.156  |Israel 147.237.77. 243\t e i1 |/ SAM NG Engine: TCP Inval i invalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.181. 147. 146 |Israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. | ., 3
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
109. 160. 167. 238|l srael 147, 237. 77, 243 |noti L e i i1 | €M NG Engine: TGP alid invalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
84.95.208.20  |Israel 147.237.0.34 |tikshuv.idf.il 9 =g Inval id segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
109. 253. 223. 229|1 srael 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, . 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.182.53.28  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 3
Ret ransmi ssi on Packet dr opped.
5.102. 195. 99 I sr ael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |3
Sreamng Engine: TCP Invalid i i ssi
79.178.142.35 | srael 147. 237.72. 166 |aka. i f .11 9 =g Inval i d segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.
84.110. 144. 201 I srael 147. 237. 7. 216 |dover. i df .i Bad TCP sequence SYNACK retransmt with monitor (3
different wndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.182.235.57 |Israel 147.237.72. 166 |aka. i of . | 9 =9 Inval i d segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
2.565.4.131 I'sr ael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.25  |Israel 147.237.72. 166 |aka. i of . | 9 =9 Inval i d segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.
79.179. 218. 222 |lsrael 147.237.72. 167 |ishurimaka. i df .i [Bad TCP sequence Invalid ACK nunber noni t or 2
188. 227. 233, 19| A St an Territoryl, 1o 537 77 216 |dover. i of . i drop First packet isn't SWN drop 2
Qccupi ed
85.250. 139. 26 |l srael 147.237.72. 167 |ishurimaka.idf . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
5.102. 254. 35 I sr ael 147.237. 72. 166 [aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
212.76.112.10 | srael 147. 237, 77. 243 |nobi l e. i df . | 9 =9 Inval i d segnent retransmssion. |, ., 2
Ret r ansmi ssi on Packet dr opped.
5.102. 254. 35 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
5.22.129. 126 I sr ael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
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Attacker Address |Attacker Qountry Target Address |Jte Sig nature
46.19. 85. 175 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 2
66.249.64.233 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
5.22.130. 142 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 30
37.26.148.247 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 14
2.53.16. 30 I srael 147.237.0.19 |[madimatal .idf.i|Ostributed Suspicious Response Code B ock 8
195. 182. 151. 246 :Zg::t”i on 147.237.77.216|dover . i df . i Ostributed Wnaut horized URL Access on waw idf.il/error. htm B ock 5
149. 78. 192. 135 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
46. 19. 85. 175 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock
109. 253. 142. 254|I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock
77.239.224.35 gs::;”i on 147.237.77.216|dover.i df .il Dstributed Waut horized LRL Access on waw idf.il/error.htm Bl ock 2
107.170.22.185 |Uhited Sates |147.237.76.31 |nakchal .idf.il Mil tipl e Waut hori zed URL Access from 107. 170. 22. 185 B ock 2
66.249.78.159 |[Israel 147.237.77.216|dover. i df . il D stributed Uhaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
189. 218. 226. 123|Mexi co 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.74 [lawidf.il Unknown HTTP Request Method 06. AL Y[ [#15]18E[ [#1]]+1 in LR B ock 1
66.249.64.131 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ general . aspx  |B ock 1
141. 8.183. 16 :Zg::t”i on 147.237.77. 176 [mat pash. i df . i |  |Unauthorized UR. Access to www cogat . i df.il/901-9412- he/ Bl ock 1
Unknown Par anet er
37.26.148.234 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! acetbl der $ct | 13$ct | 01$ct | 03$cbl Questi on$ |None 1
42 in aka.idf.il/main/gi yus/ questi onnaire. aspx
217.69. 136. 210 :32::1”' on 147.237.77.216|dover. i df . il Unaut hori zed URL Access to www i df.il/hinush B ock 1
84. 95. 208. 20 I srael 147.237.77.216|dover. i df . il PHP Att enpt B ock 1
169. 229. 3. 91 Uited Sates |147.237.77.216|dover.idf.il Abnormal |y Long Request net hod B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
46.19. 85. 188 I srael 147.237.77.216|dover . i df . il Illegal HITP \ersion sdch B ock 1
169. 229. 3. 91 Uhited Sates |147.237.0.34 [tikshuv.idf.il |Mitiple Abnormally Long Request from 169.229.3.91 B ock 1
100. 64. 87. 249 |Israel 147.237. 72. 166 |aka. i df . i | hlew i?’tagegﬁing:ag:g;féoi)’;cﬁi’ i kepatzl[resiorz Bock |1
66.249.81.212 |[Israel 147.237.77.216|dover. i df . il D stributed Uhaut hori zed URL Access on waw idf.il/error.htm Bl ock
169.229.3.91  [thited Sates |147.237.77.176|mat pash.idf.il |Dstributed Ml forned URL Bl ock
66.249. 64.230  Israel 147. 237.77. 216 |dover . i df . i | e e e o7 1o/ dover . aspx HBock |1
84. 95. 208. 20 I srael 147.237.77.216|dover.idf .il Unaut hori zed URL Access to v i df.il/tenpl at es/ newsfl ash/ pi wi k. php  [Bl ock 1
66.249.78.118 |[Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ si p_storage/ fil es/ 2/ 882. pdf |B ock 1
169. 229. 3. 91 Lhited Sates |[147.237.77.216|dover.idf.il Distributed Unknown HTTP Request Met hod B ock 1
46.116.55.240 |Israel 147.237.77.216|dover.idf .il Unaut hori zed URL Access to wawidf.il/https:/vnidf.il/ B ock 1
169. 229. 3. 91 Uhited Sates |147.237.0.34 |tikshuv.idf.il |MitipleIllegal Byte Code Character in Method from 169. 229. 3. 91 B ock 1
109. 64. 233.78 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/main/drushi nw B ock 1
5.29. 24. 197 I'sr ael 147.237. 77. 216 |dover . i df . i | ?’ggiﬁ'&%&fggﬁ?’ &f‘iﬁ?ﬁ&gﬁéﬁ' 197 (Protocol violation | o 1
66.249.81.215 |Israel 147.237.77.216|dover.idf . il D stributed Lhaut hori zed URL Access on www i df.il/error.htm B ock 1
199.30.24.194 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 1
169.229.3.91  [lhited Sates |147.237.77.176|matpash.idf.il |Ostributed Unknown HTTP Request Met hod Bl ock 1
66.249. 64. 233 |l srael 147.237.77.216|dover.idf . il D stributed Lhaut hori zed URL Access on www i df.il/error.htm B ock 1
149.88.3.7 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
89.139.9.124  [israel 147. 237.72. 156 |anan. i df . i | m”;x;' izgfl_ H}Cgﬁggls;z;e/ doc._mur/ undef i ned Bl ock 1
66.249.78.146 [Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter pop in ww aka.idf.il/nain/hone/ None
169. 229. 3. 91 Uited Sates |147.237.77.216|dover.idf.il Illegal Byte Gode Character in URL B ock 1
52.8.82. 27 Wited Sates |147.237.77.235|sviva. i df.il %&mﬁfg?fﬁfg Protocol violation None 1
169. 229. 3. 91 Lhited Sates [147.237.77.74 [lawidf.il Illegal Byte Code Character in Method 06. A YA [#15]] 85 [#1]]e1 B ock 1
5. 255. 253. 10 :32::1”' on 147.237.77.74 [lawidf.il Unaut hori zed URL Access to v | aw i df.il/163-6967- he/ pat zar. aspx.  |B ock 1
207.46.13.140 |Uited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.176|natpash.idf.il |Mitiple Il1legal Byte Qode Character in Header Nane from169.229.3.91  |B ock 1
66. 249. 66. 67 I srael 147.237.77. 170 |maar achot . i df . i | |naut hori zed URL Access to 147.237.77. 170/ robot s. t xt B ock 1
46.19. 85. 188 I srael 147.237.77.216|dover . i df . il Distributed Ml formed UR B ock 1
157.55.39. 2 Lhited Sates [147.237.72.156|anan.idf.il Lhaut hori zed URL Access to v aman.idf.il/... B ock 1
169. 229. 3. 91 Uited Sates |147.237.77.216|dover.idf.il Mitiple Illegal Byte Code Character in Method from 169. 229. 3. 91 B ock 1
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