04-15-2016-11:04:06 to 04-15-2016-12:04:06

1"PT SwNn .’
Ov IDF Under Attack

Daily Report

www.gov.il

|Top Targets |
1, 600+
1,200+ B dover.idf.il
. Matal.idf.il
800 M nadi matal.idf.il
7 BWiawidf.il
Nuréber 400+" W aka idf.il
2t acks O- : ti kSh-U\(;];I dlf il
J ' - . navy.idf.i
s & § ~ ¥ . ~ , :
O SR R ;\5\ &8 M hal ag. i df . |
R I A O I S
$ SONPC A RO P S aman. i df i
S . ég,& B v chanat 7. aka. i df . i |
@‘&
Top Tar get

[Top Attackers |

M 167. 114. 156. 16
217.20.171.93

¥ 80. 179. 30. 244
197. 132. 189. 201

Nu ré,ber Il 110.92.98. 4
At t acks M 89. 108. 144. 116

I 41.33.231. 90

W 169. 229.3.91
79. 180. 238. 41

W 87.70.52. 243

Top Attackers



04-15-2016-11:04:06 to 04-15-2016-12:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 1428
79.178.217. 205 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets drop 6
204. 42. 253. 2 Lhited Sates 147.237. 72. 167 ishurimaka.idf.il B ock Np All Net drop 2
204. 42. 253. 2 Lhited Sates 147. 237.77. 170 raar achot . i of . | Block Np Al Net drop 2
101. 201. 147. 32 Chi na 147.237.77. 234 hal ag.idf.il bl ock-sp-traf 1 forward 2
204. 42. 253. 2 Lhited Sates 147. 237. 72. 156 aman. i df il Block Np All Net drop 2
123. 59. 59. 52 Chi na 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 forward 2
204. 42. 253. 2 Lhited Sates 147.237.72. 166 aka.idf.il B ock Np Al _Net drop 1

82. 145. 218. 209 Eur ope 147.237.72. 166 aka.idf.il Block Ip Véb In drop 1
94.102. 52. 10 Net her | ands 147. 237. 8. 45 e.citanidf.il Block Np Al Net drop 1
184. 105. 139. 86 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock Np Al _Net dr op 1

71. 6. 165. 200 Lhited Sates 147. 237. 76. 201 e.atal.idf.il Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry rget Address |Sgnat ure Devi ce Action |Count
84.109.1. 15 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 12
109. 65. 19. 225 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 8
106. 38. 241. 149 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 5
213.57.159. 135 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 2
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 120. 173. 76 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |9te |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
82.205.126.170 [147.237.77. 216 gcisgii:fja” Territory: \sover i df il ET SCAN NVAP -sA (2) 2
195. 216. 176. 244|147.237.8.28 |Latvia . nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
189. 218. 151. 126(147. 237. 0. 34  |Mexi co tikshuv.idf.il BT SN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
113. 240. 250. 154|147. 237. 76. 31 |Chi na nakchal . i df.il ET SCAN NVAP -sS w ndow 1024 1
88.204.187.90 [147.237.8.45 |Kazakstan eeitanidf.il ET SCAN NMAP -sS w ndow 2048 1
80. 82.78. 38 147.237.0.16 [Netherl ands ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
198. 144. 184. 120|147. 237.76. 42 |Lhited Sates refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
184. 168. 75. 231 [147.237.77. 226 |Wnited Sates wan charat z. aka. i df . i | SERVER APAO_E Apache @d_ssl non- S8 connect i on to 1
SS. port denial of service attenpt
88.204.187.90 |147.237.8.45 |Kazakstan eeitanidf.il ET SCAN NVAP -sS wi ndow 4096 1
88.204.187.90 [147.237.8.45 |Kazakstan eeitanidf.il ET SCAN NVAP -f -sS 1
80.82.78.38 147.237.0.17 |Netherlands mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |
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A tacker
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SWNretransmt wth different

217.20.171.93 |raine 147.237.77. 233 |atal .idf.il Bad TCP sequence . nonitor (283
w ndow scal e
) s SYNretransmt wth different .
217.20.171.93 |Uraine 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal @ monitor  [195
197. 132. 189. 201 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 86
110.92.98. 4 S ngapor e 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 73
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
reamn ine: TCP Invali i i Ssi
87.70.52.243  [Israel 147.237.72. 166 |aka. i df .i | Stream g Engi ne P Invalid finvalid segnent retransnission drop 24
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.180.238.41 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. |, 24
Ret r ansmi ssi on Packet dr opped.
89. 108. 144. 116 |Lebanon 147.237.77. 216 |dover.idf.il Bad TCP sequence Invali d ACK nunber noni t or 23
89. 108. 144. 116 |Lebanon 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 21
94.197. 120. 163 LK*i"rfgegom 147.237.72. 166 |aka. i df .i | drop First packet isnt SWN drop 12
Sreanming Engine: TCP Invalid ' i ssi
84.95.208.20  |israel 147, 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
217.20.171.93  |Ukraine 147.237.0.15 |kosher-kravi.idcf.il  |Bad TCP sequence SN retransmt with different oo g
W ndow scal e
207.241. 229. 187|Wited Sates |147.237.72. 166 |aka idf.il drop SAMrule drop 8
46.117.196. 145 |Israel 147.237. 77. 216 [dover. i df .i SYN Attack SYN -> SYN-ACK -> RST alert 7
109. 64. 135. 221 |l srael 147.237.72. 156 |anan.i df .i | dr op First packet isn't SN drop 7
46.117.196. 145 |Israel 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 40 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber alert 6
Sreaning Engine: TQP Invalid i i SSi
217.20.171.93 |Wraine 147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dr opped.
46. 19. 85. 40 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
185. 32. 179. 220 |Israel 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect
reamn ine: TCP Invali i i Ssi
77.127.56.68 |l srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid finvalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.176.38.156 | srael 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
80.179.114.3  [israel 147.237.77. 226 "} chanatz.aka. 1df g TOP sequence Inval i d ACK nurber moni tor |5
31.210.186.25 |[lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor  [5
89.108. 144. 116 |Lebanon 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 5
212.143.142.56 |l srael 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 4
5.102.195.234 |l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor (4
80.179.114.3  [israel 147.237.77. 226 [} chanatz.aka.idf g TOP sequence Inval i d ACK nunber aert 4
106.219.12.178 |india 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Engine: TGP Invalid i i sSi
87. 70. 38. 62 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid ' i ssi
79.181. 131. 226 I srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
o SYNtACXK retransmt with .
79.177.17.91 I srael 147, 237. 72. 166 |aka.i df .i 1 Bad TCP sequence di fferent vi ndow scal monitor 3
84.109. 1. 15 I srael 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreanming Engine: TCP Invalid i i ssi
217.132.30. 155 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i SSi
79.183.182. 152 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.179.97.78  |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i SSi
185. 27. 105. 182 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
2.53.55.39 I'srael 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i SSi
95.35.76.220  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.181.144.60 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
84.109.1.15 [Israel 147.237.0.34  |tikshwv.idf.il Bad TCP sequence SYNACK retransmt wth moni tor |3
different w ndow scal e
80.179.114.27 |lIsrael 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
46.120. 166. 219 |Israel 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber aert
Sreaming Engine: TCP Invalid ' i ssi
79.179. 162. 105 |I srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
84.95.208.20  |Israel 147. 237.76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid ' i ssi
2.55.52. 140 I'srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
46.19. 86. 86 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid ' i ssi
5.28.179.122  |israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
46.120. 166. 219 | srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber nonitor 3
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A tacker

Attacker Address count ry Target Address |Ste Signature

Sreaming Engine: TCP Invalid |invalid segnent retransnission.

66. 249. 66. 44 Lhited Sates [147.237.0.34 |[tikshuv.idf.il .
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
80.179. 30. 244  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 172
208.115.113.88 |thited Sates |[147.237.76.86 |navy.idf.il Ml tipl e Unauthorized URL Access from 208. 115. 113. 88 B ock 19
2.53.63.94 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 15
2.53.164.7 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 10
176. 13. 6. 62 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 4
2.55.36.27 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 4
176. 13. 19. 50 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
37.26.148.247 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 3
157. 55. 39. 15 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 3
. . Unaut hori zed URL Access to
81.218. 33. 77 I srael 147.237.76.86 [navy.idf.il v navy. i of i 1/si p st or agel | es/ 3/ si 7e338x0/ 1613, | pg Bl ock 2
www. charrat z. aka. i ) )
80.179.114. 3 | srael 147.237.77. 226 df il Mil tiple Wauthorized URL Access from 80.179. 114. 3 B ock 2
] . . Unaut hori zed URL Access to
72.9.148.10 Lhited Sates |147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 2
141.8.132.78 RJSf;:I”i on 147.237.77. 216 |dover. i df . i | Mil ti pl e Unaut hori zed LRL Access from 141. 8. 132, 78 B ock 1
207.46.13.189 |Wited Sates |[147.237.72.166|aka.idf.il Lhaut hori zed URL Access to aka.idf.il/edi nirequests/ Bl ock 1
80.246.133.70 |[Israel 147.237.77. 216 |dover . i df . i | Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 1
169. 229. 3. 91 Uited Sates [147.237.77.19 [lawforumidf.il Ill1egal Byte Gode Character in Mthod -4 PWCB E B ock 1
66. 249. 82. 88 I srael 147.237.77.216|dover. i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
5.29.24.197 I srael 147.237.77. 216 |dover. i df . i | (SSLCONN APPLI CATI ON DATA EXCHANGE) None 1
212.235. 62. 200 |l srael 147.237.77. 216 |dover . i df .i | D stributed Waut hori zed HTTP Met hod B ock
157.55.39. 130 |Uited Sates [147.237.72.156|anan.idf.il Unaut hori zed URL Access to ww anan. i df.il/nod B ock 1
203. 127. 96. 244 |9 ngapore 147.237.77. 216 |dover. i df .i | Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 1
Unknown Par anet er
109. 64. 247. 128 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenP aceHbl der $ct | 13$ct | 01$ct | 03$chl Quest [None 1
ion$117 in aka.idf.il/nai n/ gi yus/ questi onnai re. aspx
79.182. 98. 56 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
www. chamat z. aka. i
169. 229. 3. 91 Lhited Sates |147.237.77.226 df il Illegal Byte (ode Character in Method B ock 1
62.90.143.125 |[Israel 147.237.77.74 [lawidf.il Mil tipl e Unaut hori zed URL Access from 62. 90. 143. 125 Bl ock 1
. . Uhaut hori zed URL Access to
217.157.54.26  |Denmark 147.237.77. 176 |mat pash. i df . i | v cogat i df i 1/si p. st oragel i | es/ 9/ 4629, pg Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.76.31 [nakchal .idf.il Mal formed URL B ock 1
141.212.122. 161|hited Sates |147.237.77.234|hal ag.i df .| Unaut hori zed URL Access to 147.237.77.234/ B ock 1
208.115.113.82 |[thited Sates [147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in tikshuv.idf.il/site/general .aspx B ock 1
80. 246. 133. 103 |[Israel 147.237.77. 216 |dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
_ _ - - o %
169.229.3.91  [lnited Sates |147.237.77.19 |lawforumidf.il 'L/Iegaj Byte (ode Craracter in Qery Sring on d ™ [[¥MA]MNf g 1
4
66. 249. 82. 94 I srael 147.237.77. 216 |dover.idf . il Dstributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 1
23.81.235.55 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwidf.il/english B ock 1
212. 235.62. 200 |l srael 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to ww i df . i|/hebrew organi zati on/ nakhal |B ock 1
157.55.39. 251 |Uhited Sates [147.237.72.166|aka.idf.i | Unaut hori zed URL Access to waw aka.idf.il/nain/giyus/gen...px B ock 1
207.46.13.82  |United Sates |147.237.0.34 |tikshuv.idf.il thaut hori zed URL Access to Bock |1
wan ti kshuv. i df . i |/ mai n/ gi yus/ gi yus/ gener al . aspx
Unknown Par anet er
109. 64. 247. 128 |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPt acetbl der $ct | 13%ct | 01%ct | 03$chl Quest [None 1
ion$23 in aka.idf.il/nain/giyus/questionnaire. aspx
169. 229. 3. 91 Lhited Sates |147.237.77.234|hal ag.idf.il Abnormal |y Long Request net hod B ock 1
] . . Unknown HTTP Request Met hod
169.229.3.91  [Wnited Sates |[147.237.76.31 |nakchal .idf.il [143]]%\ 1) °HOBpiiv- 1 <[[#18]]" QL[#5]] A8 i n WRL B ock 1
- . Unaut hori zed URL Access to
66.249.64.131 |[Israel 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ mai n/ smal i nd showbi g. aspx B ock 1
220. 255. 103. 33 |9 ngapore 147.237.77. 216 |dover.idf . il Ostributed Waut hori zed URL Access on waw i df.il/error. htm Bl ock
149. 50. 15. 180 |l srael 147.237.77.216|dover.i df .i | Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock
208.115.113.82 |lhited Sates |[147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to tikshuv.idf.il/nain/giyus/general .aspx |B ock 1
: WA, chamat z. aka. i |untraceabl e S Sessions: Protocol viol ation
184.168. 75. 231 |lhited Sates |147.237.77.226 df il (SSL_CONN CLI ENT_HELLO) None 1
169. 229. 3. 91 Uhited Sates [147.237.77.19 [lawforumidf.il Illegal Byte Qode Character in URL d ‘2" [[ #8«H ] Vin%s fe B ock 1
. - Unaut hori zed URL Access to
66. 249. 93. 50 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
217.20.171.93 |Wkraine 147.237.76.86 |navy.idf.il Mil ti pl e Unaut hori zed URL Access from 217.20.171. 93 B ock 1
169. 229. 3. 91 Lhited Sates [147.237.76.31 |nakchal .idf.il Abnormal |y Long Request net hod B ock 1
Unknown Par anet er
109. 66. 0. 246 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMii n$TochenPl acetbl der $ct | 13$ct | 02$ct | 03$txt Field  [None 1
inaka idf.il/nain/giyus/questionnaire. aspx
207.46.13.129 |lLhited Sates [147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to waw navy. i df.il/capt cha. ashx Bl ock 1
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