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|Top Attackers | n DDoS- Def ence |

04-15-2016-09:04:04 to 04-15-2016-10:04:04

Attacker Address |Attacker Country |Target Address |Site |signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_|p Véb In drop 1357
134.191.232. 71 | srael 147.237.77. 233 atal.idf.il JIMPurple Gon Linmt _Htp dr op 9
101. 201. 147. 32 Chi na 147.237.0. 17 m ny- kosher -kravi .idf.il bl ock-sp-traf 1 forward 2
184. 105. 139. 94 Lhited Sates 147.237.77. 19 lawforumidf.il Block Np All _Net drop 1
184. 105. 139. 82 Lhited Sates 147.237. 8. 50 e tikshuv.idf.il B ock Np Al Net drop 1
184. 105. 139. 106 Lhited Sates 147. 237. 72. 166 aka.idf.il Block Np Al Net drop 1
184. 105. 139. 86 Lhited Sates 147. 237. 77. 234 hal ag.i df il Block Np Al Net drop 1

85. 25. 217. 46 Ger many 147.237.76. 39 nobi | e. nei tav.idf.il Bl ock_Udp All _Nets dr op 1
184. 105. 139. 122 Lhited Sates 147.237. 8. 28 e nobil e-ks.idf.il Block Np All Net drop 1
184. 105. 139. 70 Lhited Sates 147. 237. 77. 227 e. hanaz. i df .i | Block Np All Net drop 1
184. 105. 139. 94 Lhited Sates 147.237.0. 16 ny- kosher-kravi.idf.il B ock Np Al Net drop 1
184. 105. 139. 122 Lhited Sates 147.237.72. 167 ishurimaka.idf.il Block Np Al _Net drop 1
184. 105. 139. 74 Lhited Sates 147.237.77.212 e.dover.idf.il Block Np Al _Net drop 1




04-15-2016-09:04:04 to 04-15-2016-10:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry et Address |Site |Sgnature Devi ce Action |Count |
106. 38. 241. 149 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 5
173.234.159.250 |lhited Sates 147.237.77.170 |maarachot.idf.il |Cl000074: HITP. najestic bot B ock 2
173.234.159.250 |lLhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
106. 120. 173. 76 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 2
173.234.159.250 |lhited Sates 147.237.77. 74 lawidf.il C1000074: HITP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77.176 |nmat pash.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
173.234.159.250 |lhited Sates 147.237.77.176 |matpash.idf.il C1000074: HITP: naj estic bot Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1




04-15-2016-09:04:04 to 04-15-2016-10:04:04

|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
66. 249. 66. 114 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sA (2) 188
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 78. 159 147.237.77. 216 Lhited Sates dover . idf.il ET SCAN NVAP -sA (2) 2
185. 130. 5. 88 147. 237.76. 196 Li t huani a e.svivaidf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 88 147.237.8.14 Li t huani a e.orchot.idf.il ET SCAN Potential SSH Scan 1
104.192. 0. 18 147.237.0. 33 Lhited Sates idf.il ET SCAN NVAP -sS wi ndow 1024 1
87.229.116. 42 147. 237.76. 42 Hungary refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
68.116. 21. 226 147.237.77. 234 Lhited Sates hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
199. 101. 186. 221 147.237.77. 235 Lhited Sates svivaidf.il ET SCAN NVAP -sS wi ndow 2048 1
185. 130. 5. 88 147. 237.76. 201 Li t huani a e.atal.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 88 147.237.76. 30 Li t huani a hi nush. i df . i | ET SCAN Potential SSH Scan 1
104.192. 0. 18 147.237.77.19 Lhited Sates | aw forumidf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 128. 144. 131 147. 237.77. 234 Canada hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 78. 38 147.237.77. 205 Net her | ands prishaidf.il ET SCAN NVAP -sS wi ndow 1024 1
199. 101. 186. 221 147.237.77. 235 Lhited Sates svivaidf.il ET SCAN NVAP -sS wi ndow 3072 1
199. 101. 186. 221 147. 237.77. 235 Lhited Sates sviva.idf.il ET SCAN NVAP -f -sS 1
185. 130. 5. 88 147.237.77.19 Li t huani a I awforumi dof .i | ET SCAN Potential SSH Scan 1




04-15-2016-09:04:04 to 04-15-2016-10:04:04

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
109. 253. 197. 247 |l srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 16
207.241. 229. 187|Wited Sates |147.237.72.166 |aka.idf.il drop SAMrul e drop 14
79.176. 48. 102 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 10
Sreamng Engine: TCP Invalid i i ssi
37.26.146.156 |l srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. 9
Ret r ansmi ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
79.177.198.55 |Israel 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 8
Sreanming Engine: TCP Invalid i i ssi
212.76.114. 228 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Inval i d segnent retransnission. drop 8
Ret ransmi ssi on Packet dr opped.
5.28.183. 147 I srael 147.237.72. 166 |aka. i df .i drop First packet isn't SWN drop 7
Sreamng Engine: TCP Invalid i i ssi
37.26.148.164 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. -y 6
Ret r ansmi ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
109. 65. 110. 250 |Israel 147. 237. 77. 243 |nobi | e. i of . | Streaning Engine: TCP Invalid invalid segnent retransnission. drop 6
Ret ransm ssi on Packet dr opped.
149.50. 9.5 | srael 147.237.0.15 |kosher-kravi.idf.i|[SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
2.53.48.115 I srael 147.237. 77. 216 |dover . i df . i1 Bad TCP sequence SINHAK retransmt with different oo s
w ndow scal e
79.182.134. 125 |Israel 147.237.72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
2.53.153.118 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
79.177.198.55 | srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SINAK retransmt with different Joooiior
w ndow scal e
79.182.134.125 |Israel 147.237.72. 156 |anan. i df .i Bad TCP sequence Inval i d AGK nunber aert 4
79.182.134. 125 |l srael 147.237. 72. 156 |anan.i df . i | Bad TCP sequence Invalid sequence nunber noni t or 4
79.177.198.55 |[lIsrael 147.237.72. 166 |aka. i df .i | SYN At ack SYN -> SYN-ACK -> Ti meout alert 4
2.53.153.118 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber aert 3
Sreaning Engine: TGP Invalid i i ssi
46.19. 85. 55 I srael 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.180. 9. 30 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
2.55.132.205  |Israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.182. 181. 229 i srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
66.249.66.50  |Wnited Sates |147.237.0.34 |tikshuv.idf. il 9 =9 Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176.13.2.175  |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
46.19.85.112  |israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
84.108. 181. 205 |lIsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
31.168.147.64 |Israel 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransnission. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TCP Invalid i i ssi
87.71.45. 12 I srael 147. 237.77. 243 |nobile. i f .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
5.29.149. 241 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 3
Sreaning Engine: TQP Invalid i i ssi
85.130. 130. 165 |Israel 147.237.77. 243 |nobi | e. i of .| g =g Invalid segnent retransnssion. drop 3
Ret ransm ssi on Packet dr opped.
62.219.162.14 |lsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TGP Invalid i i ssi
2.53.149.231  |israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.178. 163. 254 i srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
84.95.208.20  |Israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.55. 48, 228 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
5.29. 149. 241 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
5.28.183. 147 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence noni t or
. . SYNHAK retransmit with different .
62.219.162. 14 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence vi ndow scal 6 noni t or 3
213.8.204. 63 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 2
207. 46. 13. 53 Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
84.108. 181. 205 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 2
185.3.147.215 |l srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval id ACK nunber noni t or 2
5.22.130. 252 I srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
109. 253. 197. 247|l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 2
69.117.245.119 |Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 2
185. 3. 147. 215 |Israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber noni t or 2
5.22.131. 96 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or 2
5.28.183. 147 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 2




04-15-2016-09:04:04 to 04-15-2016-10:04:04

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.13.6.38 | srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 79
109. 253. 138. 86 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 36
176. 13. 21. 46 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 25
37.26.146.168 |lsrael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 14
93.226. 159. 130 [Ger many 147.237.77.216|dover . i df . i Distributed Suspici ous Response Qode B ock 3
87.71.45.12 I srael 147.237.77.216|dover.idf .l Mil tiple Unaut horized URL Access from87.71. 45, 12 B ock 3
80.246. 133. 174 |l srael 147.237.77.216|dover . i df . i1 Ostributed Lhauthorized UR. Access on waw idf.il/error. htm Bl ock 2
219. 74. 180. 185 |9 ngapor e 147.237.77.216|dover . i df . i Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock 2
219. 74.180. 192 |9 ngapore 147.237.77.216|dover.idf .l Distributed Whaut hori zed URL Access on wwuidf.il/error. htm B ock 2
188. 143. 232. 123 R‘SIS:;”i o 147.237.0.34 |tikshuv.idf.il |Mitiple Unauthorized URL Access from 188.143. 232. 123 B ock 1
122.166.172.36 [India 147.237.72. 166 [aka. i df . i | D stributed Unaut hori zed URL Access on waw aka.idf.il/wp-1ogin. php |B ock 1
. . Unaut hori zed URL Access to
87.71.45.12 | srael 147.237.77. 216 |dover . i df . i | waw i df . i |/ docunent t enpl at es/ opgener al nobi | e/ 2088/ 11334 Bl ock !
66.249.78.159 |[Israel 147.237.77.216|dover.i df . i Unaut hori zed URL Access to wwidf.il/english/history/history/stm B ock 1
203.127. 96. 233 |9 ngapore 147.237.77.216|dover.idf .l Distributed Whaut horized URL Access on wwuidf.il/error. htm B ock 1
107. 200. 209. 212|Uhited Sates |147.237.72.166|aka. i df . il Distributed Unaut hori zed URL Access on waw aka.idf.il/wp-1ogin. php |B ock 1
219. 74. 166. 227 |9 ngapor e 147.237.77.216|dover.i df . i Dstributed Lhauthorized LR Access on waw idf.il/error. htm B ock 1
Russi an . . . Paraneter Type Mol ation Folderld in

188.143. 232,123 Federation 147.237.0.34  |tikshuv.idf. il w ti kshuv. i df . i |/ nodul es/ f or uns/ f or um aspx Bl ock !
128.232.110. 28 |United Kingdom|147.237.77.19 |l awforumidf.il |Wauthorized LR Access to 147.237.77.19/ Bl ock 1
89.139.46.173 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for wwu aka. i df . i |/ mai n/ sachar/ def aul t. aspx |Bl ock 1
66.249. 78.234 |Israel 147.237.72. 166 |aka. i df . i | Dstributed Lhaut hori zed URL Access on 147. 237. 72. 166/ r obot s. t xt B ock 1
203. 127. 96. 244 |S ngapor e 147.237.77.216|dover. i df . il Distributed Uhaut hori zed URL Access on wawn i df.il/error. htm B ock 1
219. 74. 166. 247 |9 ngapore 147.237.77.216|dover.idf.il Distributed Whaut horized URL Access on wwuidf.il/error. htm B ock 1
82.81.2.165 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Untraceabl e SSL Sessions from82.81.2.165 (CQpen Mde) None 1
199. 30. 25. 134 Lhited Sates 147.237.77.216|dover.idf .il D stributed Whauthorized URL Access on waw idf.il/error.htm Bl ock 1
130. 193. 51. 81 F“Sf;;”i on 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to wwn | aw i df . i1/ 163- 6958- en/ pat zar . B ock 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df.il/newsitelenglish Bl ock 1
207.46.13.48  [lhited Sates [147.237.77.74 [lawidf.il thaut hori zed URL Access o Bl ock 1

wan nag. i df . i 1/t enpl at es/ shar ed/ user cont r ol s/ | obbyi nf ocent eri t ent

. . Uhaut hori zed URL Access to
66. 249.78. 246 I srael 147.237.72.166 [aka. i df . i | 147. 237. 72. 166/ nai n/ gi yus/ r esour ces/ st yl es/ gi yusnast er Bl ock !

Uhaut hori zed URL Access to

180. 76. 15. 32 Chi na 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ shared/ cl i ent scri pt s/ i nagevi deogal | eryl obby/ i nagevi deog |Bl ock 1
allerylobby.js

119. 73. 253. 4 S ngapor e 147.237.77.216|dover.idf .l Distributed Whaut horized URL Access on wwvidf.il/error. htm B ock 1

82.81.2.165 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1

Paraneter Read Qnly Molation in

46.19.85. 216 | srael 147.237.72.166 aka. i df . i | vy aka. i df . i |/ nai n/ sachar/regi strati onw zar d/ r egi st er. aspx None !
203.127.58. 228 |9 ngapore 147.237.77.216|dover.idf .il Distributed Whaut horized URL Access on wwuidf.il/error. htm B ock 1
157. 55. 39. 204 Lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
213.254.241.7 |France 147.237.72.166 |aka. i df . i | mnzk\/\; i?ﬁ?‘;ﬁ nfts;gg:ffégfoﬁtfi;‘:h in None 1
68. 41. 54. 48 Lhited Sates |147.237.77.216|dover.idf .il Uhaut hori zed URL Access to vww i df . il/894-en/i df gdover. aspx B ock 1
184.172.172.26 |nited Sates |147.237.76.86 |[navy.idf.il Uhaut hori zed LRL Access to navy.idf.il/bl og/ wp-adm n/ B ock 1
122.166.172.36 |India 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 1
66.249.64.230 I srael 147.237. 77. 216 |dover . i df . | o o o e e/ dover . aspx Bl ock 1
203. 127. 96. 220 |9 ngapor e 147.237.77.216|dover . i df . i Dstributed Lhauthorized LR. Access on waw idf.il/error. htm B ock 1
176.13.2.175  [Israel 147.237.77. 216 |dover . i df . i | m“it:f?riilffznpﬁ :Cyctisn; ool o qeneri o Bl ock 1
107. 200. 209. 212|Uhited Sates  [147.237.72.166|aka. i df . il Dstributed PHP Attenpt B ock 1
219.74.35.186 |9 ngapore 147.237.77.216|dover.idf .l Distributed Whaut horized URL Access on wwuidf.il/error. htm B ock 1
Unknown Paraneter docld in
77.126.235.175 |[Israel 147.237.72. 166 [aka. i df . i | wwe aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i mages/ mast er/ f avi con.  |[None 1
gf
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