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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address |Site

|Signature

|Device Action [Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 1451
120. 132. 50. 135 Chi na 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 forward 4
81. 223. 49. 99 Austria 147.237.76. 197 e. hinush.idf.il JLMPurple Gon Limt Htp drop 1
94. 102. 52. 10 Net her | ands 147.237.77. 61 e.cogat.idf.il B ock Np Al Net drop 1
209. 126. 127. 16 Lhited Sates 147.237. 8. 45 e.eitanidf.il Bl ock_ Udp Al _Nets drop 1
81. 223. 49. 99 Austria 147.237.76. 198 e.yohal an.idf.il JLMPurple Gon Linmt Htp drop 1
209. 126. 127. 16 Lhited Sates 147.237. 8. 50 e.tikshuv.idf.il ock Wp Al _Nets drop 1
81. 223. 49. 99 Austria 147.237.76. 200 eitan. aka.idf.il JLIMPurple Con Limt_Htp dr op 1
216. 218. 206. 83 Lhited Sates 147.237.77. 226 W chanat z. aka. i df . i | Bl ock Wdp Al Nets drop 1
81. 223. 49. 99 Austria 147.237.76. 201 e atal.idf.il JLIMPurple Con Linmit Htp drop 1
209. 126. 127. 16 Lhited Sates 147.237. 8. 28 e.nobil e-ks.idf.il Bl ock_ Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site Devi ce Action |Oount
106. 38. 241. 149 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 5
173.234.159.250 |wited Sates 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot B ock 4
178. 137. 90. 202 kr ai ne 147.237.77.216 |dover.idf.il 15323: HTTP. User-Agent (MRSPUTN K) Bl ock 3
37.26.148. 155 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
51. 255. 201. 89 France 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot B ock 2
51. 255. 201. 89 France 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot Bl ock 2
51. 255. 201. 89 France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |matpash.idf.il [ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 154 | srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LR Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
112.196. 49. 101 [147.237.0.35 |india akavs. i df.il ET SCAN NVAP -sS wi ndow 4096 1
200. 195. 135. 82 |147.237.8.45 |Razil eeitanidf.il ET SCAN NVAP -sS w ndow 4096 1
112. 196. 49. 101 |147.237.0.35 |India akavs. i df .i | ET SCAN NVAP -f -sS 1
195. 154. 54. 169 [147.237.77.74 |France lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
87.229.116.42 |147.237.0.35 |Hungary akavs. i df . i | ET SCAN NVAP -sS w ndow 1024 1
185. 130. 5. 88 147. 237. 77. 243 |Li t huani a nobi | e.idf il ET SCAN Potential SSH Scan 1
37.97.143.205 |147.237.76.38 |Netherlands [e.eneitav.idf.il ET SCAN NVAP -sS wi ndow 4096 1
185. 130. 5. 88 147. 237. 77. 227 |Li t huani a e. hanaz. i df .il ET SCAN Potential SSH Scan 1
185. 130. 5. 88 147. 237. 77. 212 |Li t huani a e. dover.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 88 147.237.77. 121 |Lithuani a e.navy.idf.il ET SCAN Potential SSH Scan 1
173.65. 154. 27 |147.237.8.50 |Uhited Sates |e.tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
112. 203. 215. 95 |147.237.76.31 |Phili ppines nakchal .i df.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connect i ons, 1
Potential Scan or Brute Force
112.196. 49. 101 |147.237.0.35 |india akavs. i df . i | ET SCAN NVAP -sS w ndow 2048 1
200. 195. 135. 82 |147.237.8.45 |Eazil e.eitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
106. 184. 2. 29 147. 237. 77. 205 [Japan prishaidf.il ET SCAN Potential SSH Scan 1
82.117.208. 243 |147.237.77. 235 sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 130. 5. 88 147. 237. 77. 234 |Li thuani a hal ag.idf.il ET SCAN Potential SSH Scan 1
37.97.143.205 |[147.237.76.38 [Netherlands |e.e.nmitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 130. 5. 88 147. 237. 77. 226 |Li t huani a waw chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
185. 130. 5. 88 147. 237. 77. 170 |Li t huani a nmar achot . i df .i | ET SCAN Potential SSH Scan 1
185. 130. 5. 88 147.237.8.28 |Lithuania e.nobi | e-ks. i df .i ET SCAN Potential SSH Scan 1
122 117 163. 144|147 237 0. 15 |Tai ven vosher-kravi i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry |Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
109. 253. 197. 247l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber nonitor |18
S reanming Engi ne: TCP i i ssi
31.168.66.62  [Israel 147.237.72. 166 |aka. i df . | mng Enhgine: 1 Invalid segnent retransmssion. | . 15
Invalid Retransnission Packet dropped.
149. 78. 154. 69 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
Sreamng Engi ne: TCP i i ssi
79.179.22.35  |israel 147. 237. 72. 166 |aka i of . i | mng Engine: 1 Invalid segnent retransmssion. |, . 6
Inval i d Retransmnission Packet dr opped.
79.183. 224. 168 |l srael 147. 237.72. 156 |anan. i df .i| SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
82.81.57. 4 I srael 147.237.77. 216 |dover. i df. i1 Bad TCP sequence Inval i d ACK nunber nonitor |5
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
79.177.174.40 |lsrael 147.237.72. 166 |aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Tineout [reject 4
46. 19. 85. 219 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
79.177.174.40  |israel 147.237.72. 166 |aka. i df .| Bad TCP sequence SINGAKC retransmt with moni tor |4
di fferent w ndow scal e
118.151. 157. 17 |Japan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
S reaning Engi ne: TCP ' i ssi
2.53.31. 156 I'srael 147. 237. 72. 166 |aka. i f . i mng tngine- 1 Invalid segnent retransmssion. | . 3
Inval i d Retransm ssion Packet dropped.
S reaning Engi ne: TCP i i ssi
178. 255. 215. 87 |France 147. 237. 72. 166 |aka. i f . M Nng Engine: 1 Invalid segnent retransmssion. |, . 3
Inval id Retransm ssion Packet dropped.
Streamng Engi ne: TCP Invalid segnent retransnission
2.53.35.24 | srael 147.237.72. 166 |aka. i df i ) . " |dro 3
Inval i d Retransmission Packet dr opped. P
S reani ng Engi ne: TCP i i ssi
185. 120. 126. 23 |Israel 147. 237. 72. 166 |aka i of . i | mng tngihe. Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
46. 19. 85. 224 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
S reani ng Engi ne: TCP ' i ssi
37.26.147.135 | srael 147. 237. 72. 166 |aka. i f . i mng tngine- 1 Invalid segnent retransmssion. | . 3
Inval i d Retransm ssion Packet dropped.
S reanmi ng Engi ne: TCP i i ssi
66.249.66.50  |Lnited Qates 147.237.0.34  |tikshw.idf.i M Nng Engine: 1 Invalid segnent retransmssion. |, . 3
Inval i d Retransm ssion Packet dropped.
Pal esti ni an s -
188. 161. 116. 98 Territory, Ceeupi ed 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 3
S reanming Engi ne: TCP i i ssi
79.180.130.38 |l srael 147. 237. 72. 166 |aka. i of . i | mng Enhgine: 1 Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dropped.
S reani ng Engi ne: TCP ' i ssi
46.19.85.185  |israel 147. 237. 72. 166 |aka. i f . i mng tngine- 1 Invalid segnent retransmssion. | . 3
Inval i d Retransm ssion Packet dropped.
S reanming Engi ne: TCP Invalid segnent retransnission
82.81.57.4 | srael 147.237.72. 166 |aka. i df . il . L. " |dro 3
Inval i d Retransm ssion Packet dropped. P
54.72.73.168 Irel and 147.237.77. 216 |dover. i df il drop First packet isn't SWN drop 2
149.78.154.69 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |2
138.134.192. 10 |l srael 147.237.77.233 |ata .idf.il dr op Frst packet isn't SN drop 2
5.22.130. 99 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni tor |2
46. 19. 85. 10 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |2
149. 202. 239. 134|F ance 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
81.218.55.253 |Israel 147.237.72. 166 |aka. i df .i | drop First packet isn't SWN drop 2
: R SYNtACXK retransmt wth .
195. 76. 232. 154 |Spain 147.237.77. 216 |dover. i df il Bad TCP sequence different vindow scal noni tor |2
S reanmi ng Engi ne: TCP i i ssi
157.55.39.98  |United Sates 147.237. 76. 200 |ei tan. aka. i df .i M Nng Engine: 1 Invalid segnent retransmssion. |, . 2
Inval i d Retransm ssion Packet dropped.
118. 193. 163. 150|Chi na 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber noni tor |2
74.82.47.8 Lhited Sates 147.237.76. 177 |ncore.idf . i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 189 I srael 147. 237. 77. 216 [dover.i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
200. 74. 240. 180 |Panama 147.237.0.200 |mdu.idf.il Geo- 1 ocation enforcement  [C20! ocation inbound drop 1
enf or cenent
31.168.170.54 |lIsrael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
80.82.70.198  |Nether ands 147. 237. 77. 227 |e. hanaz. i df . | Geo- 1 ocation enforcenent  [C20-! ocation inbound drop 1
enf or cenent
120.132.84.59 |China 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
87.70. 89. 119 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d sequence nunier noni t or 1
38.229.1.15 Lhited Sates 147.237.0.33 [idf.il drop drop 1
81.223.49.99  |Austria 147.237.0.17 ;“I"Iy kosher-kravi.id |oun At ack SYN -> SYN-ACK -> Tineout |reject 1
184. 105. 247. 246 |Wnited Sates 147.237.77. 226 :"l"‘w chanatz. aka. 1df- 1oy aft ack SYN -> SYN-ACK -> RST rej ect 1
80. 82. 70. 198 Net her | ands 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |reject 1
74.82.47.11 Lhited Sates 147. 237. 76. 147 [chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 226. 240! srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
84.108. 251. 110 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
200. 74. 240. 180 |Pananma 147.237.8.24 |e.lifestyleidf.il Geo- | ocation enforcenent  [C20-! ocation inbound drop 1
enf or cenent
31.210.188.38 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni tor |1
80. 230.223.84 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Tineout [reject
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
219. 74. 180. 192 |S ngapor e 147.237.77. 216 |dover.i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
2.53. 47. 246 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 2
93.226.159. 130 |Ger many 147.237.76.86 |navy.idf.il Suspi ci ous Response Code B ock 2
120. 132.50. 135 |Chi na 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to waw qyer. coni 894- he/ at al . aspx B ock 1
80. 230. 223. 206 |l srael 147.237.77. 216 |dover.idf . il Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 1
79.176.107. 159 |[Israel 147.237.72. 166 [aka. i df . i | Illegal Byte Qode Character in Header Nane TG B ock 1
203. 127.58. 231 |S ngapore 147.237.77. 216 |dover.i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
2.53.153.93 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in LR B ock 1
112.134.80.217 |Si Lanka 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 1
79.176.107. 159 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Malformed URL from 79.176. 107. 159 B ock 1
54. 165. 3. 60 Lhited Sates |147.237.77.176 [nat pash. i df il Uhaut hori zed URL Access to www cogat . idf.il/894-en/ - B ock 1
138. 134.192. 10 |lIsrael 147.237.77.233|atal . i df.il Unaut hori zed LRL Access to 147.237. 77. 233/ 1240- he/ at al . aspx B ock 1
80. 230. 223. 227 |l srael 147.237.77.216|dover.i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
79.176. 107. 159 |l srael 147.237.72. 166 |aka. i df . i | Illegal Byte Gode Character in Header \al ue B ock 1
203.127.96. 215 |9 ngapore 147.237.77. 216 |dover.idf.il Ostributed Wnhaut hori zed URL Access on waw idf.il/error.htm B ock 1
31. 168. 66. 62 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/matash Bl ock 1
112.134.80.217 |Si Lanka 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to wwy aka. i df.il/wp-1ogin. php B ock 1
79.176.107. 159 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unknown HTTP Request Method from 79. 176. 107. 159 B ock 1
66.249.64.131 | srael 147.237.72. 166 |aka. i df . i | ﬂ?ugggr;éei%ﬁ‘l stcf;sa;; i es/ 6 71706 pck Bock |1
141.8.184. 11 gs::;”i on 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to waw | aw i df . il|/589-he/ pat zar . aspx= B ock 1
81. 223. 49. 99 Austria 147.237.0.15 |kosher-kravi . i df . i|unaut hori zed URL Access to / Bl ock 1
Illegal Byte Qde Character in URL *z/ O-; [[#21]]3 T w YAli yyni
79.176. 107. 159 |l srael 147.237.72. 166 [aka. i df . i | UL [#41] [[#23]] t[[#12]] 14 #26] 1 [ [#28]] ul [ W3Li sY]]10cy 208~ Bl ock 1
goov-"dl G7bNYf | [ #8[ [ 2 GB"

208.115.113.82 [lnited Sates [147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to tikshuv.idf.il/nain/giyus/ general . aspx B ock 1
40.77.167. 83 Uited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
118. 193. 163. 150|Chi na 147.237.77. 176 |nat pash. i df . i | m“;:é’;tilzizc:.msﬁggzlsu;:momml of header upper Bock |1
79.176.107. 159 |Israel 147.237.72. 166 |aka. i df . i | NULL Character in Header Nane at TG B ock 1
66. 249. 78. 95 | srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77. 216/ 894-en/ i df gdover . aspx Bl ock 1
157. 55. 39. 27 Lhited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robots. t xt B ock
87.70.85.119  |Israel 147.237. 72. 166 |aka. i df . i | shknoun Z?fﬁ’;e;;rnlgx]%fmm n None |1
79.176.107. 159 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Abnormal |y Long Request from 79.176. 107. 159 B ock 1
212.76.105.181 [Israel 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i nages/ shared/ bul | et 1. gi f [B ock 1
52.23.219.181 |thited Sates |147.237.77.176|nat pash.idf.i | Unaut hori zed URL Access to wun cogat. i df.il/1930-en/ - B ock 1
119.73. 253. 4 S ngapor e 147.237.77.216|dover.i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
80. 230. 223. 106 [l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ 894- he/ nakhal . aspx B ock 1
66. 249. 82. 94 I srael 147.237.77.216|dover.idf . il D stributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 1
176.13. 3. 239 I srael 147.237.0.19 |madimatal .idf.il [Suspicious Response Code B ock 1
79.176.107. 159 [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in Method from79.176. 107. 159 B ock 1
219.74.148.111 |9 ngapore 147.237.77. 216 |dover.i df . il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
54.165.3.60  |Uted Sates [147.237.77.176|matpash.idf.il [T icigi??ﬁf,??t/ h /rie;;;zlshar ed hore. prg Bock |1
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