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|Top Attackers | n DDoS- Def ence |

04-15-2016-07:04:09 to 04-15-2016-08:04:09

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 1345

101. 201. 147. 32 Chi na 147.237.0.15 kosher-kravi .idf.il bl ock-sp-traf 1 forward 2

204. 42. 253. 2 Lhited Sates 147.237. 76. 86 navy.idf.il ock Np Al Net drop 2
184.105.139. 112 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Block Np All _Net drop 1

184. 105. 139. 104 Lhited Sates 147. 237. 8. 46 e.chinuch.idf.il B ock Np Al Net drop 1

66. 240. 236. 119 Lhited Sates 147. 237. 76. 42 refuah.idf.il Block Np All Net drop 1

184. 105. 139. 104 Lhited Sates 147. 237. 77. 178 e. mat pash. i of .i | Block Np All Net drop 1




04-15-2016-07:04:09 to 04-15-2016-08:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
106. 38. 241. 149 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 5
69.197. 177. 50 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1




04-15-2016-07:04:09 to 04-15-2016-08:04:09

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
107. 158. 255. 194 147.237.76. 199 Lhited Sates e. nakchal i df .i | ET SCAN NVAP -f -sS 1
104. 171. 126. 27 147. 237.77. 234 Lhited Sates hal ag.i df.il ET SCAN NVAP -sS wi ndow 3072 1
104. 171. 126. 27 147.237.77. 234 Lhited Sates hal ag.idf.il ET SCAN NVAP -f -sS 1
97.74.4.26 147. 237.72. 217 Lhited Sates eidf.il ET SCAN Potential SSH Scan 1
97.74.4.26 147. 237. 72. 156 Lhited Sates aman. i df .l ET SCAN Potential SSH Scan 1
173. 65. 154. 27 147. 237. 8. 46 Lhited Sates e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
89.216. 119. 94 147.237.8. 27 e.madi matal .idf.il ET SCAN NMAP -sS wi ndow 4096 1
165. 138. 213. 4 147. 237. 76. 202 Lhited Sates e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
23.102. 168. 255 147. 237. 76. 198 Lhited Sates e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 3072 1
107. 158. 255. 194 147. 237.77. 227 Lhited Sates e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 3072 1
14.172.3.137 147. 237. 76. 196 M et nam e svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
107. 158. 255. 194 147. 237. 76. 199 Lhited Sates e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
13. 92. 100. 128 147.237. 8. 46 Lhited Sates e. chinuch.idf.il ET SCAN NVAP -f -sS 1
106. 184. 2. 29 147.237.8.14 Japan e.orchot.idf.il ET SCAN Potential SSH Scan 1
104. 171. 126. 27 147. 237.77. 234 Lhited Sates hal ag.idf.il ET SCAN NVAP -sS w ndow 2048 1
97.74.4.26 147. 237.76. 177 Lhited Sates ncore.idf.il ET SCAN Potential SSH Scan 1
97.74.4.26 147. 237. 72. 166 Lhited Sates aka.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 88 147. 237. 76. 202 Li t huani a e.halag.idf.il ET SCAN Potential SSH Scan 1
97.74.4.26 147.237.0.19 Lhited Sates nedi matal .idf.il ET SCAN Potential SSH Scan 1
173. 65. 154. 27 147.237.8. 14 Lhited Sates e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 216. 119. 94 147.237. 8. 27 e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 3072 1
165. 138. 213. 4 147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
23.102. 168. 255 147. 237. 76. 198 Lhited Sates e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
107. 158. 255. 194 147. 237. 76. 199 Lhited Sates e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 4096 1
13. 92. 100. 128 147.237.8. 46 Lhited Sates e. chinuch. i df .il ET SCAN NVAP -sS w ndow 2048 1




04-15-2016-07:04:09 to 04-15-2016-08:04:09

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
41.37.14. 115 Egypt 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 20
41.37.14. 115 Egypt 147.237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 10
46. 19. 85. 204 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect
89.138.249.15 |lsrael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop
e SYNVACK retransmt wth different .
41.37.14.115 Egypt 147. 237.77. 216 |dover.idf .i Bad TCP sequence vi ndow scal e noni t or 8
212.143.142.56 |l srael 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 7
Sreaming Engine: TCP Invalid i i ssi
85.64.123.252  |Israel 147.237.0.19 |madimatal .idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
79.181.148. 193 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | o 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
40.77.167.78  |Wwited Sates |147.237.72.166 |aka idf. il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansn ssi on Packet dr opped.
79.176.130. 195 |l srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
. . SYNVACK retransmt wth different .
79.176.130. 195 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence wi ndow scal e monitor |6
Sreanming Engine: TCP Invalid i i Ssi
2.56.51. 199 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |y o 6
Ret ransm ssi on Packet dropped.
37.46.41.139 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 5
212.179.212.12 |l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |5
179.211.231.7 |prazil 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 4
172.56. 4. 25 Lhited Sates |147.237.76.86 |[navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaming Engine: TGP Invalid i i ssi
213.8.163.73  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.181. 102. 110 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
178. 255. 215. 87 |France 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
77.126.165.22 |Israel 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
185.120. 126. 29 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
212.179.212.12 |l srael 147.237. 72. 156 |anan.i df . i | Bad TCP sequence I'nval i d AGK nunber alert
Russi an Co Streaming Engine: TCP Invalid |invalid segnent retransmssion.
141.8.132.112 Federat i on 147.237.72.166 |aka.idf .il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaming Engine: TGP Invalid i i ssi
82. 81. 40. 83 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
79.178. 145. 242 | srael 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
176.13.16. 156 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
Russi an . Co Streaming Engine: TCP Invalid |invalid segnent retransmission.
141.8.142.1 Federat i on 147.237.76. 200 |eitan. aka.i df . il Ret 1 ansni ssi on Packet dr opped. drop 3
144.76.30.236  |Ger many 147.237.77. 176 |nat pash. i df .i | drop SAMrul e drop 2
37.142.64.120 |Israel 147.237.0.34 [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber alert 2
37.142.64.120 |Israel 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 2
162.208.92.66 |Wited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
185. 3. 144. 26 | srael 147.237.72. 166 |aka. i df il Bad TCP sequence Invalid ACK nunber noni t or 2
Sreamng Engine: TCP Invalid i i ssi
207.46.13.146 |lnited Qates  |147. 237, 72. 166 |aka i of .i | 9 =g Invalid segnent retransmssion. |, 2
Ret ransm ssi on Packet dropped.
74.82.47.52 Lited Sates [147.237.8.24 |elifestyle.idf.il |Geo-1ocation enfor cement Geo-1 ocati on i nbound drop 1
enf or cenent
106. 186. 113. 132|Japan 147.237.76.34 |yohalan.idf.il drop SAMrul e drop
185.3.144.117 |l srael 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d AGK nunber noni t or
141.212.122. 209|wnited Sates  [147. 237. 77. 227 [e. harmz. i of .1 Geo- | ocati on enf or cenent gi?olrzgii'nfn  nbound drop 1
46. 19. 86. 144 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence I'nval i d AGK nunber alert 1
37.187.114. 171 |France 147.237.76.39 |nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
101. 201. 147. 32 |China 147.237.0.15  |kosher-kravi.idf.il|Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
5.102.195.214 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |1
80.82.70.198  |Netherlands  |147.237.76. 196 |e. sviva.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
184. 105. 247. 210|wnited Sates  [147.237. 76. 202 [e. hal ag. i of .1 Geo- | ocati on enf or cenent ﬁ?;'rggz:nfn I nbound drop 1
159. 226. 95. 66  |Chi na 147.237.76.30 |[hinush.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
109. 253. 134. 13 |Israel 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACGK nunber alert
216.218.206.84 |lWhited Sates |147.237.77.121 e navy.idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
87.69.21. 33 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber alert 1
185.3.147.213 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 1
46. 19. 86. 144 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d AGK nunber monitor |1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site dgnature Action ‘Count
85.64.123.252 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 242
176.13.11. 36 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 16
208.115.113.88 |lLhited Sates 147.237.76.86 |navy.idf.il Ml tiple Uhauthorized URL Access from 208. 115. 113. 88 B ock 12
85.64.123.252 |[Israel 147.237.0.19 |[nadimatal .idf.il Autonat ed MUl nerability Scanning Vi B ock
198. 50. 189. 250 [Canada 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 198. 50. 189. 250 B ock
66. 220. 145. 246 |Lhited S ates 147.237.77.216|dover.i df . il D stributed Lhauthori zed URL Access on waw i df.il/error. htm|B ock
. . Ml tipl e Whaut horized Method for Known URL from
79.181.102. 110 |Israel 147.237.72. 166 |aka. i df . i | 9. 181. 102. 110 B ock 2
66. 249. 66. 1 I srael 147.237.77. 176 |mat pash. i df . i | D stributed Suspici ous Response Code B ock 1
’ . . Unaut hori zed URL Access to
40.77.167. 78 Lhited Sates 147.237.72. 166 |aka. i df . i | aka. i df.i1/ri ght's/ aspl hore. asp/ i nf o. asp B ock 1
Russi an - - Unhaut hori zed URL Access to
141.8.132.2 Federati on 147.237.77.74 [lawidf. il wan | aw i df . i1 /592- 6584- en/ pat zar . aspx, Bl ock !
79.181.102. 110 |israel 147.237.72. 166 |aka. i df . i | thaut hor i zed et hod HEAD T or B ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
66.33.212. 11 Lhited Sates 147.237.76.200|ei tan. aka. i df . i | Uhaut hori zed URL Access to eitan. aka. idf.il/wp-admn/ B ock 1
. - Unhaut hori zed URL Access to
66.249.78.234 |[Israel 147.237.72.166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx B ock 1
198. 50. 189. 250 |Canada 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
Russi an . .
46.0.52.15 erati on 147.237.77.74 |lawidf.il PHP Att enpt B ock 1
157.55.39. 4 Lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to ww idf.il/1116- he/ &—a! 4—A€|B ock 1
79.182. 110. 251 |l srael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed HTTP Met hod B ock 1
66. 220. 145. 245 [lnited Sates 147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm|B ock 1
186. 202. 150. 86 |Brazil 147.237.76.200|ei tan. aka. i df . i | Uhaut hori zed URL Access to eitan. aka.idf.il/wp/wp-admn/ |8 ock 1
97.74.215.78 Lhited Sates 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to tikshuv.idf.il/wp/ wp-adnin/ B ock 1
72.29.127.17 Lhited Sates 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/wp-admn/ B ock 1
46.0.52.15 RJSIS:;ni on 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www | aw i df.il/xmrpc. php B ock 1
157. 55. 39. 98 Lhited Sates 147.237.72. 166 [aka. i df . i | Uhknown Paraneter catid in aka.idf.il/tiznoret/news/ None
79.182.110. 251 [Israel 147.237.77. 170 [naar achot . i df . i | Uhaut hori zed URL Access to mmarachot.idf.il/pdf/files/8/ B ock 1
186. 202. 153. 123|Brazil 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/blog/wp-admin/  |B ock 1
m ny- kosher - kr avi . i df _ .
37.187.114. 171 |Fance 147.237.0. 17 i Uhaut hori zed URL Access to /irj/portal B ock 1
_ m ny- kosher - kravi . i df _ o
104.131. 30. 114 |Uhited Sates 147.237.0. 17 il Uhaut hori zed URL Access to waw mny-kosher-kravi.idf.il/ |B ock 1
72.167.232.30 [lnited Sates 147.237.76.200(ei tan. aka. i df . il Uhaut hori zed URL Access to eitan. aka.idf.il/blog/wp-admn/ |B ock 1
208.115.113.88 |lhited Sates 147.237.76.86 |navy.idf.il Lhaut hori zed LR Access to navy.idf.il/eitan/ nesiratnei da/ Bl ock 1
; ] . . Uhaut hori zed URL Access to
50.62.161.39  |lhited Sates 147.237.76.200(ei tan. aka.i df . il i tan. aka. i df . i |/ vor dpr ess/ wp- adni v Bl ock 1
167.114. 211. 10 |Canada 147.237.0.34 |tikshuv.idf.il Uhaut hori zed LRL Access to tikshuv.idf.il/test/wp-admn/ B ock 1
79.183.118. 233 |[Israel 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to v idf.il/https:/wwidf.il/ B ock 1
- - Unhaut hori zed URL Access to
66.249.64.131 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ nai 1/ error/ st yl es/ error . css B ock 1
192.249.109. 14 |Canada 147.237. 72. 166 |aka. i df . i | thaut hori zed Met hod PCBT for B ock 1
ww aka. i df . i |/ mai n/ sachar/ about . aspx
37.187.114.171 |France 147.237.76.39 |nobile. neitav.idf.il Lhaut hori zed LRL Access to /irj/portal B ock 1
Russi an . - Unhaut hori zed URL Access to
130.193. 50. 33 Federation 147.237.77.74 |lawidf.il v nag. i df . i | /i mages/ 1. he/ i nf ocent eri t end Bl ock !
Korea, Republic ] . . C e s . .
211.35.53.5 of 147.237.77. 216 |dover.idf.il Lhaut hori zed LRL Access to waw idf.il/international _training |B ock 1
50.62.161.175 [lnited Sates 147.237.76.200(ei tan. aka. i df . il Uhaut hori zed LRL Access to eitan. aka.idf.il/ol d/wp-admin/  |B ock 1
. . . Unaut hori zed URL Access to
176.9. 61. 55 Ger many 147.237.0.34 |tikshuv.idf.il ti kshuv. i df .i | /vor dpr ess/ wp- adri v B ock 1
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