04-15-2016-03:04:06 to 04-15-2016-04:04:06

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

M dover.idf.il

Meitan aka. idf.il

Miawidf.il

M aka.idf.il

M navy.idf.il

M wwn chanat z. aka. i df . i |

[Matal.idf.il

Msvivaidf.il
tikshuv.idf.il

Me navy.idf.il

[Top Targets |
1, 600
1, 200"
800+
Number 400+"
a J
At t acks -\ '.\ U
L . ) ) . « . X .
.\8\ (b.‘\ $\6\ .\&\ .\6\ ) &o é‘\é (b'\&\ \\\8\ .\8\
. o . AN d . .
S R 1 ,\"\ <
& &
@f
Top Tar get

[Top Attackers |

1, 000+

W 167. 114. 156. 16

600- 84. 95. 208. 20
I 64. 233.172. 163

66. 249. 78. 89

Numoer o Il 41.33.231.90
Att(z\cks M 208. 115. 113. 88

©- o . \% N > Q . ' o}
I AR A A R U AR
N RN v CEN N v > >
v © v %

Top Attackers

I 128. 232. 110. 29

l 52. 28. 32. 164
79.182. 31. 65

M 46.117.58.55




04-15-2016-03:04:06 to 04-15-2016-04:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address |Site

|Signature

|Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip V¢b I n drop 1033
204. 42. 253. 2 Lhited Sates 147.237.77.19 lawforumidf.il |Bock Np All _Net dr op 2
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1
89.248.172. 78 Net her | ands 147.237.76. 38 eeneitav.idi.il |Bock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
91. 209. 51. 22 Wrai ne 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot B ock 4
192. 168. 160. 30 I srael 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 3
149. 56. 110. 174 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
162. 210. 196. 98 Lhited Sates 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot B ock 2
62. 210. 148. 246 France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
40.77.167. 4 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
40.77.167. 85 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 158 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

64.233.172. 163 |147.237.77.216|Wited Sates |dover.idf.il ET SCAN NVAP -sA (2) 400
66. 249. 78. 89 147.237.77.74 |Uited Sates |[lawidf.il ET SCAN NVAP -sA (2) 104
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
194.179.92.66  [147.237.77.216|ain dover.idf.il GPL SCAN nmap TCP 2
106. 186. 113. 132|147. 237. 7. 61 |Japan e cogat.idf.il SER_’\/ER-APAO—E_Apache mod_ssl non-SSL connection to SS. port 1
deni al of service attenpt
106. 186. 113. 67 |147. 237. 77. 179 [Japan e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
106. 186. 113. 67 |147. 237. 77. 121 [Japan e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
122.141. 236. 69 |147.237. 76. 197 |Chi na e. hi nush. i df .i | ET SCAN Potential SSH Scan 1
80. 82. 78. 38 147.237.77. 61 |Net her| ands e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
122.141. 236. 69 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
122, 141. 236. 69 |147.237.76.39 [China nobi | e.neitav.idf.i|ET SCAN Potential SSH Scan 1
40. 84. 149. 32 147.237.77.235|lhited Sates |[svivaidf.il ET SCAN NMAP -sS wi ndow 4096 1
113. 240. 250. 154|147. 237. 8. 24 |Chi na e.lifestyleiidf.il |ET SCAN NVAP -sS wi ndow 1024 1
107. 158. 255. 194|147. 237. 77. 235 |Lhited Sates |svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
107. 158. 255. 194|147. 237.76. 44 |lhited Sates |e.refuah.idf.il ET SCAN NMAP -sS wi ndow 4096 1
106. 186. 113. 67 |147. 237. 77. 212 [Japan e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
106. 186. 113. 67 |147. 237. 77. 176 [Japan mat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
122.141. 236. 69 |147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
82.117. 208. 243 |147.237.76.31 nakchal . i df il ET SCAN NMAP -sS wi ndow 1024 1
122, 141. 236. 69 |147.237. 76. 147 [Chi na chinuch.aka.idf.il |[ET SCAN Potential SSH Scan 1
66.249.78.158 |147.237.72.166 |Lhited Sates |[aka idf.il SER\/ER APAO_E_ Apache nod_ssl non-SS. connection to S8 port 1
deni al of service attenpt
122.141. 236. 69 [147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
129 3 185, 57 147.237.8.50  |Fhi i ppi nes o tikshuv.idf il ET SIJAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
40. 84. 149. 32 147.237.77.235|lhited Sates |svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
107. 158. 255. 194|147. 237. 77. 235 |Lhited Sates |svivaidf.il ET SCAN NVAP -sS w ndow 2048 1
107. 158. 255. 194|147. 237. 77. 235 |Lhited Sates |svivaidf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreanming Engine: TGP Invalid

Inval i d segnent retransnission.

Ki ngdom

84. 95. 208. 20 I srael 147.237. 76. 200 |ei tan. aka. i df .i | 2 dro 222
Ret ransni ssi on Packet dropped. P
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
Sreanming Engine: TCP Invalid i i ssi
79.182.31.65  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 12
Ret ransmi ssi on Packet dropped.
46.117.58. 55 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 9
208.115.113.89 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 6
84. 95. 208. 20 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
123.126. 113. 101|Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
139. 162. 216. 112|thited Sates |147. 237. 77. 216 |dover.idf.i| dr op First packet isn't SN drop 4
46.117.58. 55 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
Lhi ted ) s . Geo- | ocati on i nbound
128.232.110.29 | ngdom 147.237.8.27 |e.nadimatal.idf.il |Geo-| ocati on enf or cenent enf or conent drop 2
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
2.53.142. 15 I st ael 147. 237. 77. 243 |rwbi l e.i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
198. 58.103. 115 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 2
87.69.255.212 |Israel 147.237. 72. 166 |aka.i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
Sreamng Engine: TCP Invalid i i ssi
65.55. 210. 207 |Wnited Sates |147.237.76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
52.28.32.164  |Gernmany 147.237.76. 44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 2
enf or cenent
5.102.254. 117 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber nonitor |2
Sreanming Engine: TCP Invalid i i ssi
66.249.78.146 |Wnited Sates |147.237.72. 166 |aka.idf .il 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dr opped.
Lhi ted ] R . Geo- | ocati on i nbound
128.232.110.29 | ngdom 147. 237. 76. 197 [e. hi nush. i df . i | Geo- | ocati on enf or cenent erf or cerent drop 2
Sreanming Engine: TCP Invalid i i ssi
68.180. 230. 155 |United Sates |147.237. 76. 200 |ei tan aka i df il 9 =g Invalid segnent retransmssion. g 2
Ret ransmi ssi on Packet dropped.
Lhi ted s . Geo- | ocati on i nbound
128.232.110.29 | ngdom 147.237. 77. 121 |e. navy. i df .i | Geo- | ocati on enf or cenent erf or cerent drop 2
194.179.92.66 |Sain 147. 237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122, 214|Wited Sates |147. 237. 76. 199 [e. nakchal i df . Geo- | ocati on enf or cenent Sﬁ?;)'rggi'nfn I nbound drop 1
141.212.122. 125|thited Sates |147. 237. 72. 156 |anan.idf .| SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
52.28.32.164  |Germany 147.237.76.34 |yohal an.idf.il drop drop
128.232. 110. 29 z';;gom 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST alert 1
109. 64. 162. 114 |[Israel 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SYN drop 1
159. 226.95.66  |Chi na 147.237.77. 121 |e. navy. i df .i Geo- | ocati on enf or cenent Geo- | ocati on i nbound drop 1
enf or cenent
71.231.82.249 |lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor |1
141.212.122. 131 |hited Sates |147.237.77. 179 |e. nazi .i df .i | SYN Att ack SYN - > SYN-ACK -> RST rej ect 1
52.28.32.164  |Germany 147. 237. 76. 199 |e. nakchal . i df . i Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
128. 232. 110. 29 z";;gom 147. 237.77. 235 |sviva i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
52.28.32. 164 Ger many 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 1
128. 232. 110. 29 LK!i“r:gegom 147.237.76.30 |hi mush.idf.il SYN At t ack SYN -> SYN-ACK -> RST alert 1
141.212. 122. 216 Ui ted Sates |147. 237. 76. 202 |e. hal ag.i df . Geo- | ocati on enf or cenent Sﬁ?;)'rggi'nfn I nbound drop 1
141.212.122. 126|tnited Sates |147.237.76.30 |hinush.idf.il SYN Att ack SYN - > SYN-ACK -> RST rej ect 1
128. 232. 110. 29 LKJ?'r:gegom 147.237.77. 233 |atal .idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
181. 46. 110. 189 |Argenti na 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
74.82.47.12 Uhited Sates [147.237.0.15 |kosher-kravi.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 208|thited Sates |147.237.0.34 [tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
52.28.32. 164 Ger many 147.237.76. 200 |ei tan. aka.idf il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
52.28.32.164  |Gernmany 147.237.0.16 inly'kOSher'kra""'df' SYN At t ack SYN -> SYN-ACK -> Tinmeout  |reject 1
128. 232. 110. 29 z‘;;gom 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
106. 186. 113. 132|Japan 147.237.0.200 |rdu.idf. il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
141.212.122. 216|nited Sates |147. 237. 77. 234 |hal ag.i df .i | SYN Att ack SYN - > SYN-ACK -> RST rej ect 1
141.212.122. 127|nited Sates |147.237.76.30 |hi nush.idf.il SYN Att ack SYN - > SYN-ACK -> RST rej ect
52.28.32.164  |Germany 147.237.76. 148 |gocenter. aka.idf.il  |dr op drop 1
128. 232. 110. 29 z';;gom 147.237. 77. 234 |hal ag.i df . | SYN Attack SYN -> SYN-ACK -> RST alert 1
128. 232, 110. 29 | ted 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST alert 1
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|Top Attackers In V\AF|

A tacker . Devi ce
Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df .i | Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 101
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df .i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 Bl ock 84
208.115.113. 88 |[Lhited Sates 147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 208.115. 113. 88 Bl ock 17
www. chanat z. aka. i df . ) )
84. 95. 208. 20 | srael 147.237.77. 226 il Mil tiple Whauthorized URL Access from 84. 95. 208. 20 B ock 15
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 8
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ostributed PHP At tenpt Bl ock 6
2.53.142.15 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 3
199. 30. 24.105 |Lhited Sates 147.237.77.216|dover. i df . i | D stributed Lhauthori zed URL Access on waw i df.il/error.htm |B ock 3
157.55. 2. 183 Lhited Sates 147.237.77.216|dover.i df . i | D stributed Lhauthori zed URL Access on waw idf.il/error.htm |B ock 3
65.55.210. 144 |lhited Sates 147.237.77.216|dover. i df . i | D stributed Uhaut hori zed LRL Access on wwidf.il/error.htm |B ock 3
199.30.24.171 |uhited Sates 147.237.77.216|dover. i df . i | D stributed Lhauthori zed URL Access on waw i df.il/error.htm |B ock 3
www. chanat z. aka. i df . )
84. 95. 208. 20 I srael 147.237.77. 226 i DOstributed PHP At enpt B ock 3
199. 30. 25. 63 Lhited Sates 147.237.77.216|dover.i df . i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm |B ock
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df .i | Ostributed PHP At tenpt Bl ock
. . . . Untraceabl e S3. Sessions: Protocol violation
106. 186. 113. 132|Japan 147.237.72.167|i shuri maka. i df . il (SSL_OONN LI ENT FELLO) None 2
_ m ny- kosher - kr avi . i df _
184. 105.139.68 |lLhited Sates 147.237.0. 17 i Unhaut hori zed URL Access to 147.237.0.17/ B ock 1
. . S Whtraceabl e Gonnection - Protocol violation
66.249. 78.158 |l srael 147.237.72. 166 [aka. i df . i | (SSL_OONN LI ENT FELLO) None 1
207. 46. 13. 18 Lhited Sates 147.237.77.216|dover. i df . i | D stributed Lhauthori zed URL Access on waw i df.il/error.htm |B ock 1
131.253.25.172 |wited Sates 147.237.77.216|dover . i df .i | D stributed Lhauthori zed URL Access on waw idf.il/error.htm |B ock 1
Russi an ] . Unaut hori zed URL Access to
31.184.238.215 [ - . 147.237.72. 166 [aka. i df . i | vow aka. i df i 1/ yohal an/ f or uns/ asp/ B ock 1
188. 143. 232. 123 RJF Sﬁ::ﬂ on 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to ww | aw i df.il/650-en/ Bl ock 1
. . Unaut hori zed URL Access to
66.249.78. 234 | sr ael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ gi yus/ f or uni asp/ showf or um asp Bl ock !
: . . D stributed Unaut hori zed LRL Access on
207. 46.13. 72 Wited Sates 147.237.77.216|dover.i df . i | vwei o i1/t enpl at es/ ar ti cl ef vt ch B ock 1
131.253. 25. 193 |Uited Sates 147.237.77.216|dover.i df .i | Ostributed Wnaut hori zed URL Access on waw i df.il/error.htm |B ock 1
. . . Unaut hori zed URL Access to
58.111.130.68 [Australia 147.237.77.216|dover . i df .i | vown i df i |/ newsi t &/ engl | Sh/ nai n. asp B ock 1
70. 24. 154. 49 Canada 147.237.77. 170 |maar achot . i df . i | Dstributed PHP At enpt B ock 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/nevsitelenglish Bl ock 1
70. 24. 154. 49 Canada 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot. i df.il/wp-1ogin. php Bl ock 1
208.115.113.88 |[Uited Sates  [147.237.76.86 |navy.idf.il thaut hori zed LRL Access to Bt ock 1
navy. i df . il /chi nuch/ news/ def aul t . asp
157.55.39. 4 Lhited Sates 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to wwidf.il/tenpl ates/article/watch [B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ rmi n/ smal i nd showbi g. aspx B ock 1
83.130. 101. 105 |l srael 147.237.77. 216 |dover . i df . i | Unhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ Bl ock 1
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