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|Top Attackers | n DDoS- Def ence |

Attacker Address

Target Address

Signature

Device Action

Count

|Attacker Country

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 1218
82. 145, 221. 139 Eur ope 147.237.77.216 dover.idf.il Bl ock | p_ VWb In drop 1
89. 248. 160. 138 Net her | ands 147.237.76. 34 yohal an.idf.il Bock Np Al Net drop 1
89. 248. 160. 138 Net her | ands 147.237.77. 227 e hanaz.idf.il B ock Np Al Net drop 1
89. 248. 160. 138 Net her | ands 147.237.77. 233 atal .idf.il B ock Np Al _Net dr op 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Gount ry

rget Address

|Site

Devi ce Action |Oount |

185. 106. 92. 47 Russi an Federation [147.237.76. 30 hi nush.idf.il 20086: HTTP. Mii ebl ackcat Security Scanner B ock 3
109. 64. 153. 33 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL B ock 2
199. 30. 25. 46 Lhited Sates 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
62.98. 17. 225 Italy 147.237.77.216 |dover.idf.il CL000008: HTTP: Xenu User Agent B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147. 237.76. 42 refuah.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
188.214.249.152 |Rormani a 147.237.77.216 |dover.idf.il CL000008: HTTP: Xenu User Agent B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |matpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
198. 20. 69. 74 147.237.77. 227 |Wnited Sates [e hamaz.idf.il ET DROP Dshiel d B ock Listed Source 1
195. 154. 54. 169 |147.237.76.38 |France eeneitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1

ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,

Potential Scan or Brute Force

113. 240. 250. 154(147. 237. 76. 42 |Chi na refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1

ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,

Potential Scan or Brute Force

SERVER APACHE Apache nod_ssl non-SSL connection to SSL port 1

deni al of service attenpt

195. 216. 176. 244(147. 237. 76. 42 |Latvia refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1

ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
1

119. 94. 101. 200 [147.237.76.30 |Philippines hi nush. i df . il

113. 183. 203. 144(147. 237. 76. 31 |V et nam nakchal .idf.il

106. 186. 113. 132|147.237.0.16 |Japan ny- kosher-kravi .i df .il

114.102.109. 51 |147.237.0.35 |China akavs. i df . i | .
Potential Scan or Brute Force

113. 240. 250. 154(147. 237.8.50 |Chi na e tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024

SERVER APACHE Apache nod_ssl non-SSL connection to SSL port
deni al of service attenpt

ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
Potential Scan or Brute Force

106. 186. 113. 132|147. 237. 76. 38 |Japan eenetav.idf.il

67.166.106. 42 |147.237.76.30 |Uhited Sates |hinush.idf.il
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

Sreaning Engi ne: TCP

Inval i d segnent retransnission.

Action

84. 95. 208. 20 I srael 147. 237. 76. 200 |ei tan. aka. i df .i | . . drop 63
Inval i d Retransnission Packet dr opped.
Russi an S -
176. 77. 86. 62 eration 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 43
178. 140. 124. 201 |RUSSI & 147. 237. 77. 216 |dover. i df .1 dro First packet isn't SN dro 42
) ) ) Federation ) U o p P P
Sreamng Engi ne: TCP i i ssi
84.95.208.20  |israel 147.237.72. 166 |aka.i df . mng tngine: 1 nval i d segnent retransmssi on. drop 33
Inval i d Retransmission Packet dr opped.
41.33.231.90 Egypt 147.237. 77. 216 |dover.idf il drop SAMrule drop 32
Russi an S .
178. 140. 87. 205 erati on 147.237. 77. 216 |dover.idf i1 drop First packet isn't SN drop 25
109. 63. 145, 137 |SSIan 147. 237. 77. 216 |dover . i of . i | drop Frst packet isn't SN drop 25
Federati on
93.81.122.89  |ssian 147.237.77. 216 |dover. i df .i | dr op First packet isnt SWN drop 17
.81.122. erati on . 237.77. Jidf.
Sreaning Engi ne: TCP i i SSi
79. 180. 160. 212 |Israel 147. 237.77. 243 |mobile. i f . | mng tngine: Inval i d segnent retransmssi on. drop 12
Inval i d Retransnission Packet dr opped.
66.102.8.164  |wiited Sates |147.237.77.226 "Li"‘l""“:ha"atz'aka"df drop Frst packet isn't SN drop 12
192. 249. 66. 247 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 11
98.77.179.132 |Whited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 8
98.77.179.132 |Whited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence SINVAK retransmt wth different | oo |7
W ndow scal e
95.31.187. 124 R‘SIS::I”ion 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engi ne: TCP i i ssi
84.95.208.20 |israel 147.237.0.34  |tikshuv.idf.il mng tngine: 1 nval i d segnent retransmssi on. drop 6
Inval i d Retransmnission Packet dr opped.
123.126. 113. 101|Chi na 147.237. 77. 216 |dover.idf il drop SAMrule drop
141. 0. 13. 245 Nor way 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Russi an . . -
141.8.132. 78 eration 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
141.0.15.32 Nor way 147. 237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
66.102.8.152  |wited Sates |147.237.77.226 “:"I”“Cha”atz'aka"df drop First packet ismt SN drop 3
S reaning Engi ne: TCP i i sSi
2.53. 24,224 I srael 147. 237. 72. 166 |aka. i of . i | mng tngine. Invalid segnent retransmssion. drop 3
Inval i d Retransnission Packet dr opped.
S reani ng Engi ne: TCP ' i ssi
109. 253. 137. 62 |l srael 147. 237. 72. 166 |aka. i f . i1 mng tngine: ! Inval i d segnent retransmssi on. dr op 3
Inval i d Retransn ssion Packet dr opped.
S reaning Engi ne: TCP i i sSi
46.19.86.133  |Israel 147. 237.77. 243 |nobi le.i df . i1 mng tngine. Invalid segnent retransmssion. dr op 3
Inval i d Retransnission Packet dr opped.
Russi an Do St reaming Engi ne: TCP Invalid segnent retransmssion.
178. 154. 189. 201 : 147.237.72. 166 |aka.i df . i | . . dro 3
Federati on Invalid Retransn ssi on Packet dr opped. P
46. 19. 85. 166 I srael 147.237.72. 166 |aka.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
84. 95. 208. 20 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
128. 232. 110. 29 z‘;;gom 147.237.8.14 |e.orchot.idf.il Geo-1 ocat i on enf or cenent Geo-1ocation i nbound enf orcenent |dr op 2
185. 3. 144. 47 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
128. 232. 110. 29 E?Ir:;gom 147.237.76. 199 |e. nakchal . i df .i | Geo- | ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop 2
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
92.247.181.29 |Bugaria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
128. 232. 110. 29 z‘;;gom 147.237.77. 176 |nat pash. i of .i| SYN Att ack SYN -> SYN-ACK -> RST aert 1
106. 186. 113. 132|Japan 147.237.0. 16 lny'kOSher'kra""'df" SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 115|Whited Sates [147.237.0.19 |[nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 106. 92. 47 R‘F Sf:;”ion 147.237.76.30 |hi nush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.132|lhited Sates |147.237.77.212)e.dover.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
R . illegal header fornat detected: .
46. 19. 85. 175 I sr ael 147.237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant lllegal start line in request noni tor |1
128. 232. 110. 29 LKJ?'rfgegom 147.237. 77. 176 nat pash. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
106. 186. 113. 132|Japan 147.237.8.45 |e.eitan.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
84.95.208.20  |israel 147. 237. 77. 216 |dover i df .1 SQ Injection %n::gjt?c“o” detected in LR monitor |1
66.102.8.158  |wited Sates |[147.237.77.226 "Li"‘l""“:ha"atz'aka"df drop Frst packet isn't SN drop 1
141.212.122. 116|Uhited Sates |[147.237.0.19 [nadi matal.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
2.53.61.232 | srael 147.237.72. 156 |anan.idf il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
149.78.154.69 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
106. 186. 113. 132|Japan 147.237.76.38 |e.e.neitav.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
84.95.208.20  |Israel 147.237.77. 216 |dover . i df .i| Command | nj ecti on connand i nj ection detected in monitor 1
LR ' repl ace
141.212.122. 129|Wited Sates [147.237.0.34  |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
157. 55. 39. 54 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df .i |l Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 118
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 72
84. 95. 208. 20 I srael 147.237.77.216|dover.idf .l Distributed PHP Attenpt B ock 11
wwv, chanat z. aka. i d ) )
84. 95. 208. 20 | srael 147.237.77. 226 £l Ml ti pl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 10
. . . Uhaut hori zed URL Access to
46. 19. 86. 45 I srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 8
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 8
www. chamat z. aka. i d .
84. 95. 208. 20 | srael 147.237.77. 226 fil Dstributed PHP Attenpt B ock 7
. . Dstributed Paraneter Type Mol ati on on
149. 202. 239. 135|France 147.237.77. 216 (dover . i df . il vw i df i 1/1283- en/ dover . aspx paranet er PageNum Bl ock 6
. . Paraneter Type Mol ati on PageNumin
149. 202. 239. 134|France 147.237.77. 216 |dover . i df . i | v i df i 1/ 1283- en/ dover . aspx Bl ock 6
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df . il Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 5
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from 84. 95. 208. 20 B ock 4
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 4
79.180. 160. 212 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
199. 30. 24. 79 Lhited Sates |147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Distributed PHP Attenpt B ock 3
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Mitiple Unauthorized URL Access from 84.95. 208. 20 B ock 3
46.120. 142. 202 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
199. 30. 24. 12 Lhited Sates |147.237.77.216|dover.idf.il Distributed Uhaut hori zed URL Access on wawn i df.il/error. htm B ock 3
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 3
24.106.221. 2 Wited Sates |147.237.77.176|mat pash.idf .il Mil tipl e Uhaut horized URL Access from 24.106.221. 2 B ock 2
131.253.25.191 |thited Sates [147.237.77.216|dover.idf.il Distributed Uhaut hori zed URL Access on wawn i df.il/error. htm B ock 2
84. 95. 208. 20 I srael 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 2
66.249.78.159 |Israel 147.237.77.216|dover.i df . il D stributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 2
: . . Uhaut hori zed URL Access to
23.106.85.203 |lhited Sates |147.237.77.216|dover.idf.il v i df i |/ shar ed/ user cont r ol s/ header upper / B ock 1
. . Uhaut hori zed URL Access to
149. 202. 239. 134|France 147.237.77.216|dover.idf .l v df i |/t enpl at es/ shar ed/ user cont r ol s/ header upper/ B ock 1
93. 158. 152. 52 F“Sf;;”i on 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to ww i df.il/1153- B ock 1
. . Uhaut hori zed URL Access to
66.249.64.230 |Israel 147.237.77.216|dover . i df . i | 147.237.77. 216/ 1133- 20701- he/ i df gdover . aspx Bl ock 1
46.19. 85. 175 I srael 147.237.77.216|dover.idf .il Unknown HTTP Request Method xocpns in URL B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 1
66.249.78.166 |lIsrael 147.237.77.216|dover.i df . il D stributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 1
131.253.25. 143 |thited Sates [147.237.77.216|dover.idf .il Distributed Uhaut hori zed URL Access on wawn i df.il/error. htm B ock 1
54.210.18.124 |lnited Sates [147.237.77.74 |lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ robots. txt B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Dstributed PHP Attenpt B ock 1
98.77.179.132 |Uited Sates  [147.237.77.216|dover. i df . i | Parameter Type Vol ation ctl003Content A acetbl der 1Stxt@mail in g o 1
wa i df . i 1/1038- en/ dover . aspx
. . Uhaut hori zed URL Access to
66. 249. 78. 82 I srael 147.237.77.74 [lawidf.il wwe | aw i o i | /i p storage fil es/ & 638, pf B ock 1
. . Uhaut hori zed URL Access to
84. 95. 208. 20 I srael 147.237.77.216|dover. i df . il v i df i 1/t enpl at es/ honepage/ pi wi k. php B ock 1
208.115.113.82 |Wited Sates |[147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation docld in tikshuv.idf.il/sitelstory.aspx B ock 1
. . Uhaut hori zed URL Access to
66.249.78.234 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai v g yus/ capt cha. ashx B ock 1
66. 102. 8. 200 Lhited Sates |147.237.72.166|aka.idf .il Unhaut hori zed Met hod HEAD for ww aka. i df . i|/chamat z/ B ock 1
84. 95. 208. 20 I srael 147.237.77. 176 |nat pash. i df . i | Dstributed PHP Attenpt B ock 1
: . . Uhaut hori zed URL Access to
24.106.221.2  |lnited Sates  |147.237.77.176 [mat pash. i df . i | Wi cogat i df i 1/si p storagel i1 es/ 6/ 4616, j pg Bl ock 1
149. 202. 239. 135|France 147.237.77. 216 |dover . i df . i | Distributed thaut hori zed LRL Access on B ock 1
v i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper /
ny-kosher-kravi.idf. [Mitiple Untraceable SSL Sessions from 106. 186.113. 132 (Pr ot ocol
106. 186. 113. 132|Japan 147.237.0. 16 i violation (SSL QNN QLI ENT HELLO)) None 1
. . Uhaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | 147. 237.72. 166/ yohal an/ mai n/ i n. asp B ock 1
. . Uhaut hori zed URL Access to
46.116. 124. 147 |l srael 147.237.72. 166 |aka. i df . i | wan aka, i df i 17 rai o snal i d undef i ned B ock 1
. . Uhaut hori zed URL Access to
212.179.21.194 |israel 147.237.0.15  |kosher-kravi.idf.il | o A idf il/si b_storagel il es/ 3/ 1773, pg Bl ock 1
84. 95. 208. 20 I srael 147.237.76.86 |[navy.idf.il Distributed PP Attenpt Bl ock 1
Uhaut hori zed URL Access to
66.249.78.240 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ r esour ces/ i mages/ popul at i ons/ gi yus. j |B ock 1
pg
Russi an . . . . .
141.8.132.78 eration 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to ww idf.il/894-he Bl ock 1
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . i | Distributed PP Attenpt Bl ock 1
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