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Site

Device Action

Count

Attacker Address

|Attacker Country

Target Address

Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 1203
109. 67. 38. 238 | srael 147.237.72. 156 anan.idf.il ock_Wp Al _Nets dr op 3
89. 248. 172. 201 Net her | ands 147.237.72.217 e.idf.il Block Np All Net drop 1
89. 248. 160. 138 Net her | ands 147.237.0.19 nadi matal .idf.il B ock Np Al Net dr op 1
89. 248. 160. 138 Net her | ands 147. 237. 8. 27 e.nadi matal .idf.il B ock Np Al Net drop 1
89. 248.172. 201 Net her | ands 147. 237. 8. 46 e.chinuch.idf.il Block Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address Devi ce Action |Oount
40.77.167. 85 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
46.19. 85. 168 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
79. 178. 105. 155 | srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LR Bl ock 2
103. 208. 244. 163 147.237.77.216 |dover.idf.il C1000016: HTTP. adninistrator in UR B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
66. 249. 66. 154 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |natpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Ste Signature

195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
125.212.232.165 [147.237.77.74  |Metnam lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 128. 144. 131 |147.237.76. 34 Canada yohal an. i df . il ET SCAN NVAP -sS w ndow 3072 1
80. 82.78. 38 147.237.72.167 |[Netherl ands ishurimaka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
42.113.132. 39 147.237.77.179 |V etnam e.nazi.idf.il ET SCAN NVAP -sS wi ndow 4096 1
165. 215. 209. 15 147.237.77.216 |Wited Sates dover.idf.il Tehila - Perl LWP with fake user agent 1
107. 158. 255. 194  |147.237.76. 86 Lhited Sates navy. i df.il ET SCAN NVAP -sS wi ndow 1024 1
103. 208. 244. 163  |147.237.77. 216 dover.idf.il SERVER- WEBAPP admi n. php access 1
78. 109. 24. 107 147.237.77.243 |Wkraine nobi | e.idf.il ET SCAN Potential SSH Scan 1
37.26.149.171 147.237.0.19 I srael nadi matal.idf.il [ET SCAN Possible SSL Brute Force attack or Ste Gaw 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
41.33.231.90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrule drop 36
S reamng Engi ne: TCP i i ssi
176.13.22.40  |israel 147. 237.72. 166 |aka i of .11 mng thgl ne. 7 Invalid segnent retransmssion. |, o 9
Inval id Retransm ssion Packet dropped.
Russi an o Sreamng Engi ne: TCP Invalid segnent retransnission.
141.8.132. 112 : 147.237. 72. 166 |aka.i df .i | . - dro 9
Federation Inval i d Retransnissi on Packet dr opped. P
. . SYNVACK retransmt wth different .
46.19. 85. 79 I srael 147.237. 77. 216 |dover . i df .i 1 Bad TCP sequence wi ndow scal e nonitor |8
S reaning Engi ne: TCP
152. 238. 202. 150|Brazi | 147.237.77. 216 |dover.idf.il . 9 9 Inval i d checksum Packet dropped. |drop 8
I nval i d Checksum
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46.19. 85. 79 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
reamn ine: T i i ssi
79.179.185.45 |Israel 147.237.72. 166 |aka i df . Streamng Engi ne: TCP nval i d segnent retransmssi on. drop 6
Inval id Retransm ssion Packet dropped.
2.53.148. 144 I srael 147.237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
109. 186. 5. 19 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |5
123.126. 113. 101|Chi na 147.237.77. 216 |dover.i df .i | drop SAMrule drop 5
46. 19. 85. 79 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber nonitor |5
46. 19. 85. 219 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber alert 4
73.171.202.86 |Uhited Sates  |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 219 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber nonitor |4
37.26.149.219 |lIsrael 147.237.0.19 |nadimatal .idf.il Bad TCP sequence alert 4
37.26.149.219 |[Israel 147.237.0.19 |nadimatal .idf.il Bad TCP sequence nonitor |4
Sreamng Engi ne: TCP i i ssi
109. 64. 165. 73 |Israel 147.237.72. 166 |aka. i df . mng thol ne- 7 nvalid segnent retransmssi on. drop 3
Invalid Retransm ssi on Packet dr opped.
46. 19. 85. 60 I srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber monitor |3
S reamng Engi ne: TCP i i ssi
82. 166. 119. 177 | srael 147. 237.72. 166 |aka i f .11 mng Ethgl ne. 7 Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dropped.
37.46. 41. 197 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber monitor |3
Sreamng Engi ne: TCP i i ssi
79.179.13.57  |israel 147. 237.72. 166 |aka i df . i mng ngine. Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dropped.
S reaming Engi ne: TCP i i ssi
46. 19. 85. 60 I srael 147.237.72. 166 |aka.i df . i mng tngine. 1 Invalid segnent retransmssion. drop 3
Invalid Retransnission Packet dropped.
Sreamng Engi ne: TCP i i ssi
77.126.218. 212 | srael 147. 237.72. 166 |aka. i of .11 mng engine. Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dropped.
2.53.61. 187 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect
109. 186. 5. 19 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nunber alert
S reamng Engi ne: TCP i i ssi
178. 255. 215. 87 |France 147. 237.72. 166 |aka i of .11 mng Ethgl ne. 7 Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dropped.
S reaning Engi ne: TCP i i Ssi
79.181.25.134 | srael 147. 237.72. 166 |aka. i df . i mng tngine: 1 Invalid segnent retransmssion. |y o 3
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi
66.249.66.44  |lhited Sates  |147.237.0.34 |tikshuv.idf.il mng Ethgl ne. 7 Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dropped.
S reaning Engi ne: TCP i i Ssi
79.182.51.51 | srael 147. 237.72. 166 |aka. i df . i mng tngine: 1 Invalid segnent retransmssion. |y o 3
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi
79.177.244.16 |israel 147. 237. 77. 243 |nobi l e. i df . | mng Ethgl ne. 7 Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dropped.
128.232.110. 29 |United Kingdom|147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenment Geo-1 ocation inbound enf orcenent |drop 2
Sreamng Engi ne: TCP i i ssi
157.55.39.40  |lWnited Sates  |147.237. 72. 166 |aka i f i1 mng engine. Invalid segnent retransmssion. |, 2
Inval id Retransm ssion Packet dropped.
79.177.21. 26 | srael 147.237.72. 167 |i shurimaka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
83.110.149. 22 |JNted Ad 1y 47 537 77, 176 |nat pash. i df . i | Bad TCP sequence SINAXK retransmt with different 1, onvor |2
Enir at es w ndow scal e
188. 36. 120. 189 |Hungary 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
79.177.21.26  |Israel 147.237.72.167|ishwrimakaidf.il  |Bad TCP sequence SAXK retransmt with different | oo |2
w ndow scal e
149.78.171.41 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber aert 2
185. 3. 146. 227 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |2
149.78.171. 41 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
37.26.149.219 |Israel 147.237.0.19 [nadimatal .idf.il Bad TCP sequence Inval i d AGK nunber moni tor |2
R . illegal header fornat detected: .
46. 19. 85. 79 I srael 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Il egal start line in request monitor |2
2.53.187.23 I srael 147.237.72. 167 |i shurimaka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
Sreamng Engi ne: TCP i i ssi
66.249. 78. 146 |lited Sates  |147.237.72. 166 |aka idf.il mng thgl ne- 7 Invalid segnent retransmssi on. drop 2
Invalid Retransm ssi on Packet dr opped.
S reanming Engi ne: TCP i i ssi
212.76.98.204 |Israel 147. 237.77. 243 |nobi l e. i f . | mng ngine. Inval i d segnent retransmssi on. drop 2
Inval id Retransm ssion Packet dropped.
176.13.20.0 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |1
141.212.122. 222|Whited Sates  [147.237.76. 176 |test. ncore.idf i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
5.22.135.95 I srael 147.237.72. 166 |aka.i of .i Bad TCP sequence I'nval i d ACK nunber nonitor |1
79.177.133.251 [israel 147.237.77. 226 V‘;":"“hamz' aka.1dl 1pad TGP sequence Inval i d AGK nunber alert 1
141.212.122. 135|Whited Sates  [147.237.72. 167 |i shuri maka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Acti on ‘Count
37.26.149.171 |lsrael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 75
37.26.149.219 |[Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 31
103. 208. 244. 163 147.237.77. 216 |dover . i df . i | Ml ti pl e Unhaut hori zed URL Access from 103. 208. 244. 163 B ock 5
103. 208. 244. 163 147.237.77.216|dover. i df .i | PHP Attenpt B ock 4
103. 208. 244. 163 147.237.77. 216 |dover.i df .i | Mil tipl e Admin B ocking from 103. 208. 244. 163 B ock 3
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df . i | Dstributed Lhauthori zed UR. Access on waww i df.il/error.htm B ock 2
93.172.150.76 |lsrael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
46.19. 85. 79 I srael 147.237.77. 216 |dover.i df .i | Ml ti pl e Uhknown HTTP Request Method from 46. 19. 85. 79 B ock 1
109. 64.51. 241 |Israel 147.237.0.19 |nadimatal .idf.il E:rdf‘rr;e;e; _Tiﬁ’e_“i\f/?g 'nogs;)t(' 008Cont ent A acerbl der 18txt Gpteha in- gy 1
46.19. 85. 79 | srael 147.237.77.216|dover. i df . i | Mal formed URL _pk_ses. 20. 8af c=* B ock
197.41.120. 111 |Egypt 147.237.77. 216 |dover.idf .i | Unaut hor i zed HTTP Met hod B ock 1
Unknown HTTP Request Met hod
46.19. 85. 79 | srael 147.237.77.216|dover.i df . i | aa. 1452424986. 4. 1460671361. 1460671114.; in URL B ock 1
_pk_ses. 20. 8af c=*
131.253.25.201 |Uited Sates  |147.237.77.216(|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
68.180.231.43 |[thited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ation PageNumin waw i df.il/1379-he/ dover.aspx |B ock 1
46.19. 85. 79 I srael 147.237.77. 216 |dover.i df .i | Ml tiple Abnormal |y Long Request from 46. 19. 85. 79 B ock 1
197.41.120. 111 |Egypt 147.237.77.216|dover.i df .i | Unhaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
52.91.239.42 |wited Sates |147.237.77.216|dover. i df .i | mult (:}O_riilzlesc:]aﬁ/ﬁ‘;fzzmtf’ol o header upper Bl ock 1
37.146.191. 124 giiztr‘ion 147.237.0.15 |kosher-kravi . i df . i|Unaut hori zed LRL Access to 147.237.0. 15/ Bl ock 1
141.8.132. 112 gz::;”i on 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. idf.il/wwtikshuv.idf.il Bl ock 1
85.65.116. 235 [Israel 147.237.72. 156 [anan. i df . i | Too Many Qookies in a Request - 103 cooki es B ock 1
46.19. 85. 79 I srael 147.237.77.216|dover.i df .i | Mitiple Illegal HITP \ersion from46. 19. 85. 79 Bl ock 1
198.58.103. 102 |Uhited Sates  |147.237.77.216|dover.idf.i | Lhaut hori zed URL Access to waw idf.il/1294-en/wan idf.il/english  |B ock 1
66.249.78.95  |Israel 147.237.77. 216 |dover . i df . i | o e o o e/ dover . aspx Bl ock 1
46.19. 85. 79 I srael 147.237.77. 216 |dover.i df .i | Abnormal |y Long Request met hod B ock 1
148.251.2.180 |Ger many 147.237.72. 166 |aka. i df . i | m”atk?: sz_?? /“lfgthﬁgsiﬁe;‘gef alt, asp B ock 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to ww i df.il/newsite/english B ock 1
46.19. 85. 79 I srael 147.237.77. 216 |dover.i df .i | Ml tiple Malfornmed URL from 46.19. 85. 79 B ock 1
199. 47. 81. 13 Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df . il/1413-10820- B ock 1
103. 208. 244. 163 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to waww i df.il/wp-1ogin. php B ock 1
66.249.78.159 | srael 147.237.77. 216 |dover . i df . i | mri' dbf“_tf?/ ﬁrgm;g; dg’/’g \';;’:321 'p‘;’: et or Pagehum Bl ock 1
46.19. 85. 79 I srael 147.237.77.216|dover. i df . i | Illegal HITP \ersion B ock
174.129.228. 67 |wnited Sates  [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
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