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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste | gnature | Device Action  |Count |
66. 249. 65. 41 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 3799
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

192. 3. 207. 90 Lhited Sates 147.237.76.201  |e.atal.idf.il Block Np All Net drop 1

192. 3. 207. 90 Lhited Sates 147.237.76. 176 test.ncore.idf.il B ock Np Al _Net drop 1

192. 3. 207. 90 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Np Al Net drop 1
71.6.216. 58 Lhited Sates 147.237.76. 197 e. hinush.idf.il Bl ock Udp All Nets drop 1

192. 3. 207. 90 Lhited Sates 147. 237. 76. 197 e. hi nush. i df .i | Block Np All Net drop 1

115. 93. 99. 37 Korea, Republic of 147.237.76. 147 chinuch. aka.idf.il Bl ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address \Attacker Qountry |Tar get Address |S te |NarTe |mvi ce Action \Ooum |
198. 20. 70. 114 Lhited Sates 147.237.77. 226 vy chanat z. aka. i df .i | DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0. 34 tikshuv.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237. 8. 24 elifestyle.idf.il DVRep B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77. 243 nobi | e.idf.il DVRep_B-N 60 _100 B ock 1
71.6.167. 142 Lhited Sates 147.237. 8. 50 e tikshuv.idf.il DVRep_B-N _60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.72. 167 i shurimaka.idf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.72.14 dover.idf.il(old) DVRep_B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76. 44 e.refuah.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237. 76. 39 nobi | e. nei tav.idf.il DVRep B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76. 201 e atal.idf.il DVRep_B-N 60 _100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76. 177 ncore.idf.il DVRep _B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste [Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 6
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 6
66. 249. 65. 48 Lhited Sates 147.237.77. 233 atal.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 65. 156 Lhited Sates 147.237.77.170 naar achot . i df . il ET SCAN NVAP -sA (2) 2
66. 249. 73. 211 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 67. 119 Lhited Sates 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 1
61. 160. 224. 128 Chi na 147.237.72. 217 eidf.il ET SCAN Potential SSH Scan 1
221.235.188. 210 Chi na 147.237.76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
41.159. 136. 195 Gabon 147.237.77. 212 e. dover.idf.il ET SCAN NVAP -f -sS 1
221.235.188. 210 Chi na 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
37.75.232.25 Uni ted Ki ngdom 147.237.77.19 lawforumidf.il ET SCAN NVAP -sS w ndow 1024 1
221.235.188. 210 Chi na 147.237. 8. 27 e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
211. 153. 82. 234 Chi na 147.237.77. 74 lawidf.il ET SCAN NVAP -f -sS 1
66. 249. 67. 127 Lhited Sates 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 1
61. 160. 224. 128 Chi na 147.237.76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
221.235.188. 210 Chi na 147.237.77. 212 e.dover.idf.il ET SCAN Potential SSH Scan 1
41.159. 136. 195 Gabon 147.237.77. 212 e.dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
221.235.188. 210 Chi na 147.237.76. 201 e ata.idf.il ET SCAN Potential SSH Scan 1
41.159. 136. 58 Gabon 147.237.77. 212 e. dover.idf.il ET SCAN NVAP -sS w ndow 3072 1
221.235.188. 210 Chi na 147.237. 8. 46 e.chinuch.idf.il ET SCAN Potential SSH Scan 1
37.75.232. 25 Uhi t ed Ki ngdom 147.237.8. 14 e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
211. 153. 82. 234 Chi na 147.237.77. 74 lawidf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |Ste
Country
212.179.21.196 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1330
24.146. 253. 233 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 319
37.142.88.235 |lsrael 147.237.77. 216 |dover.idf.il First packet isn't SN dr op dr op 257
77.127.149. 24 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 146
108. 33.89.113 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 50
66.249.78.159 |lhited Sates  |147.237.77. 216 |dover.icf.il Invalid segnent retransmssion. Packet |Sreamng Engine: TCPInvalid drop 42
dr opped. Ret r ansni ssi on
66.249.78.173 |wited Sates  |147.237.77. 216 |dover. i df i Invalid segment retransmssion. Packet |Sireanmng Engine: TCP Invalid drop 40
dr opped. Ret r ansni ssi on
172.56. 16. 71 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 26
66.249.78.166 |lhited Sates  |147.237.77. 216 |dover.icf.il Invalid segnent retransmssion. Packet |Sreamng Engine: TP Invalid drop 22
dr opped. Ret r ansni ssi on
87.68.87.235 [Israel 147. 237, 72. 167 |i shuri maka i o . || V2 1 d segnent retransmssion. Packet (Streamng Engine: TCP Inval id drop 15
dr opped. Ret r ansm ssi on
68. 180. 228. 123 |Lhited Sates 147.237.76.42 |refuah.idf.il SAMrul e drop drop 13
149.78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 11
37.48.120. 214  |Net her| ands 147.237.77. 216 |dover.idf.il First packet isn't SN dr op dr op 11
125. 215. 235. 182|Hong Kong 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 10
73.136.25.5 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 9
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 9
70.199. 1. 145 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 8
68. 192. 82. 59 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 8
207.46. 13. 31 Lhited Sates 147.237.77. 216 |dover.idf.il First packet isn't SN dr op dr op 7
157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 7
5. 255. 253. 124 gz:;;r: on 147.237. 77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
148. 177. 129. 213|Eur ope 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
46. 19. 86. 186 | srael 147.237.77. 216 |dover.idf.il First packet isn't SN dr op dr op 6
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
166. 78. 227. 105 |lhited Sates 147.237.77. 176 [nat pash. i df . i | SAMrul e drop drop 5
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
69. 41. 14. 130 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
202. 67. 40. 50 | ndonesi a 147.237.77. 216 |dover.idf.il First packet isn't SN dr op dr op 5
202. 67.41.51 | ndonesi a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
46.19. 86. 188 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
157.55.39.146 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
67.189. 180. 203 |lhited Sates 147.237.77. 216 |dover.idf.il First packet isn't SN dr op dr op 3
84.228.228.115 |Bulgaria 147.237.77.74 |lawidf.il Inval i d ACK nunber Bad TCP sequence noni t or 2
2.54.26.166 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
54.72.73. 168 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
46.19. 85. 123 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
2.54.33.217 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
46.116. 220.62 |Israel 147.237.77. 216 |dover.idf.il First packet isn't SN dr op dr op 2
66.249.64.146 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
199.30.25.76  |wited Sates  |147.237.77. 216 |dover. i df.il Invalid segment retransmssion. Packet |Sireamng Engine: TCP Invalid drop 2
dr opped. Ret r ansni ssi on
176.12. 141. 187 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
37.26.147.143 |lsrael 147.237.77. 216 |dover.idf.il First packet isn't SN dr op dr op 2
2.54.173. 103 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
109. 66. 107. 245 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
84.191.182.53 |Cer many 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2
188. 143. 232. 72 :ZZ:;} o 147. 237. 77. 216 |dover. i df . i First packet isn't SN drop drop 2
2.54.191. 45 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Target Address ‘S te ) ‘Count
Country Action
66.249.78.173 |Lhited Sates 147.237.77. 216 |dover.idf.il |Miltiple Unauthorized URL Access from 66.249. 78. 173 B ock 7
66.249. 78.159 |Lhited Sates 147.237.77. 216 |dover.idf.il |Miltiple Unauthorized UL Access from 66.249. 78. 159 B ock 3
157.55.39. 146 |Lhited Sates 147.237.77. 216 |dover.idf.il |Miltiple Wauthorized UR Access from 157.55. 39. 146 B ock 2
66.249.78.166 |Lhited Sates 147.237.77. 216 |dover.idf.il |Miltiple Unauthorized URL Access from 66. 249. 78. 166 B ock 2
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waww navy.idf.il/994-8613- he/ navy. aspx. aspx B ock 2
207.46.13.133 |lhited Sates 147.237.72. 166 |aka.i df .i | Mil ti pl e Unaut hori zed URL Access from 207.46. 13. 133 B ock 2
180. 76. 4. 162 Chi na 147.237.76. 31 |[nakchal .idf.il|Waut horized UL Access to 147.237.76. 31/ B ock 1
66. 249, 65. 39 Uited Sates 147.237. 72. 166 |aka. i df i | xL{:agt horized URL Access to waww aka.idf.il/sip_storage/files/5/ xCx8xexax™ B ock 1
73.1.156. 57 Wited Sates  |147.237.72. 166 |aka idr.i1 | Known Parameter VI ENBTATEGENERATCR in None 1
wan aka. i df . i1/ nai n/ sachar/ decl ar at i onof enpl oynent . aspx
’ S Unaut hori zed URL Access to
66.249.64.146  |United Sates 147.237.77. 216 |dover. i df .11 waw i df . il/english/ announcenent s/ 2003/ august / 15. st m Bl ock !
66. 249. 73. 201 Lhited Sates 147.237.72. 166 |aka.i df .i | Lhknown Paraneter docl in wwu aka.idf.il/nain/giyus/ general . aspx None 1
66.240.65.43  |United Sates  |147.237.72. 166 |akaiar it |nauthorized LR Access to . B ock 1
wwv aka. i df.i|/sites/resources/tiznoret/styl es/sitenap. asp
: . . . |Uhaut hori zed URL Access to
192.34.109. 234 |United Sates 147.237.77. 176 |mat pash. i df . 1 wan cogat . i df . i | / shared/ user cont r ol s/ header upper / Bl ock !
66. 249. 65. 20 Lhited Sates 147.237.72. 166 |aka.i df .i | Uhaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ gener al . aspx B ock 1
157.55.39.145 |lhited Sates 147.237.77. 233 |atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ B ock 1
54.245.64.111 |lWhited Sates 147.237.77. 176 [nat pash.i df.il|Mil ti pl e Unaut hori zed URL Access from 54.245. 64. 111 B ock 1
66. 249. 65. 56 Lhited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to 147.237. 76. 86/ 1161- he/ navy. aspx B ock 1
207.46.13.133 |Lhited Sates 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to wwwu aka.idf.il/giyus/ general B ock 1
188. 143. 232. 19 gz:;;r: on 147.237.77. 216 |dover.idf.il |Miltiple Unauthorized URL Access from 188. 143. 232. 19 B ock 1
66. 249. 65. 39 Lhited Sates 147.237.72. 166 |aka.idf . il Uhknown Paraneter catid in waw aka.idf.il/chinuch/niktzoa/ defaul t.asp None 1
66. 249. 65. 6 Lhited Sates 147.237.72. 166 |aka. i df .i | D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
79.180. 134. 83 | srael 147.237.77. 216 |dover.idf.il |Wauthorized UR. Access to wwidf.il/https:/wwidf.il/ B ock 1
66. 249. 78. 95 Lhited Sates 147.237.77. 216 |dover.idf.il |Unauthorized URL Access to 147.237.77.216/ 1133- 18489- he/ dover. aspx B ock 1
66. 249. 65. 43 Lhited Sates 147.237.72. 166 |aka.i df .i | Uhknown Paraneter hc_|ocation in ww aka.idf.il/nain/kapat z/ None 1
199. 203. 171. 197l srael 147.237.72. 166 |aka. i df . il Lhaut horized URL Access to ww aka. idf.il/https:/ww aka.idf.il/ B ock 1
66. 249. 65. 22 Lhited Sates 147.237.72. 166 |aka.idf. il Unaut hori zed URL Access to 147.237.72. 166/ mai n/ har edi ni gener al . aspx B ock 1
68.180.228. 117 |lhited Sates 147.237.77. 216 |dover.idf.il |Miltiple Unauthorized URL Access from 68.180. 228. 117 B ock 1
66. 249. 64. 56 Lhited Sates 147.237.77. 216 |dover.idf.il |Unauthorized URL Access to 147.237.77.216/ 1133- 19396- he/ i df gdover . aspx |B ock 1
207.46.13.133 |lhited Sates 147.237.72. 166 |aka.i df .i | Lhknown Paraneter docld in wwyaka.idf.il/shalishut/site/list.aspx None 1
66. 249. 65. 72 Lhited Sates 147.237.76.42 |refuah.idf.il |Uhaut hori zed URL Access to 147.237.76. 42/ 994- 8925- he/ r ef uah. aspx B ock 1
Russi an o L.hau_t hor_i zed URL Acce;s to _ ‘ _ _
188. 143. 232. 19 Federat i on 147.237.77. 216 |dover.idf.il |wwuidf.il/tenplates/article/article.in. aspx/tenplates/sendtofriend sendtofriend. |B ock 1
aspx
66. 249. 65. 39 Lhited Sates 147.237.72. 166 |aka.i df .i | Lhknown Paraneter docld in wwy aka.idf.il/chinuch/klali/ None 1
66. 249. 65. 6 Lhited Sates 147.237.72. 166 |aka. i df . il Unaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ gi yus/ general . aspx  |B ock 1
84.94.176. 86 | srael 147.237.77. 216 |dover.idf.il |DOstributed Lhaut hori zed URL Access on waw idf.il//https:/wwnidf.il/ B ock 1
66. 249. 65. 43 Lhited Sates 147.237.72. 166 |aka. i df .i | Lhknown Paraneter hc_|ocation in vww aka.idf.il/mlui ntenpl ates/inner. asp None 1
207.46.13.77  |Wited Sates  |147.237.77.216 |dover.idf.il z%;;fg?iidxﬁ Aﬁﬁ;fsst g:A‘l’Zﬁ“ /ggf' 11/1133-13437- he/ dover . aspx> x¥ B ock 1
157.55.39.206 |lhited Sates 147.237.72. 166 |aka. i df . il Ml tipl e Uhaut horized URL Access from 157. 55. 39. 206 B ock 1
66.249.65.26  |Uited Sates  |147.237.77.74 |lawidf.il Lx";‘j(ti"xrgfg Lféx/;icief?x e o of 11 [tenpl ates/ general [xexSxOC g ook 1
69. 12. 89. 232 Lhited Sates 147.237.77. 216 |dover.idf.il |Suspici ous Response Code B ock 1
66. 249. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |Uhauthorized URL Access to wawnidf.il/igf B ock 1
213. 251. 182. 114|Fance 147.237.76.42 |refuah.idf.il |lhauthori zed UR. Access to refua . atal.idf.il/ol d/ wp-admn/ B ock 1
66.249. 65.189 |Lhited Sates 147.237.72. 166 |aka.idf . il Uhknown Paraneter hc_|ocation in aka.idf.il/chi nuch/niktzoal/ defaul t.asp None 1
188. 143. 232. 40 :32::1”' on 147.237.77. 216 |dover.idf.il |Miltiple Unauthorized URL Access from 188. 143. 232. 40 B ock 1
66. 249. 65. 39 Lhited Sates 147.237.72. 166 |aka.i df .i | Lhknown Paraneter hc | ocation in ww aka.idf.il/kanhar/contact/ None 1
] s D stributed Unaut hori zed URL Access on
66. 249. 65. 10 Lhited Sates 147.237.72. 166 |aka. i df . i 147, 237. 72. 166/ / mai n/ gi yus/ gi yus/ gener al . aspx B ock 1
95.173. 184. 138 |Turkey 147.237.72. 156 |anan.i df .i | I11egal HITP \ersion B ock 1
66. 249. 65. 44 Lhited Sates 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to waw navy.idf.il/nobil e/ B ock 1
207.46.13.133 |lhited Sates 147.237.72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
157. 55. 39. 206 Lhited Sates 147.237.72. 166 |aka. i df . il Uhaut hori zed URL Access to waw aka.idf.il/rights/asp/ hone. asp/ news. asp B ock 1
66. 249. 65. 39 Lhited Sates 147.237.72. 166 |aka.idf. il Mil tiple Uhauthorized URL Access from 66. 249. 65. 39 B ock 1
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