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M dover.idf.il
M aka.idf.il
M navy.idf.il
Meitan aka.idf.il
M naarachot . i df.il
M tikshuv.idf.il
I aman. i df . il
M nobile.idf.il

i shurimaka.idf.i
M nadi matal .idf.il

Nunber
(6]

At acks

Top Attackers

M 167. 114. 156. 16
37.142. 68. 60
I 82.102. 136. 69

201. 179. 168. 61
M 46. 19. 85. 25
M 176.13.13. 46
[ 95. 35. 128. 205
M 41.33.231.90
46. 19. 85. 67
W 37.142.72. 227




04-14-2016-21:04:08 to 04-14-2016-22:04:08

|Top Attackers | n DDoS- Def ence |

Attacker

Target

Signature

Attacker ‘

Address Country Address

46.116. 137. 190 I srael 147.237.77.216  |dover.idf.il Z;J: handshake violation, first packet mot — f, 3200
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Block Ip Véb In dr op 1299
81.218. 65. 210 I srael 147.237.77. 176 nat pash. i df . i | Bl ock Wip Al _Nets drop 6
185.94.111.1 Russi an Federation 147.237.76. 38 e.enetav.idf.il B ock Np Al Net drop 1
185.94. 111. 1 Russi an Federation 147.237.76. 198 e.yohal an.idf.il B ock Np Al _Net drop 1
62.138. 2. 213 Ger many 147.237. 0. 200 mu. i df . i | ock Wp Al _Nets drop 1
185.94. 111. 1 Russian Federation  [147.237.0.17 Im ny-kosher-kravi 1df-i 1o oo np AT et drop 1
185.94.111.1 Russi an Federation 147.237.8. 14 e.orchot.idf.il B ock Np Al Net drop 1
94.102. 52. 10 Net her | ands 147.237.0. 34 tikshuv.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site Devi ce Action |Oount
123.126.113.101 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 6
85. 250. 38. 119 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 4
207.241.237.222 |lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 4
46.19. 86. 120 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.77.176 |natpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
123. 126. 68. 136 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 66. 12 147.237.77.170 |Wnited Sates nearachot.idf.il |ET SCAN NVAP -sA (2) 2
217.21.7.11 147.237.77.176 ?Cis;iig;a” Territory, |\ atpash.icr.il |ET SCAN NVAP -SA (2) 2
80. 82. 78. 38 147.237.76.38 |[Netherl ands eeneitav.idi.il [ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 103 147. 237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147.237.77.19 [China lavforumidf.il |ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147.237.8.50 |China e.tikshuv.idf.il [ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147.237.8.27 |China enadimatal .idf.i|ET SCAN Potential SSH Scan 1
180. 97. 106. 161 |147.237.76.31 [China nakchal .idf.il ET SCAN Potential SSH Scan 1
46.151.52.139 |147. 237. 76. 202 |Ur ai ne e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
113. 240. 250. 154|147. 237. 77. 227 |Chi na e. hanaz. i df .il ET SCAN NVAP -sS w ndow 1024 1
107. 158. 255. 194|147. 237. 76. 202 [Lhited Sates e halag.idf.il ET SCAN NMAP -sS wi ndow 2048 1
87.69.230. 155 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 103 147.237.77. 121 |Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147.237.76. 38 |[China eeneitav.id.il [ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147.237.8.28 |China e.nobile-ks.idf.il [ET SCAN Potential SSH Scan 1
187. 244. 201. 229(147. 237. 77. 74 |Mexi co lawidf.il ET SOAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
59. 45. 79. 103 147.237.8.14 |[China e.orchot.idf.il |ET SCAN Potential SSH Scan 1
180. 97. 106. 36  |147. 237. 72. 156 |Chi na anan. i df.il ET SCAN Potential SSH Scan 1
107. 158. 255. 194|147. 237. 76. 202 |Lhited Sates e halag.idf.il ET SCAN NVAP -sS wi ndow 4096 1
107. 158. 255. 194|147. 237. 76. 202 |Lhited Sates e halag.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
Sreanming Engine: TGP Invalid i i ssi

37.142.68.60  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. Pecket |, 36
Ret ransm ssi on dr opped.

201.179. 168. 61 |Argentina 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 23

95. 35. 128. 205 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 14
Sreamng Engine: TCP Invalid i i ssi

109. 65. 180. 102 |l sr ael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segrent retransmssion. Fecket |, 12
Ret ransm ssi on dr opped.
Sreaming Engine: TGP Invalid i i sSi

37.142.72.227 |israel 147.237.0.34 |tikshuv.idf.il 9 =g Invalid segment retransmssion. Packet |, 12
Ret ransnm ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi

176.13.10.206 |l srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segrent retransmssion. Facket |, 12
Ret ransm ssi on dr opped.

109. 65. 106. 134 |l srael 147.237.72. 166 |aka. i df . i | dr op First packet isn't SYN drop 11

176.13. 13. 46 | srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Inval i d ACK nunber noni t or 10
Sreamng Engine: TCP Invalid i i ssi

37.26.148.248 | srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. Packet |, 9
Ret ransm ssi on dr opped.

5.28.129. 146 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 8

46.19. 85. 67 I srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber aert 7

46. 19. 85. 67 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber nonitor |7

41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 6

. . SYNPAXK retransmt with different .

79.177.114. 153 |lsrael 147.237.72. 156 |anan.idf . il Bad TCP sequence wi ndow scal e noni t or 6
Sreaming Engine: TGP Invalid i i sSi

217.132.118.80 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segment retransmssion. Packet |, 6
Ret ransnm ssi on dr opped.

46.19. 85. 25 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber aert 6
Sreaming Engine: TGP Invalid i i sSi

79.180.23.79  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. Packet |, 6
Ret r ansn ssi on dr opped.

46. 19. 85. 25 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or

66.102. 9. 127 Lhited Sates|147.237.0.34 |[tikshuv.idf.il drop First packet isn't SYN drop
Sreaming Engine: TGP Invalid i i sSi

79.180. 181. 185 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segment retransmssion. Packet |, 6
Ret ransnm ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi

79.180.233.38 | srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segrent retransmssion. Packet |, 6
Ret ransm ssi on dr opped.

79.177.114. 153 |Israel 147. 237. 72. 156 |aman. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreanming Engine: TGP Invalid i i ssi

5.22.131. 76 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. Pecket |, 6
Ret ransm ssi on dr opped.

176.13.13. 46 I srael 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence Inval i d ACK nunber alert 5

37.46.39.78 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |5

132.3.49. 82 Lhited Sates|147. 237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5

5.102.195.181 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber nonitor |5
S reaning Engi ne: TCP i

87.109.236.76 |Saudi Arabia |147.237.77. 216 |dover.idf. il 9 =g TOP segnent out of naxi numalloved |, ) 4
Segnent Limt Enforcenent sequence. Packet dropped.
. . SYNPAXK retransnmit with different .
84.108.177.104 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence wi ndow scal e nonitor |4
46. 19. 85. 159 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i ssi

149.88.37.22  |Israel 147. 237. 76. 200 |ei tan. aka. i of . | 9 =g Invalid segrent retransmssion. Facket |, 4
Ret ransm ssi on dr opped.

149. 88.207.22 |Israel 147.237. 72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4
Sreanming Engine: TGP Invalid i i ssi

79.182.135.52 |l srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. Pecket |, 3
Ret ransm ssi on dr opped.

66. 102. 9. 107 Lhited Sates [147.237.0.34 |tikshuv.idf.il dr op First packet isn't SYN drop

176.13.12. 49 I srael 147.237.72. 166 |aka.i of .i 1 Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi

2.55.133.245  |israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. Facket |, 3
Ret ransm ssi on dr opped.
Sreaming Engine: TGP Invalid i i sSi

79.182. 147. 183 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. Packet |, 3
Ret ransni ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi

109. 64. 150. 163 |l srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. Facket |, 3
Ret ransm ssi on dr opped.

66.102. 9. 117 Lhited Sates|147.237.0.34 |tikshuv.idf.il dr op First packet isn't SYN drop 3
Sreanming Engine: TGP Invalid i i ssi

2.53.12.237 I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransm ssi on dr opped.
Sreaming Engine: TGP Invalid i i sSi

95.35.128.205 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. Packet |, 3
Ret r ansn ssi on dr opped.
Sreanming Engine: TGP Invalid i i ssi

87. 70. 82. 96 I srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. Pecket |, 3
Ret ransm ssi on dr opped.
Sreaming Engine: TGP Invalid i i sSi

109. 64. 164. 127 |israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. Packet |, 3
Ret r ansn ssi on dr opped.
Sreanming Engine: TP Invalid i i ssi

46.19.86.236  |Israel 147.237.77. 243 |nobi l e. i of . | 9 =g Invalid segnent retransmssion. Pecket |, 3
Ret ransm ssi on dr opped.
Sreaming Engine: TGP Invalid i i sSi

2.53.31. 181 I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. Packet |, 3
Ret r ansn ssi on dr opped.

46. 19. 85. 80 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop

123.126. 113. 101|Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreaming Engine: TGP Invalid i i sSi

87.70.103.211 |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. Packet |, 3

Ret r ansm ssi on

dr opped.
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46. 19. 85. 205
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A tacker
Count ry

I srael

‘ Target Address

147.237.72. 166

Ste

aka.idf.il

Signature

Sreamng Engine: TCP Invalid
Ret ransm ssi on

Inval id segnent retransmission. Packet
dr opped.

46.19. 85. 25

I srael

147.237.77. 216

dover.idf.il

Bad TCP sequence

Invalid ACK nunber
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
82.102.136.69 |lsrael 147.237.77. 170 |maar achot . i df . i | Mil tipl e Unhaut horized URL Access from 82. 102. 136. 69 B ock 26
2.53.148. 29 | srael 147.237.77. 243 |nobi 1 e. i df . i | :Lf‘r:t o T?/F/esrcﬁlaf} Lﬁgn'g\i‘;z‘;‘x:’;d tn Bl ock 9
161.113.20.135 [thited Sates [147.237.76.86 [navy.idf.il Unaut hori zed HTTP Met hod Bl ock 4
176.13.13. 46 I srael 147.237.0.19 |madimatal .idf.il [Suspicious Response Code B ock 3
161.113.20.135 [thited Sates [147.237.76.86 [navy.idf.il Unaut hori zed URL Access to i navy. i df.il/sip_storagel/files/ 4/ B ock 3
149. 78. 30. 34 Lhited Sates [147.237.72.166aka.idf.il Ml ti pl e Unaut hori zed Method for Known URL from 149. 78. 30. 34 B ock 2
80. 246. 133. 101 |l srael 147.237.77.216|dover.i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
212.179.42.227 [israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 2
195. 60. 232. 57 |l srael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to maarachot.idf.il/pdf/files/8/ 113618. pdf |B ock 2
198. 38. 82. 69 Lhited Sates |[147.237.76.200(eitan. aka.idf.il Lhaut hori zed LRL Access to eitan. aka.idf.il/bl og/wp-admn/ B ock 1
132. 3. 49. 82 Lhited Sates |[147.237.77.216(|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
82.102.136.69 |l srael 147.237.77. 170 |n@ar achot . i df . i | nq;:ruéchﬁ;ti.izedfd'ﬁnfgigih;fedmIetypeslpdf'pn Bl ock 1
37.214.166.194 |Belarus 147.237.77.216|dover . i df . i Unaut hori zed URL Access to ww i df.il/nazi'a=0 B ock 1
173.252.122. 120|Uhited Sates |147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to vww aka. i df.il/giyus/ qanda/ def aul t. asp..|B ock 1
92.240. 253. 126 |Yovakia 147.237.76.200|ei tan. aka. i df . i | Lhaut hori zed URL Access to eitan. aka.idf.il/wp-adnin/ B ock 1
79.180.233.38 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . il/mai n/sacar/tfasi maspx B ock 1
2.53.173. 24 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
200. 234. 196. 14 |Brazil 147.237.76.200|ei tan. aka. i df . i | Lhaut hori zed URL Access to eitan. aka.idf.il/wordpress/w-adnn/ B ock 1
82.102.136.70 |[Israel 147.237.77. 170 |naar achot . i df . i | Unhaut hori zed URL Access to maarachot.idf.il/inages/ B ock 1
46.19.85.80  |Israel 147. 237.77. 216 |dover . i df . i | mu,:fv”it:f(friil ﬁgnpﬁ Qiiﬁl ool < qener  of Bl ock 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wan i df.il/newsitelenglish B ock 1
Unknown Paraneter docld in
5.29.180. 39 I srael 147.237.72. 166 [aka. i df . i | v aka. i df . i1/ nai n/ gi yus/ nai n/ gi yus/ resour ces/ i nages/ nast er/ f avi co [None 1
n.gif
203.127. 96. 245 |9 ngapore 147.237.77.216|dover.idf . il D stributed Lhauthori zed UR. Access on waw i df.il/error.htm B ock 1
161.113.20. 135 [thited Sates [147.237.76.86 |navy.idf.il Mil tipl e Wnaut hori zed URL Access from 161.113. 20. 135 B ock 1
82.102.136.71 |[Israel 147.237.77. 170 |naar achot . i df . i | Unhaut hori zed URL Access to maarachot.idf.il/inages/ share B ock 1
65. 114. 145. 2 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df . i|/894-en/i df gdover. aspx B ock 1
188. 93. 144. 156 |Net her| ands 147.237.76.200|ei tan. aka. i df . i | Lhaut hori zed URL Access to eitan. aka.idf.il/test/wp-adnin/ B ock 1
128. 232. 110. 28 zi;g’gom 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ Bl ock 1
82.102.136.65 |[lIsrael 147.237.77. 170 |maar achot . i df . i | Lhaut hori zed URL Access to naarachot.idf.il/inages/ shared/ f Bl ock 1
5. 39. 222. 159 Netherlands  |147.237. 76. 39 lm)bl le.neitav. idf. i Unaut hori zed URL Access to 147.237.76. 39/ B ock 1
84.108. 139. 225 |lIsrael 147.237.77.233|atal . i df.il Unaut hori zed LRL Access to 147.237.77.233/ 1517-he/ at al . aspx B ock 1
66.249.78.234 | srael 147.237.72.166 |aka. i df . i | ﬂ;‘ng(;r ;;?(i(;?‘naﬁfzis?ut;gener al . aspx Bl ock 1
132.3.49.79 Lhited Sates |[147.237.77.216(|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock
31.210.187. 116 |[Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | [Waut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock
84.111.65.119 |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw idf.il/mvtza B ock 1
68.180.229. 241 [United Sates [147.237. 77. 176 |nat pash. i df . i | Faraneter Type Mol ation PageNumin Bl ock 1

W cogat . i df . i1 /1043-ar/ cogat . aspx

04-14-2016-21:04:08 to 04-14-2016-22:04:08




