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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip V¢b I n drop 1283
123. 59. 59. 52 Chi na 147.237.77. 170 naarachot.idf.il |bl ock-sp-trafl forward 2
185.94.111.1 Russi an Federation 147.237.72. 166 aka.idf.il Bock Np Al Net drop 1
202.88.1.3 Hong Kong 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1

81. 218. 56. 125 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
185.94. 111. 1 Russi an Federation 147.237.76. 44 e.refuah.idf.il B ock Np Al _Net drop 1
202.88.1.4 Hong Kong 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
185.94.111. 1 Russi an Federation 147.237. 76. 202 e.halag.idf.il B ock Np Al Net drop 1
202.88. 1. 10 Hong Kong 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
185.94.111.1 Russi an Federation 147.237.77.176 nat pash. i df . i | Bock Np Al Net drop 1

66. 249. 64. 190 | srael 147.237. 72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry get Address |Site Devi ce Action |Count |
79.178.52. 195 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HITP. prefix 1.01 in the LR B ock 6
194. 88. 154. 138 Pol and 147.237.76. 42 refuah.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 4
207.241.237.222 |lhited Sates 147.237.0. 34 tikshuv.idf.il |ClL000138: HTTP. prefix 1.01 in the URL Bl ock 4
149. 88. 195. 86 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HITP. prefix 1.01 in the LR B ock 2
199. 30. 24. 158 Lhited Sates 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou-+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147. 237.76. 42 refuah.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |matpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 158 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
194. 88. 154. 138 [147. 237. 76. 42 |Pol and refuah.idf.il SQ Injection - Select From 14
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 8
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 4
195. 154. 43. 29 [147.237.8.46 |France e.chinuch.idf.il ET SCAN Potential SSH Scan 1
195. 154. 43.29 [147.237.0.33 |France idf.il ET SCAN Potential SSH Scan 1
23.96.109.87 [147.237.0.15 |lhited Sates kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 2048 1
195. 154. 43. 29 [147. 237. 77. 243 |France nobi | e.idf il ET SCAN Potential SSH Scan 1
195. 154. 43. 29 |147.237.77. 178 |France e. mat pash. i df . i | ET SCAN Potential SSH Scan 1
185. 103. 252. 98 |147. 237. 76. 42 ?é“f;:t”ion refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
195. 154. 43. 29 [147.237.77. 121 |France e navy.idf.il ET SCAN Potential SSH Scan 1
180. 97. 106. 37 |147. 237. 77. 227 |Chi na e. hanaz. i df .il ET SCAN Potential SSH Scan 1
195. 154. 43. 29 |147. 237. 76. 196 |France e svivaidf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 [147.237.8.46 |Wkrai ne e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 4096 1
195. 154. 43. 29 [147.237.76.86 |France navy.idf.il ET SCAN Potential SSH Scan 1
85. 64. 123. 3 147. 237. 72. 166 || srael aka.idf.il portscan: TCQP D stributed Portscan 1
195. 154. 43. 29 [147.237.76. 34 |France yohal an.idf.il ET SCAN Potential SSH Scan 1
84.200. 15. 174 |147. 237. 77. 243 |Ger many nobi | . i df.il ET SCAN NVAP -sS w ndow 3072 1
195. 154. 43. 29 |147. 237. 72. 156 |France anan. i df.il ET SCAN Potential SSH Scan 1
66.249. 78. 158 |147.237.72.166|lhited Sates  |aka idf.il SERVER APAQ{ Apac_he mod_ss| non- S connection to SS 1
port denial of service attenpt
195. 154. 43. 29 |147.237.8.14 |Rance e orchot.idf.il ET SCAN Potential SSH Scan 1
23.96.109.87 |147.237.0.15 |Lhited Sates kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 4096 1
195. 154. 43. 29 |147.237.0.17 |Rance mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
23.96.109.87 |147.237.0.15 |lLhited Sates kosher-kravi . i df . il ET SCAN NVAP -f -sS 1
195. 154. 43. 29 [147. 237. 77. 235 |France svivaidf.il ET SCAN Potential SSH Scan 1
195. 154. 43. 29 |147.237.77. 176 |France nat pash. i df . i | ET SCAN Potential SSH Scan 1
180. 97. 106. 162 |147. 237. 76. 197 |Chi na e hinush.idf.il ET SCAN Potential SSH Scan 1
195. 154. 43. 29 [147. 237. 76. 199 |France e. nakchal .idf.il ET SCAN Potential SSH Scan 1
180. 97. 106. 37 |147.237.76.34 |China yohal an. i df .| ET SCAN Potential SSH Scan 1
195. 154. 43. 29 |147. 237. 76. 147 |France chi nuch. aka. i df . i ET SCAN Potential SSH Scan 1
91. 201. 236. 158 |147.237.8.46 |Wkraine e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
195. 154. 43.29 |147.237.76.38 |France e.eneitav.idf.il ET SCAN Potential SSH Scan 1
84.200. 15. 174 |147.237. 77. 243 |Ger many nobi | e. i df il ET SCAN NVAP -sS w ndow 4096 1
195. 154. 43. 29 [147. 237. 72. 167 |France i shuri maka. i df.il ET SCAN Potential SSH Scan 1
80. 82. 78. 38 147. 237. 72. 166 [Net her | ands aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

Ret r ansm ssi on

Packet dropped.

109. 67.101.24 |l srael 147.237. 77. 243 |nobil e.i df .i | > dro 42
Ret r ansni ssi on Packet dropped. P
i Sreanming Engine: TCP Invalid i i ssi
90. 213. 180, 255 |ted 147. 237. 76. 200 |ei tan. aka. i df . 9 =g nval i d segnent retransmssi on. drop 24
Ki ngdom Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
2.53.160.119 [ srael 147.237.72. 166 |aka. i df .i | Stream g Engine P Inval i dlinval i d segnent retransnissi on drop 12
Ret r ansni ssi on Packet dropped.
82.81.2.115 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber monitor |10
85. 130. 247. 114 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber monitor |10
Sreaning Engine: TGP Invalid i i ssi
109.66.3.254  |Israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
46. 19. 85. 175 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |9
Sreaning Engine: TCP Invalid i i SSi
87.70.21.164  |lsrael 147.237.72. 166 |aka.i df . i1 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
213.57.69.125 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
2.53. 49, 249 I srael 147.237.72. 166 |aka.i df . i1 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 6
reaming BEngine: TCP Invali i i ssi
79.183.176. 113 |Israel 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Inval i dinvalid segnent retransnissi on, drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
149.78.210.60 |Israel 147. 237.72. 166 |aka. i of . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
85. 130. 247. 114 |l srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d AGK nunber alert 6
Sreaning Engine: TGP Invalid i i ssi
82. 81. 40. 83 I'srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
109. 66. 70. 254 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
. . SYNPAXK retransmit with different .
46.120.17.152 [Israel 147.237.72. 166 |aka. i df . il Bad TCP sequence wi ndow scal e noni t or 5
46. 19. 85. 88 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert
71.197.60.117 |Wited Sates |147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 88 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval id AGK nunber noni t or
Sreaning Engine: TGP Invalid i i sSi
5.29. 61. 244 I'srael 147.237. 77. 243 |nobi l e.i df . i1 9 =9 Invalid segnent retransmssion. drop 4
Ret ransm ssi on Packet dropped.
84.108.71.245 |Israel 147.237.77. 226 ‘“:"IW chanat z. aka. 1M |oyN At t ack SYN -> SYN-ACK -> RST reject |4
85. 130. 170. 218 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber noni t or
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
185.3.144.27  [israel 147.237.77. 226 |} " chanatz.aka.1df 1pad TOP sequence Invalid ACK nurber moni tor |4
212.199. 151. 150|I srael 147.237.72. 166 |aka. i of . i1 Bad TCP sequence SAK retransmt with different ooniior |3
w ndow scal e
185. 3.147.189 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval id AGK nunber noni t or
79.177.224. 151 |Israel 147. 237. 77. 216 |dover . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
37.46.39. 219 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunier noni t or
Sreamng Engine: TCP Invalid i i ssi
79.183. 152. 241 I srael 147. 237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
94.230.86.198 |l srael 147.237. 72. 156 |anan.i df .i Bad TCP sequence I'nval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
2.55.59. 95 I srael 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
176.13.12.82  |Israel 147.237.72. 166 |aka.i df . i1 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.179.135.91 |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
79.177.224.151 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence SINCAGK retransmt with different  Jopsitor [
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
87.70.25.206  |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
31.168.219.79 |Israel 147.237.72. 166 |aka.i df . i1 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
188. 120. 148. 101 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
46.120.17.152 |[Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Sreaning Engine: TGP Invalid i i ssi
2.55.137.136  |Israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i sSi
176.13.21.48 | srael 147.237. 77. 243 |nobi l e.i df . i1 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.182.98.56 | srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i sSi
109. 65. 180. 102 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
S reamng Engi ne: TCP i
87.109.236.76 |Sudi Aabia |147.237.77. 216 |dover.idf il 9 =9 TCP segment out of maxi mum drop 3
Segnent Lint Enforcenent al | oned sequence. Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
2.53.157.7 I srael 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. drop 3
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Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

Ret ransm ssi on

Packet dropped.

80. 178. 197. 104 |l srael 147.237. 72. 166 |aka.i of .i | . dro
Ret r ansni ssi on Packet dropped. P
Sreaning Engine: TQP Invalid i i sSi

79.183.2.155  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop
Ret r ansmi ssi on Packet dropped.

79.177.6.185 | srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreaning BEngine: TCP Invalid i i ssi

5.22.130.100  |israel 147. 237.72. 166 |aka.i of .i 9 =g Invalid segnent retransmssion. drop
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Action ‘Count
176.13.3.28 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 71
109. 253. 204. 245|1 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 27
185.32.179.35 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 9
161.113.11.16 |lhited Sates 147.237.76.86 |navy.idf.il Unaut hor i zed HTTP Met hod B ock 4
176.13.20. 140 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
161.113.11.16 |lhited Sates 147.237.76.86 |navy.idf.il Ml tipl e Unaut hori zed URL Access from 161.113.11. 16 B ock 3
2.55.59.95 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
84.94.171.171 [Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/main/ Bl ock 2
149. 78. 30. 34 Lhited Sates 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 149. 78. 30. 34 B ock 2
Russi an . .
77.50. 183. 19 er ati on 147.237.77. 216 |dover.idf . il PHP Att enpt B ock 2
77.50. 183. 19 F“Sf;;”i on 147.237.77. 216 |dover. i df . i | Uhaut hori zed URL Access to wwidf.il/xmrpc. php B ock 2
161.113.11.16 |Uited Sates 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to v navy. i df.il/sip_storage/files/ 4/ Bl ock 1
109. 163.234.9 |Romani a 147.237.77. 216 |dover . i df . i | Unaut hori zed LRL Access to waw i df.il/newsite/english/nain. asp B ock 1
. . S ULhtraceabl e Gonnection - Protocol violation
66. 249. 78. 158 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO None 1
] ; ] Unknown Par arret er 4f9c0c80 in
157. 55. 39. 42 Lhited Sates 147.237.72. 166 |aka. i df . i | vaw aka. i dff i 1/ mai n/ hone/ def aul t . aspx None 1
37.26.147.134 |Israel 147.237.77. 176 [mat pash. i df . i|  |UWhauthorized UR. Access to www cogat.idf.il/894-ar Bl ock 1
66. 249. 93. 78 I srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
197.189. 206. 93 |South Africa 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua atal .idf.il/ol d/wp-adnmin/ B ock 1
157.55.39.199 |lhited Sates 147.237.76.31 |nakchal .idf.il [Unauthorized URL Access to 147.237.76. 31/ B ock 1
84.108.91. 107 |[lIsrael 147.237.77.216|dover.idf .i | Lhaut hori zed URL Access to v idf.il/https:/wawidf.il/ B ock 1
’ . . |Uhaut hori zed URL Access to
38.111.147.83 |[lLnited Sates 147.237.77. 170 [maar achot . i df . i | naar achot . i1/t enpl at es/ gener al  gener al . aspx B ock 1
131. 253.25. 148 |thited Sates 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on v i df.il/error.htm B ock 1
68. 180. 230. 184 |Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
207. 46.13. 72 Lhited Sates 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/tenpl ates/fag/ fag. aspx B ock 1
87.109.236.76 [Saudi Arabia 147.237.77. 216 |dover.idf .il Ostributed Uhauthorized URL Access on vwwvidf.il/https:/wwnidf.il/ [B ock 1
66.249.64.131 |Israel 147.237.72. 166 |aka. i df . i | D stributed Uhaut hori zed URL Access on 147.237.72.166/robots.txt  |B ock 1
. . . Unaut hori zed URL Access to
176. 13. 21. 48 I srael 147.237.77.243|mobi | e. i df . i | nobi | .1 df i 1/ cat eqor yt enpl at e/ i st chi | dsubcat egor | es/ 1423 B ock 1
213.254.241. 4 |Fance 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm Bl ock
89. 31. 140. 30 Ger many 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/bl og/ wo-adnin/ B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
176. 228. 146. 158|i srael 147.237.77. 216 |dover . i df . i | Wnaut hori zed LRL Access to . B ock 1
wwy i df . i | /tenpl at es/ t enpl at econt rol s/ generi c/
] . . Unaut hori zed Met hod HEAD for
149. 78. 30. 34 Lhited Sates 147.237.72.166 |aka. i df . i | w aka, i df . i | / i v gi yus/ gener al . aspx B ock 1
23.29.125.155 |lhited Sates 147.237.77.216|dover. i df .i | Distributed Unauthori zed URL Access on 147.237.77. 216/ B ock 1
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