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167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In drop 1403
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_Up Al _Nets drop 3
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df . i | B ock Wp Al Nets drop 3
79. 178. 205. 207 I srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry arget Address Devi ce Action |Oount
79.180. 198. 191 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 31
77.126. 24. 168 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 4
207.241.237.222 |lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 4
77.126. 96. 158 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 4
94.23.19.178 France 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot B ock 2
51. 254. 129. 87 France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
94.23.19. 178 France 147.237.77.176  |natpash.idf.il [C1000074: HITP: ngj estic bot B ock 2
51. 254, 131. 242 France 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot B ock 2
94.23.19.178 France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
51. 254, 131. 242 France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
51. 254. 129. 87 France 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
66. 249. 66. 158 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |natpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 162 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
40.77.167. 92 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
66. 249. 66. 154 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 1
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195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
79.176.74.203 |147.237.72. 166 |l srael aka.idf.il ET SCAN NVAP -sA (2) 2
_ . |ET SCAN Behavioral lhusual |y fast Terminal Server Traffic,
185. 93. 185. 243 |147.237.0.16 |lkrai ne ny-kosher-kravi .idf.il . . 1
Potential Scan or Infection
180. 97. 106. 161 |147.237.8.45 [China eeitanidf.il ET SCAN Potential SSH Scan 1
177.223.52. 167 |147.237.72. 167 |Razil i shurimaka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
106. 184. 2. 29 147.237.76. 31 [Japan nakchal . i df.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 [147. 237. 76. 200 |Ur ai ne eitan aka.idf.il ET SCAN NVAP -sS w ndow 3072 1
89.216.119.94 [147.237.77.212 e.dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
80. 82. 78. 38 147. 237. 76. 202 |Net her | ands e halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
13.94.233.163 |147.237.77.234|thited Sates hal ag.idf.il ET SCAN NVAP -sS w ndow 2048 1
185. 103. 252. 98 |147. 237.0. 19 ?éj;:ﬂm nadi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
13.94.233.163 |147.237.77.234|Uhited Sates hal ag.idf.il ET SCAN NVAP -f -sS 1
180. 97. 106. 161 |147. 237. 76. 201 |Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
180.97.106.37 |147.237.0.19 [China nadi matal .idf.il ET SCAN Potential SSH Scan 1
. - SERVER APACHE Apache nod_ssl non-SSL connection to SSL port
106. 186. 113. 132|147. 237.0. 34  [Japan tikshuv.idf.il ) . - 1
deni al of service attenpt
, _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
94.53.1. 4 147.237.76.30 |Ronmani a hi nush. i df.il . 1
Potential Scan or Brute Force
91. 201. 236. 158 |147. 237. 76. 200 |kr ai ne eitan aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
. ET DC5 Large anount of TCP ZeroWndow - Possible Nciller2
80. 246. 130. 112 |147.237.77. 170l srael naar achot . i df . il 1
DDos attack
220. 231. 195. 122|147. 237. 77. 176 |hi na mat pash. i df . i | ET SCAN NMAP -sS wi ndow 4096 1
188. 127. 231. 115|147. 237. 72. 156 ?;Z:;:I”ion anan. i df i | ET SCAN NVAP -sS wi ndow 1024 1
13.94.233. 163 |147.237.77.234|thited Sates hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
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Sreaning Engine: TGP Invalid i i ssi

176.13.4.200  |Israel 147. 237.76. 200 |ei tan. aka.i df . | 9 =g Invalid segnent retransmssion. g 69
Ret r ansni ssi on Packet dropped.

130.154.3.250 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 38

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30

176. 13. 3. 226 I srael 147.237.0.19 |medimatal.icf.il{Bad TCP sequence I'nval i d ACK nunber noni t or 26

176.13. 3. 226 I srael 147.237.0.19 |madimatal.idf.il[Bad TCP sequence I'nval i d AGK nunber alert 13

94.230.86.198 |l srael 147.237.72. 166 |aka.i of .i 1 Bad TCP sequence I'nval i d AGK nunber noni t or 10

79.177.87.161 |Israel 147.237. 72. 166 |aka.i of .i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreaming Engine: TGP Invalid i i sSi

176.13.9. 43 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.

reamn ine: TCP Invali i i ssi

46. 19. 86. 32 I'srael 147.237.77. 243 |t e iop i |7 SAMNG Engine: TP Invalid - invalid segnent retransmission. | 6

Ret ransni ssi on Packet dr opped.
. . SYNVACK retransmt wth different .

79.177.87.161 |Israel 147.237. 72. 166 |aka.i of .i Bad TCP sequence wi ndow scal e noni t or 6

185. 27. 105. 185 |l srael 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop

79.177.6.185  |Israel 147, 237. 77. 216 |dover . i df .| Bad TCP sequence SINHAKK retransmt wth different | o000 |y

w ndow scal e

109. 253. 225. 115|i srael 147.237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 4
Sreaming Engine: TGP Invalid i i sSi

157.55.39.42  |Wwited Sates |147.237.72. 166 |aka idf.il 9 =g nvalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.

85. 250. 131. 181 |l srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4

79.177.6. 185 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 4
Sreaming Engine: TGP Invalid i i ssi

79.181. 140. 224 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 253. 225. 1151 sr ael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

84.228.237.57 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 253. 203. 1071 sr ael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

66. 102. 9. 78 Lhited Sates |147.237.72. 166 |aka. idf il 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

87.70.94.179  |israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

2.53.63. 244 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.181. 140. 224 | srael 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.

Russi an s Sreaming Engine: TGP Invalid Invalid segnent retransnission.

188. 68.17. 88 Feder ot i on 147.237. 72. 166 |aka.i of .i | Ret 1 ansm Ssi on Packet dr opped. drop 3
Sreamng Engine: TCP Invalid i i ssi

46.19.85.208  |israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

31.168. 207. 142 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 253. 216. 91 |l srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

66.249.66.44  |wnited Sates  |147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

87.71.12.254  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

2.55.13. 13 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.181. 196. 105 |I srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.

79.176.74.203 |lIsrael 147.237. 72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreaning Engine: TGP Invalid i i ssi

109.66.51. 14 |Israel 147. 237.72. 167 |i shuri maka. i df . i 9 =g Inval id segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

80. 246. 139. 140 |Israel 147.237. 77. 243 |robi 1 e. i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

66.249.66.50  |hited Sates |147.237.0.34  |tikshwv.idf.il 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

87.71.76.245  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

2.55.128.215  |Israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.

. . SYNVACK retransmt wth different .

79.176.74.203 |lIsrael 147.237. 72. 166 |aka.i of .i | Bad TCP sequence wi ndow scal e noni t or 3
Sreaning Engine: TGP Invalid i i ssi

5.28.154.126  |Israel 147.237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

2.53.16.177 I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

82.102. 169. 113 |l srael 147. 237.72. 166 |aka i df . i | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
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Sreamng Engine: TCP Invalid i i ssi
79. 180. 7. 63 I srael 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
185.27.106.75 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssi on. drop
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.182. 204. 105 |l srael 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
87.70.51.185  |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssi on. drop
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.53. 50. 198 I srael 147.237.72. 166 |aka. i f . 9 =g nvalid segnent retransmssi on. drop
Ret r ansni ssi on Packet dropped.
185. 32.179. 243 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
80. 246. 133. 103 |l srael 147.237.77. 216 |dover.idf .i Bad TCP sequence Inval i d ACK nunber alert
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Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
94.159. 166.36 |lIsrael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 93
176.13. 3. 226 I srael 147.237.0.19 |madimatal .idf.il [DOstributed Suspicious Response Qode B ock 57
2.53.53. 233 I srael 147.237.0.19 |madimatal .idf.il |Suspicious Response Code B ock 41
108.56.67.236 |Uited Sates [147.237.72.166|aka.idf.il Mil tipl e Unaut hori zed Method for Known URL from 108. 56. 67. 236 B ock 8
2.53.53. 233 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 4
2.53.130. 253 I srael 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
109. 253. 140. 146 |1 srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 3
80. 246. 139. 108 |l srael 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
157.55.2. 171 Uited Sates |[147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 2
109. 186.1. 182 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in URL Bl ock 2
80.178.97.126 | srael 147.237.72. 166 |aka. i df . i | m ;i(:‘ftdf‘_ji H“?:f:losr;;‘:: /tﬁsffnﬁ; on B ock 2
200.79.13.211 |Mexico 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storagel/files/ 7/ B ock
80.246.139.80 |[lIsrael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock
46.161.9.6 gcsj:;:ﬂ on 147.237.77.216|dover. i df .il Mil tipl e Uhaut hori zed LRL Access from46.161.9.6 B ock 2
109. 64. 252. 244 |l srael 147.237.76.86 |navy.idf.il Mil ti pl e Waut hori zed URL Access from 109. 64. 252. 244 B ock 2
84.228.79.72  |israel 147.237.72.166 |aka. i df . i | m”acif; iz‘;"f A m%?hmT.wED in None 1
Russi an ) ) Lhau.t hor_i zed URL Access to _ ‘
46.161.9.6 Federat i on 147.237.77.216|dover. i df . il waw i df . i |/t enpl at es/ honepage/ honepage. aspx/ t enpl at es/ soci al /twitte |B ock 1
r. aspx
176.13.9.43 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
131.253.25. 169 |[wnited Sates |147.237.77.216|dover.idf.il O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 1
106. 186. 113. 132|Japan 147.237.0.34 |tikshuv.idf.il C‘IJIOI ia’t)'i inﬁtgfm_gﬁiiﬁgf;om 106. 186. 113. 132 (P ot ocol None 1
69.58.178. 58 United Sates 147.237.0.15  [kosher-kravi.idf. i mult(:sor:elrz—ek?’ al\j?jiﬁfcf:?ls/ss;;r ed/ user cont r ol s/ header upper / Bl ock !
46.19. 86. 32 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
85. 65. 145. 24 | srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwww aka. i df .il/nai n/ sachar/tfasi maspx’ B ock 1
65.55.210.129 |Lhited Sates |[147.237.77.216|dover.i df.il O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 1
199. 30. 24. 50 Uited Sates |[147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 1
131.253.25.229 |lhited Sates |147.237.77.216|dover.idf . il Distributed Lhauthorized UR. Access on waw idf.il/error.htm Bl ock 1
106. 186. 113. 132|Japan 147.237.0.34 |tikshuv.idf.il %{“&;ﬁfﬂ_&cﬁqm‘ﬂ“g - Protocol violation None 1
46.116. 222. 137 |Israel 147.237.76.42 |refuah.idf.il Ml tipl e Unaut horized URL Access from 46. 116. 222, 137 B ock
157.55.39. 4 Lhited Sates |147.237.72.156|aman. i df.il Uhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock 1
91. 104. 0. 50 Hungary 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
Unaut hori zed URL Access to
66.249.64.131 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ nai n/ gi yus/ r esour ces/ i mages/ popul at i ons/t zav_ri sho |B ock 1
n.jpg
Uhknown Paraneter catld in
149. 78. 157. 120 |l srael 147.237.72. 166 |aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ r esour ces/ i nages/ nast er/ f avi con |None 1
.gif
5.22.135.195  [Israel 147.237. 72. 156 |anan. i df . i | mu;:gLI izsfl HL focess 0 doc. mur/ undef i ned Bl ock 1
157. 55. 39. 42 Lhited Sates [147.237.72.166|aka.idf .il Unaut hori zed URL Access to aka.idf.il/tenpl ates/inner.asp B ock
2.53.16. 177 | srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LRL B ock
130.154.3.250 [Wiited Sates  |147.237.77. 216 |dover. i df . | Dstributed Lt hor ! gggvtﬁaﬁgﬁess on Bock |1
203.33.121.38 |Australia 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/wp-adnin/ B ock 1
66.249.78.234 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 78. 234 B ock 1
149.78.180. 92 |Israel 147.237.72. 167 i shuri maka. i df . i ||Untraceabl e SSL Sessions: Qpen Mde None 1
37.187.114.171 |France 147.237.77.216|dover . i df . i Uhaut hori zed LRL Access to /irj/portal B ock 1
108.56.67.236 |Uited Sates |147.237.72.166|aka.idf.il Uhaut hori zed Met hod HEAD for aka.idf.il/mai n/gi yus/ general . aspx Bl ock 1
Russi an ) ) Paraneter Type Mol ation _ _
46.161.9.6 Feder at i on 147.237.77.216|dover. i df . il ctl 09$Cbpt ent Pl acetbl der 1$ucArti cl eLobbyCont rol $t xt Search in B ock 1
waw i df . i | /1283-en/ dover . aspx
130.154.3.250 |wnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/894-en B ock 1
96.90.121.173 |lhited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx Bl ock 1
217. 69. 136. 209 gz::;”i on 147.237.77. 216 |dover . i df . i | Distributed Lhauthorized UR. Access on waw idf.il/error.htm Bl ock 1
66.249.78.246 I srael 147.237.72. 166 |aka. i df . i | ﬂ;‘“tzg;’r;éef&% gfscte(ffaé; {11 es/ 7 69687, pcl Bl ock 1
149.88.175.64 |lIsrael 147.237.72. 156 |aman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
38.111.147.84 |lhited Sates [147.237.77.216|dover.idf.i | Unaut hori zed URL Access to waw i df.il/894-he B ock 1
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