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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Vb _In drop 1097

8. 37.231. 156 Lhited Sates 147.237.77. 216 dover.idf.il |JLMPurple Con Limt _Htp drop 3

8. 37.231. 156 Lhited Sates 147.237.77. 216 dover.idf.il |JLM Under Attack GCon Htp drop 2
221.138. 63. 184 Korea, Republic of 147. 237. 76. 201 e.atal.idf.il |Bock Wp Al Nets drop 1

42.156. 241. 248 Chi na 147.237. 8. 45 eeitanidf.il [Bock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry get Address |Site Devi ce Action |Count |
82.81.96. 41 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HITP. prefix 1.01 in the LR B ock 6
207.241.237.222 |whited Sates 147.237.0. 34 tikshuv.idf.il |ClL000138: HTTP. prefix 1.01 in the URL B ock 5
106. 38. 241. 144 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP:. User Agent Sogou+web+spi der B ock 5
209. 15. 196. 170 Canada 147.237.77.233 |atal .idf.il 6134 HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 4
209. 15. 196. 170 Canada 147.237.77.233 |atal .idf.il 5670 HTTP. SQ Injection (SALECT) B ock 4
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou-+web+spi der Bl ock 2
162. 210. 196. 97 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
177.185.194.138 |Razil 147.237.77.233 |atal .idf.il 5670 HTTP. SQ Injection (SALECT) B ock 2
46. 19. 85. 123 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |nat pash.idf.il [C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 154 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

209. 15. 196. 170 147.237.77. 233 Canada atal.idf.il A Injection - Select From 9
177.185. 194. 138 147.237.77. 233 Brazil aal.idf.il S Injection - Select From 8
82.166. 181. 71 147.237.77. 216 I srael dover . idf il portscan: TCP D stributed Portscan 1
46.117.36. 44 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
212.179. 44. 34 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
5. 28. 140. 247 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
193. 169. 70. 108 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
109. 253. 216. 58 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
109. 64. 183. 131 147.237.77. 216 I srael dover . idf il portscan: TCP D stributed Portscan 1
89. 249. 107. 248 147.237.77. 216 Qoatia dover . idf.il portscan: TCP D stributed Portscan 1
85. 64. 188. 136 147.237.72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
46. 151. 52. 139 147.237.76. 30 kr ai ne hi nush. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
217.132. 153. 162 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
5.102. 220. 180 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
212.179. 21. 194 147.237.77. 216 I srael dover . idf il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
109. 67. 31. 22 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
95. 86. 117. 191 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
85. 64. 203. 105 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
194. 90. 83. 233 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 90
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
Sreaming Engine: TGP Invalid i i ssi
109. 253. 158. 208|I srael 147.237.76. 31 |nakchal .idf.il 9 =g Invalid segnent retransmssion. drop 24
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.53.131.111  |israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
5.102.220.180 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. drop 12
Ret ransmi ssi on Packet dropped.
5.102. 242. 2 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 10
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
reanming BEngine: TCP Invali i i ssi
93.172.161.91 |Israel 147,237, 77. 243 |mwbi e i1 | €M NG Bngine: TCP Invalid finvalid segnent retransnissi on. drop 8
Ret ransmi ssi on Packet dropped.
46. 19. 86. 228 | srael 147.237.76. 42 |refuah.idf.il dr op First packet isn't SN drop 8
5.102.220.180 |Israel 147.237.77. 233 |atal .i f i Bad TCP sequence StNretransmt with different mnitor |7
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.180.69.24  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
62.219.194.51 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.53.132.199 | srael 147.237. 72. 167 |i shuri maka. i df . i g .g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.55. 41, 96 I srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.149.253 | srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
185. 32. 179. 200 | srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
62.219.190.76 | srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
2.53.181. 149 I srael 147.237. 72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 82 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 85. 70 I srael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
109. 64. 216.5 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
85.130.184.81 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 4
185. 3. 144. 26 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 4
46. 19. 85. 82 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber alert 4
Sreamng Engine: TCP Invalid i i SSi
46. 19. 86. 68 I srael 147. 237.72. 166 |aka i df . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
e SYNVACK retransmt wth different .
85.130.133.35 |[lIsrael 147.237.77. 216 |dover. i df .i | Bad TCP sequence wi ndow scal e noni t or 3
Russi an ) .. |Streaming BEngine: TCP Invalid Invali d segnent retransnission.
130. 193. 51. 91 erat i on 147.237. 76. 200 |ei tan. aka. i df .i | Ret r ansmi ssi on Packet dr opped. drop 3
Sreaming Engine: TGP Invalid i i sSi
176.13.16.110 |israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
109. 253. 200. 118|i srael 147.237.72. 166 |aka i df . Streamng Engi ne: TCP Invalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
109. 64. 216. 5 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 3
reaning BEngine: TCP Invali i i ssi
2. 55. 26. 169 I'sr ael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid  invalid segnent retransnission drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.193  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
79.177.178.170 |israel 147.237.72. 166 |aka. i df .| Bad TCP sequence SAXK retransmt with different 1ooniior [
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
82.81.35.65  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.181.187.75 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
46. 19. 85. 137 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d AGK nunber aert 3
Sreanming Engine: TGP Invalid i i ssi
109. 253. 207. 190|1 srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
79.177.204.196 |l srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
46. 19. 85. 82 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d AGK nunber alert
Sreanming Engine: TCP Invalid i i ssi
82.166.83. 118 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.0.208  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 137 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence I'nval i d AGK nunber noni t or 3
Russi an . .. |Streaming Engine: TCP Invalid Invalid segnent retransmssion.
141.8.142.1 Federat i on 147.237.76. 200 |eitan. aka.i df . il Ret 1 ansni ssi on Packet dr opped. drop 3
79.177.204.196 I srael 147.237. 72. 156 |anan. i f .| Bad TCP sequence SIAK retransmt with different | oo |3
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
2.53.27. 165 I'srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 82 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d AGK nunber noni t or 3
Sreamng Engine: TCP Invalid i i SSi
176.13.3.206  |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. drop 3

Ret r ansm ssi on

Packet dropped.
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A tacker

Attacker Address count ry Target Address |[Ste Signature
Sreamng Engine: TCP Invalid i i SSi
79.182. 163. 136 |l srael 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 64. 214.66 | srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssi on. drop
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
87.70.19.255  |Israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop
Ret ransni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
2.55. 29. 206 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 362
2.53.48.181 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 203
176. 13. 19. 65 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 23
37.26.148.224 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 9
141.8.132.78 gz::;”i on 147.237.77.216|dover.idf.il Mil tipl e Unauthorized URL Access from 141.8.132. 78 Bl ock 7
66.249.84.173 |[Israel 147.237.77.216|dover.idf . il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 5
132.72.138.1 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized URL Access from132.72.138.1 Bl ock 5
66.249.84.172 |[israel 147.237.77.216|dover.idf .l D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 5
197.211.53.9 N geria 147.237.77.216|dover . i df . il D stributed Whknown HTTP Request Met hod B ock 4
109. 253. 226. 190|I srael 147.237.77.243|nobi l e.idf . i | D stributed Unaut hori zed URL Access on nobil e.idf.il/nekudot/i ndex Bl ock 4
197.211.53.9 Ngeria 147.237.77.216|dover.idf .l Distributed Ml fornmed URL B ock 4
197.211.53.9 N geria 147.237.77.216|dover . i df . il Dstributed I11egal HITP \ersion B ock 3
109. 253. 207. 204|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 226. 193]l srael 147.237.77.243|nobi l e.i df . i | D stributed Unaut hori zed URL Access on nobil e.idf.il/nekudot/i ndex B ock 2
185. 89. 217. 225 |Net herl ands 147.237.77.216|dover.idf .i |l D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 2
66.249.84. 174  |Israel 147.237.77.216|dover . i df . i O stributed Lhaut horized UR. Access on www idf.il/error. htm Bl ock 2
72.9.148.10  |[United Sates  [147.237.76.86 |navy.idf.il muagsg' e R e navy. aspx. aspx Bl ock 2
81.218.241.25 |lIsrael 147.237.77.216|dover.i df .l Mil tipl e Unaut hori zed URL Access from 81.218.241. 25 Bl ock 2
2.55.13. 141 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.120.77.249 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
79.176.59.185 |Israel 147.237.77.216|dover.idf . il Unaut hori zed URL Access to waww i df.il/894-en/i df gdover. aspx B ock 2
212.150. 10. 138 |l srael 147.237.77.216|dover . i df . il Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 2
109. 253. 226. 191l srael 147.237.77.243|nobi l e.i df . i | D stributed Uhaut hori zed LRL Access on nobil e.idf.il/nekudot/i ndex B ock 2
46. 116. 32. 84 | srael 147.237.0.34 |ti kshuv.idf.il Mil tipl e Uhaut horized URL Access from 46. 116. 32. 84 B ock 2
37.26.146.217 |Israel 147.237.77. 176 [nat pash. i df . i | Uhaut hori zed LRL Access to www cogat . i df . il/894-ar B ock 1
185. 89. 217. 224 |Net herl ands 147.237.77.216|dover.idf .il D stributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock 1
109. 253. 226. 182|I srael 147.237.77.243|nobi l e.idf . il Uhaut hori zed URL Access to nobil e.idf.il/nekudot/index Bl ock 1
80. 246. 130. 165 |l srael 147.237.77.216|dover . i df . il Unhaut hori zed URL Access to wawidf.il/igf B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77. 176 |mat pash. i df . i | Mitiple Illegal Byte Qode Character in Method from169. 229. 3. 91 B ock 1
212. 150. 163. 132|I srael 147.237.76.42 |refuah.idf.il Illegal Byte Qode Character in Mt hod B ock 1
169. 229. 3. 91 Lhited Sates |147.237.76.31 |nakchal .idf.il Il1egal Byte Gode Character in LR @[#12]]:[[#3]]s: B ock 1
46.116.32.84  |israel 147.237.0.34 |tikshuv.idf.il [adperized (R fgfgf;;r‘;ge/ {11 s/ 8 i 26220101 2006, pg Bl ock 1
192.117.105.2 |Israel 147.237.77.74 |lawidf.il Paraneter Type Mol ation FreeText in ww|awidf.il/421-hel patzar.aspx |B ock

169. 229. 3. 91 Lhited Sates  [147.237.77.234|hal ag.idf.il Unknown HTTP Request Met hod >5A1AE<Ij tc Bl ock 1
89. 222, 198. 226 g;z:;nl on 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wwtikshuv.idf.il/sitelstory.aspx B ock 1
17.142.156.109 |lhited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to www i df.il/894-en/i df gdover . aspx B ock

169. 229. 3. 91 Uhited Sates  |147.237.76. 147 |chi nuch. aka. i df . i[Dstributed I11egal Byte Qde Character in Mthod B ock
68.180.231.43 |lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed LR Access to wawidf.il/international -training Bl ock 1
62. 0. 100. 86 I'sr ael 147.237. 72. 166 |aka. i df . i | mngkmglzaf"?ﬁ;;' nlcggf:;‘jt;a?gffgg":isgfcphsaCha'$°t' 7sin None 1
157.55.39.217 |lhited Sates  [147.237.77.216|dover.idf .il Distributed Abnormal |y Long Request B ock 1
109. 253. 226. 185|I srael 147.237.77.243|nobi l e.idf . i | D stributed Unaut hori zed URL Access on nobil e.idf.il/nekudot/i ndex Bl ock 1
80. 246. 133. 207 |Israel 147. 237.77. 216 |dover . i df . i | mﬁt (?forl Iljfganﬁa_t :S‘f/‘izsr;l ;:’ecom ol s/ generi o B ock 1
169. 229. 3. 91 Whited Sates  [147.237.77.234|hal ag. i df.il Abnormal |y Long Request et hod B ock 1
212.150. 163. 132l srael 147.237.76.42 |refuah.idf.il NULL Character in Method B ock

169. 229. 3. 91 Uhited Sates [147.237.76.31 |nakchal .idf.il I11egal HITP \ersion B ock
46.117.96.183 |israel 147.237.72. 166 |aka. i df . i | L\L&Negai]a.ﬁfﬁtf;mar:f?milﬁgeﬁt;ﬂogI[Zr ot passvior . asp None 1
192.117.105.2  [Israel 147.237.77.74 |lawidf.il \Tﬁrwargtmf ' d?ﬁ’? /ﬁﬂaé'zé’g r’:’:f:)gf;’fé‘;zrpfucmader SearchStxtSearch in g oo 1
31.154.19.5 I srael 147.237.77.216|dover. i df .l Uhaut hori zed URL Access to wa idf.il/inages/ 1. he/scrol | panetop.gif |B ock 1
176.13.3.226 [l srael 147.237.72. 166 |aka. i df . i | m ;li;‘i”dfc.‘i thgcg;ci? /ﬁsiﬁcae:p;o” B ock 1
93.172.161.91  |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Gode B ock 1
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