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|Top Attackers | n DDoS- Def ence |
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Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Vb _In drop 3603
82. 145. 209. 190 Eur ope 147.237.77. 216 dover.idf.il Bl ock | p_V¢b In dr op 7
120. 132. 50. 135 Chi na 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 forward 4
192. 118. 132. 185 | srael 147. 237.77. 216 dover. i df.il Block Udp All Nets drop 3

89. 46. 102. 242 Ronani a 147.237.76. 34 yohal an. i df .i| B ock Np Al Net drop 1

89. 46. 102. 242 Romani a 147.237.0. 15 kosher-kravi .idf.il B ock Np Al _Net drop 1

89. 46. 102. 242 Romani a 147.237.77.170 naar achot . i df . il B ock Np Al _Net drop 1

89. 46. 102. 242 Romani a 147.237.0. 200 ndu.idf.il B ock Np Al Net dr op 1

89. 46. 102. 242 Romani a 147.237.77. 235 sviva.idf.il Bock Np All Net drop 1

89. 46. 102. 242 Ronani a 147.237.72. 217 eidf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry get Address |Site Sgnature

87.69. 144. 214 |l srael 147.237.0.34 [tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 8
106. 38. 241. 144 |China 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 5
213. 8. 145. 99 I srael 147.237.77.74 |lawidf.il 6134: HITP. Q. Injection Variable Decl arati on BEvasion B ock 4
41.185. 31. 40 South Africa 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
66. 135. 63. 82 Lhited Sates 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 4
207.241.237. 222 |Lhited Sates 147.237.0.34 |tikshuv.idf.il C1000138: HTTP: prefix 1.01 in the URL B ock 4
66. 135. 63. 82 Lhited Sates 147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
87.106.179.116 |Ger many 147.237.72. 166 |aka. i df . il 5670: HTTP. SQ Injection (SALECT) B ock 4
209. 173. 241. 141 |Lhited Sates 147.237.77. 226 [ww chanat z. aka. i df . i | |6134: HITP. SQ Injection Variabl e Declaration Evasion B ock 4
95.211.70.193  |Netherl ands 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
79.176.124.194 |israel 147.237.0.34 |tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 2
66.249.66. 154  |Israel 147.237.0.34 |tikshuv.idf.il C1000138: HTTP: prefix 1.01 in the URL B ock 2
37.48.104.140  |Netherl ands 147.237.77. 216 |dover.idf . i C1000133: HTTP. (pisrael 2015 - key words and groups |[B ock 1
66.249.66.162 |Israel 147.237.0.34 |tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 1
151. 80.31. 176  |France 147.237.76.31 |nakchal .idf.il C1000146: HTTP. AhrefBot craw er Bl ock 1
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
151.80.31. 161 |France 147.237.77. 170 [naarachot . i df . i | C1000146: HTTP.  AhrefBot craw er B ock 1
151.80.31.181 |France 147.237.77.216 |dover.idf.il C1000146: HITP. AhrefBot craw er B ock 1
106. 38. 241. 106 |Chi na 147.237.76.42 |refuah.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
151. 80.31. 163 |France 147.237.77.74 |lawidf.il C1000146: HTTP.  AhrefBot craw er B ock 1
106. 38. 241. 106 |China 147.237.77. 176 |nat pash. i df . i | C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
151. 80. 31. 169  |France 147.237.77.74 |(lawidf.il C1000146: HTTP. AhrefBot craw er B ock 1
106. 38. 241. 106 |Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
151. 80.31. 175  |France 147.237.77. 170 [maar achot . i df . i | C1000146: HTTP. AhrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste |Signature

66. 135. 63. 82 147.237.76. 42 Lhited Sates refuah.idf.il SQ Injection - Select From 13
209. 173. 241. 141 147.237.77. 226 Lhited Sates waw charat z. aka. i df . i | SQ Injection - Select From 9
213. 8. 145. 99 147.237.77. 74 I srael lawidf.il S Injection - Select From 8
87.106. 179. 116 147. 237.72. 166 Ger many aka.idf.il A Injection - Select From 7
41.185.31. 40 147.237.77. 74 South Africa lawidf.il SQ Injection - Select From 7
95.211. 70. 193 147.237.77. 74 Net her | ands lawidf.il S Injection - Select From 2
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
85. 64. 229. 157 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
218.57.11.7 147.237.76. 39 Ghi na nobi | e. nei tav. idf.il ET SCAN Potential SSH Scan 1
82. 81. 55. 83 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
66. 249. 78. 97 147.237.72. 166 Lhited Sates akaidf.il portscan: TCP O stributed Portscan 1
185. 32.179. 2 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
46.121.56. 17 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
176.13.11. 92 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
109. 253. 222. 167 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
85. 65. 24. 9 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
218.57.11.7 147.237. 76. 201 Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
85.64.72. 8 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
77.124.15. 76 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
176.13.11. 126 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
176.13. 5. 182 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
109. 253. 194. 201 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
93. 172. 130. 160 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
87.71.53. 134 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41.33.231.90 Egypt 147.237.77. 216 |dover.idf i1 drop SAMrule drop 24
Sreaning Engine: TP Invalid i i ssi
46.19. 85. 4 I srael 147.237.77. 243 |nubi | e.i df .i 9 =9 Invalid segnent retransmssion. o 21
Ret ransni ssi on Packet dropped.
reaning BEngine: TCP Invali i i ssi
176.13.11. 152 [ srael 147.237.77. 243 |nobi L e. i of .| Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 18
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 130. 49 |Israel 147.237.77. 243 |nubi | e.i df i 9 =9 Invalid segnent retransmssion. g 15
Ret ransni ssi on Packet dr opped.
46.19.86.100  |Israel 147.237.77. 226 "f"l""‘Cha”atz'aka"df dr op First packet ism't SWN drop 12
S SN retransnmit wth different .
93.172. 155. 203 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e moni tor |9
reaning BEngine: TCP Invali i i ssi
2.53.191. 37 I'sr ael 147.237.77. 243 |nobi L e. i of .| Streaming Engi ne: TCP Inval id invalid segnent retransnission drop 9
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
80. 246. 139. 224 I srael 147.237.77. 243 |nubi | e.i df i 9 =9 Invalid segnent retransmssion. g 9
Ret ransni ssi on Packet dr opped.
reaning BEngine: TCP Invali i i ssi
176.13.16. 151 [ srael 147.237.77. 243 |nobi L e. i of .| Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 9
Ret ransmi ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 9
193. 47. 165. 251 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
95. 35. 16. 15 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Invalid sequence nunber noni t or 8
5.102.195.247 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |7
Sreanming Engine: TGP Invalid i i ssi
192. 114. 23,208 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.53.31.95 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.65.14  |Uited Sates |147. 237. 77. 243 |nobil e.i df .1 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
95. 35. 16. 15 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invali d sequence nunber noni t or
46. 19. 85. 45 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
reaning BEngine: TCP Invali i i ssi
66.249.79.123 |Wnited Sates |147. 237. 77. 243 [robile.idf .1 Streaming Engi ne: TCP Inval id invalid segnent retransnission. drop 6
Ret ransmi ssi on Packet dropped.
5.102.254.123 |Israel 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or
46.19. 85. 124 | srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop
109.65.144.23  |Israel 147. 237. 77. 216 |dover. i df .i Bad TCP sequence SYNRACK retransmt W th monitor |5
di fferent w ndow scal e
79.177. 104. 108 |l srael 147.237.72. 166 |aka. i df .i| SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
79.177.104.108 |Israel 147. 237.72. 166 |aka. i of . i | Bad TCP sequence SYNWACK retransmit with monitor |5
di fferent w ndow scal e
213.57.94.106 |lsrael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SYN drop 5
94.230.86.226 |lsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
46.19. 85. 34 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber alert 4
79.176.124. 194 |l srael 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 34 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber nonitor |4
5.102.195.133 |Israel 147.237.72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
46.19. 85. 34 I srael 147.237.77. 176 |nat pash. i df . i Bad TCP sequence Inval i d AGK nunber aert 4
46.19. 85. 34 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval id ACK nunber nonitor |4
95. 86. 98. 128 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
Sreanming Engine: TCP Invalid i i ssi
2.53.22.222 I srael 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. o 3
Ret ransn ssi on Packet dropped.
reaning BEngine: TCP Invali i i ssi
176.13.20.138 [ srael 147.237. 72. 166 |aka. i df . i Streaming Engi ne: TCP Inval id invalid segnent retransnission drop 3
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37.26.148.142 | srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.
79.176.130. 195 |[lIsrael 147. 237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TCP Invalid i i ssi
79.179. 215. 163 I srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
37.26.146.200 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
5.22.130. 99 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or
185.3.147.129 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
176.13.23.216 | srael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
192. 116. 217. 155(I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence noni t or
132.71.80. 25 I srael 147.237.72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
176.13.13.25  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dr opped.
109. 253. 136. 252|l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i ssi
192.117.105.2 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37.26.149.239  |israel 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
195.200.205.2 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransnmi ssi on Packet dropped.
192. 116. 217. 155|I srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 3
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
109. 253. 221. 87 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 111
46. 19. 85. 246 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 66
46.19. 85. 180 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 40
62.219.21.30 |israel 147.237. 72. 166 |aka. i df . i | mt;ki;)?gfi IL/ha”t hori zed Nethod for Known LRL on B ock 12
2.53.130. 179 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 10
176.13.15.191 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 9
46. 19. 86. 144 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 9
109. 253. 130. 49 |l srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 4
93.172.253. 145 |Israel 147.237.76.42 |refuah.idf.il D stributed Unaut horized HTTP Met hod Bl ock 4
157. 55. 39. 65 Lhited Sates |[147.237.77.216|dover.idf.il D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm B ock 4
46.19.85.4 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 4
46.10.85.142  |israel 147. 237.72. 166 |aka. i df . i | Dy sti1but ed Uadt hor | zed /:’;sfrffae;; on Bl ock 3
77.125.75.186 |l srael 147.237.72. 166 |aka. i df . i | O stributed Aonormal |y Long Request B ock 3
37.48.104.140 |Netherlands [147.237.77.216|dover.idf.il PHP At t enpt B ock 3
212.199. 176. 182|I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip_storage/files/1/ B ock 3
2.55. 29. 206 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
77.125.75.186 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Qode Character in Mthod B ock 3
62.219. 21. 30 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 62.219. 21. 30 B ock 3
2.55.41. 96 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
176.13.11. 152  |Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 3
77.125.75.186 |lsrael 147.237.72. 166 [aka. i df . i | Oistributed Ml forned HTTP Header Line Bl ock 2
64.62.219.79  |nited Sates |147.237.77.216|dover.idf.il \;Twa?ztfri IT/yfg3:3’1_ Z'n‘;"tdioc\’/r;r‘ft;;f@m entA acerbl der ISxtEmail in g oo 2
37.48.104.140 |Netherlands [147.237.77.216|dover.idf.il Ml tiple Unauthori zed URL Access from 37.48. 104. 140 B ock 2
77.125.75.186 |[lIsrael 147.237.72. 166 [aka. i df . i | Dstributed Ml formed UR Bl ock 2
2.53.191. 37 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 2
77.125.75.186 |[lIsrael 147.237.72. 166 [aka.i df . i | Dstributed I11egal Byte Gode Character in Header Nane Bl ock 2
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to v idf.il/error. htm B ock 2
77.125.75.186 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Unknown HTTP Request Met hod B ock 2
77.125.75.186 | srael 147.237.72. 166 |aka. i df . i | géﬁiﬁ&igﬁfiﬁﬁ&i gﬁg_ggi&) None 2
77.125.75.186 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in LR B ock 2
93.172. 253. 145 |Israel 147.237.76.42 |refuah.idf.il m‘ferh‘fj! ;e:] _ﬁ_ff/c:iss_;t%rag e Bl ock 1
66.249.78.97  |israel 147. 237. 72. 166 |aka. i df . i | ﬂ?“tzgc;r i;;%% :ﬁ;e{jﬁ/ :T;’i N~ B ock 1
184.14.139.16 |Uhited Sates |[147.237.76.42 |refuah.idf.il PHP At t enpt B ock 1
46.117.101. 174 |Israel 147. 237.72. 166 |aka. i df . i | i_stﬁozaac\l\?ﬂ?éﬁ?fifg Protocol vialation None 1
169. 229. 3. 91 Lhited Sates |[147.237.77.226 V\:V\rN chamat z. aka. i df Ostributed Abnormal |y Long Request B ock 1
77.125.75.186 |lsrael 147.237.72. 166 [aka. i df . i | NULL Character in Header Nane at Bl ock 1
37.48.104.140 |[Netherlands  [147.237.77.216|dover.idf.il Adnin Bl ocki ng B ock 1
160.229.3.91  |thited Sates [147.237.0.34 [tikshuv.idf.il ﬁ;_iz"'zge_ g_'gefaj Byte Qode Character in teader hane from B ock 1
66.249.79.123 |lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
212.25.79.133 [Israel 147.237.77. 216 |dover.idf .i | Lhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock 1
2.53.189.27  [israel 147.237.77. 233 |atal . i df . | oy 230 19, 259 1194 nof at ol - et B ock 1
120. 132. 50. 135 [China 147.237.77.233|atal .idf.il Unaut hori zed URL Access to ww. qunar . comd 894- he/ at al . aspx B ock 1
82. 166. 140. 117 |israel 147.237.72. 166 |aka. i df . i | m“;:‘;’_rii;fé?l ?}u ﬁfg::ﬁart/? f asi m asp B ock 1
77.125.75.186 |lsrael 147.237.72. 166 [aka. i df . i | Ill1egal WRL Path Encoding xxUp[ #2711@] t ¥32' «:” Bl ock 1
169. 229. 3. 91 Uhited Sates [147.237.77.216|dover.idf.il Illegal Byte Gode Character in Header Nane B ock 1
157.55.39.217 |uhited Sates [147.237.77.216|dover.idf.il Dstributed Lhauthori zed UR. Access on waww idf.il/error.htm B ock 1
31.154.163.94 | srael 147. 237.72. 166 |aka. i df . i | \z;;;i ;Li'td‘?c.ji w::jt:losr;cﬁ /ﬁsffncafr‘; on B ock 1
109. 253. 128. 57 |l srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
66.249.78.104 | srael 147. 237. 72. 166 |aka. i df . i | ﬂ?f‘;g?r;géfeéi‘diﬁﬁﬁs;r;‘;/ gener al doc. asp B ock 1
184.14.139.16 |Uited Sates |[147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to wwu refua. atal .idf.il/wp-1ogin. php B ock 1
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