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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address Signature Device Action

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In drop 4121
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df i | B ock_Up Al _Nets drop 12
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3

80. 82. 78. 38 Net her | ands 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 2

80. 82. 78. 38 Net her | ands 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 forward 2
182. 92. 223. 10 Chi na 147.237.0. 35 akavs.idf.il B ock Wp Al _Nets drop 1
194.177.16.3 | srael 147.237.76. 31 nakchal .idf.il B ock_Wp Al _Nets drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock_Up Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site Devi ce Action |Oount
79.183.59. 115 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 7
106. 38. 241. 144 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 5
207.241.237.222 |lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 4
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 4
199. 58. 86. 206 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot B ock 2
46. 116. 14. 225 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |matpash.idf.il [ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry \Signature

31. 154. 49. 35 147. 237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
192.114.5.10 147.237.77.216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
149. 88. 114. 222 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
115. 29. 138. 97 147.237.76. 44 (hi na e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
87.69. 221. 109 147.237. 72. 166 I srael akaidf.il portscan: TCQP D stributed Portscan 1
80. 178. 157. 113 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
79.176. 158. 109 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
77.126.92. 42 147.237. 72. 166 I srael akaidf.il portscan: TCQP D stributed Portscan 1
2.53.176. 83 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
212.179. 21. 194 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 27. 106. 119 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
123. 49. 44. 28 147.237.0.15 Bangl adesh kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
87.70. 96. 162 147. 237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
87.69. 198. 154 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
80. 82. 78. 38 147. 237.76. 44 Net her | ands e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
78.129. 199. 80 147.237.77. 19 Lhi ted Ki ngdom | awforumidf.il ET SCAN NVAP -sS w ndow 1024 1




04-14-2016-12:04:03 to 04-14-2016-13:04:03

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
62.99.216.226 |Austria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 300
o SN retransmit wth different .
80. 246. 133. 167 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 187
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreaning BEngine: TGP Invalid i i ssi
80.178. 189. 185 |l srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 nval i d segnent retransmssi on. drop 24
Ret r ansm ssi on Packet dropped.
62.219. 114. 144 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
reamn ine: TCP Invali i i ssi
109. 253. 194. 220|1 srael 147.237.77. 243 |mbi e ik i1 | €M NG Engi ne: TP alid invalid segnent retransmissi on drop 12
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
79.179.19.213 |[Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
188. 120. 154, 197I srael 147. 237, 76. 200 |6 tan. aka i o i1 || A 9 Erp e T Invalid invalid segnent retransnission drop 12
Ret r ansm ssi on Packet dropped.
80. 246. 137. 228 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber alert 11
79.183.59.115 |[lIsrael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 11
80. 246. 137. 228 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACGK nunber noni t or 11
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
Sreaning BEngine: TQP Invalid i i ssi
89.138.205.31 | srael 147.237.76.86 |navy.idf.il g =g nvalid segnent retransmssi on. drop 10
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
87.71.34.158  |israel 147. 237.72. 166 |aka. i f .11 9 =g nval i d segnent retransmssi on. drop 10
Ret r ansm ssi on Packet dropped.
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
2.53.149.130 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
Sreaning Engine: TGP Invalid i i sSi
212.235.98. 139 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nvalid segnent retransmssi on. drop 8
Ret r ansmi ssi on Packet dropped.
2.53.130. 128 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
94.159. 152. 210 |lsrael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 7
149. 78. 152. 186 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
192. 249. 66. 247 |Wnited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 7
46. 116. 60. 16 | srael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i ssi
2.53.171.171  |israel 147. 237.77. 243 |nobi le.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
46.19.85. 1 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACGK nunber aert 6
Sreaning Engine: TGP Invalid i i sSi
87.70.52.243  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
82.80.146.24  |israel 147.237.0.34  |tikshuv.idf.il 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
46.19.85. 1 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 6
i Sreaning BEngine: TQP Invalid i i ssi
108. 171. 128, 18| t&d 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ki ngdom Ret r ansni ssi on Packet dr opped.
Sreaning BEngine: TP Invalid i i ssi
80. 246.138.60 I srael 147.237.77. 243 |nobi 1 e.i o i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
46.19.85.1 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
185. 26.180. 73  |Europe 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
87.70. 6. 250 I srael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
147. 236. 31. 231 |Israel 147.237.72. 167 |i shurimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
85. 65. 96. 71 I srael 147.237.0.34 |tikshuv.idf.il [Bad TCP sequence I'nval i d AGK nunber noni t or 5
46.19.85. 1 I srael 147.237.77. 216 [dover.idf . il Bad TCP sequence I'nval i d AGK nunber aert 5
87.71.133.160 |Israel 147.237.72. 166 |aka. i df i drop First packet isn't SN drop 4
Sreaning Engine: TGP Invalid i i sSi
31.168.11.194 |[israel 147.237. 77. 243 |robi 1 e. i of . i | 9 =g nvalid segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dropped.
84.108.37.157 |[lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 4
85. 65. 96. 71 I srael 147.237.0.34 |tikshuwv.idf.il [Bad TCP sequence Inval i d AGK nunber aert 4
5.22.130. 129 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 4
46.19. 85. 121 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACGK nunber aert 4
188. 120. 148. 221l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 4
46.19. 85. 121 I srael 147. 237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 4
141.0. 13. 82 Nor way 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
s SYNretransmit wth different .
62. 219. 48. 45 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 4
Sreaning Engine: TQP Invalid i i ssi
46.19.85.140  |Israel 147. 237. 72. 166 |aka.i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
79.180. 174. 229 I srael 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
217.132.77.139 |israel 147. 237. 72. 166 |aka.i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaning Bngine: TCP Invalid i i ssi
79.182.134.81 |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
37.26.149.239 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 94
2.53.29.78 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 21
5.189.190.212 |Ger many 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code B ock 15
2.55.172. 149 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 9
2.55.39. 35 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 5
213.185.86. 107 |Ger many 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut horized LRL Access from 213. 185. 86. 107 B ock 5
91. 200. 12. 18 kr ai ne 147.237.77.233|atal .idf . il O stributed PHP Attenpt Bl ock 4
79.181. 107. 218 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 194. 220]I srael 147.237.77.243|nobi [ e.i df . i | Distributed Suspici ous Response Code B ock 3
185.32.179. 182 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 3
109. 253. 201. 194/l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
212.235.98.139 |israel 147.237.77. 226 \fIW\:AI' chamat z. aka.id m“é:a?:;?gkﬁdﬁﬁ;spi; oregel i | e/ 8 B ock 3
31.168.11.194 |[lIsrael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 227. 173]I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.53.171.171 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode Bl ock 3
213.8.71.26 I srael 147.237.77. 216 |dover.i df . i | Ml tiple Uhaut horized URL Access from 213.8.71.26 B ock 3
36.57.245.169  |China 147.237.72. 166 |aka. i df . i | m”;gri' dzf'fa?l ?’ﬁ;ﬁﬁ;’hmgf‘;l (. aspx Bl ock 2
109. 67. 110. 116 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 2
91. 200. 12. 18 Wrai ne 147.237.77.233|atal .idf.il Mil tipl e Unaut hori zed URL Access from 91.200. 12. 18 B ock 2
87.69.122.9 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
91. 200. 12. 18 kr ai ne 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to atal.idf.il/wp-1ogin. php Bl ock 2
2.53.130. 179 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 2
77.124.6.29 I srael 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 2
213.8.71.26 | srael 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to www i df.il/inages/ 1. he/ back. png B ock 1
80.246.138.60 |[Israel 147.237.77.243|nobi | e.i df . i | Dstributed Suspicious Response Code B ock 1
i ted ) ) Unknown _Para_net er cat_l din _ _ _ _
178. 96. 131. 241 Ki ngdom 147.237.72. 166 |aka. i df . i | VAL a_ka. i df.il/main/giyus/ nai n/ gi yus/ resour ces/ i mages/ master/ favi |None 1
con. gi f
68.180.229.89 |lnited Sates |[147.237.72.166|aka.idf.il Uhaut hori zed LRL Access to waw aka. i df . il/defaul t.aspx B ock 1
2.53.51.10 I'sr el 147.237.77.233|at al . i df . i | e Lot or zed W .A;’SCS? on Bock |1
217. 69. 136. 204 :32::1”' on 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to v i df.il/anman/ B ock 1
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1501-he/ atal . aspx  |B ock 1
212.25.112.2 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
169. 229. 3. 91 Uited Sates [147.237.76.42 |refuah.idf.il Illegal Byte Qode Character in Mthod B ock 1
62.0.34.177 I srael 147.237.77. 234 [hal ag. i df . i | mﬂtog?rsltlzig aLIFaal_.'io‘(:if.eiSIS/tte?rpl at es/ shared/ user control s/traj ector/ B ock !
Dstributed Paraneter Type Mol ation on
213.57.226. 144 |l srael 147.237.0.19 |madimatal .idf.il madi matal .idf.il/1088-he/ neretz. aspx par anet er B ock 1
ct| 00$Cont ent Pl acetbl der 1$txt A ty
81.218. 46. 66 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/wwtikshuv.idf.il B ock 1
184. 105. 139. 67 |[Wnited Sates |147.237.72.166(aka. i df.il Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
74.6.254.127  |wited Sates  |147.237.77.216|dover. i df . i m”it;o_ri'f/i‘? p?of‘;;z/sfsi Itgs/ 6/ i 26220X0/ 17336, | pg Bl ock 1
2.53.58. 104 I srael 147.237.72. 166 |aka. i df . i | %ﬁgﬁa&fﬁfﬁfg Protocol violation None 1
80. 82. 78. 38 Netherlands  |147.237.76.31 |nakchal .idf.il m”LZf’LLZig mﬁcﬁ‘;fglsib;f” S Bl ock 1
212.235.98. 139 |[Israel 147.237.77. 226 }AMIMII chamat z. aka. i d Ml tipl e Uhaut hori zed URL Access from 212. 235. 98. 139 Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.76.42 [refuah.idf.il NULL Character in Method B ock 1
62.219. 48. 45 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |B ock
213.57.226. 144 |lIsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx  |B ock
82. 80. 56. 21 I srael 147.237.72. 166 |aka. i df . i | \;?\rwa':;:ri deaidl ?Jgn\f;’;ﬁ;f?f O'rgot passuor d. aspx None 1
77.124.6.29 I srael 147.237.77.74 |lawidf.il Mil tipl e Unauthori zed LRL Access from 77.124.6.29 Bl ock 1
Unhaut hori zed URL Access to
40.77.167. 20 Uited Sates |[147.237.0.34 |tikshuv.idf.il waw ti kshuv. i df . i1/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undefin |Bl ock 1
ed
91.151.234.27 |Lebanon 147.237.77. 216 |dover. i df . i | Unaut hori zed HTTP Met hod B ock 1
80.82.78.38  |Netherlands  |147.237.76.86 |navy.idf.il chaut hor) zed mﬁcﬁif‘;’,fibifu o/ 5. qi Bock |1
173.208.177.59 |lhited Sates |147.237.77.216|dover.idf.il PHP Attenpt B ock 1
66. 249. 69. 26 I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to v idf.il/igf B ock 1
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