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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 4113
185. 32. 179. 209 | srael 147.237.77.216 dover.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 61
123. 59. 59. 52 Chi na 147.237.76. 39 nobi | e.neitav.idf.il |bl ock-sp-trafl forward 4
81.218. 65. 210 I srael 147.237.72. 166 aka.idf.il Block Wdp All Nets drop 3
184. 105. 139. 126 Lhited Sates 147.237.77. 205 prisha.idf.il Block Np All Net drop 1
184. 105. 139. 90 Lhited Sates 147.237.77. 235 svivaidf.il Block Np Al _Net drop 1
184. 105. 139. 106 Lhited Sates 147.237.77.121 e navy.idf.il Block Np All Net drop 1
184. 105. 139. 82 Lhited Sates 147.237.77. 227 e hanaz.idf.il B ock Np Al _Net drop 1
184. 105. 139. 102 Lhited Sates 147.237.8. 45 eetanidf.il Block Np All Net dr op 1
184. 105. 139. 106 Lhited Sates 147.237.77.212 e dover.idf.il Block Np All _Net drop 1
184. 105. 139. 90 Lhited Sates 147.237.0. 19 nadi matal .idf.il B ock Np Al _Net dr op 1
184. 105. 139. 102 Lhited Sates 147.237.8. 46 e.chinuch.idf.il Block Np Al _Net drop 1
184. 105. 139. 78 Lhited Sates 147.237.77. 19 lawforumidf.il Block Np Al _Net drop 1
184. 105. 139. 114 Lhited Sates 147.237.77. 233 atal.idf.il Block Np All Net drop 1
184. 105. 139. 90 Lhited Sates 147.237.8. 14 e.orchot.idf.il Block Np All Net dr op 1
184. 105. 139. 106 Lhited Sates 147.237. 8. 28 e.nobi | e-ks.idf.il Bock Np Al _Net dr op 1
184. 105. 139. 82 Lhited Sates 147.237. 0. 200 . i dff i | Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnature Devi ce Action |Oount
106. 38. 241. 106 Chi na 147. 237.76. 42 refuah.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 7
87.71.94. 110 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 6
106. 38. 241. 144 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 5
207.241.237.222 |lited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 4
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 3
106. 38. 241. 106 Chi na 147.237.77.176 |nmatpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 3
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

5. 144. 62. 90 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
213. 208. 214. 206|147. 237. 77. 216 LKJ?i;:gom dover.idf.il portscan: TCP O stributed Portscan 1
212. 235. 103. 211|147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
192.114.176. 65 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
88.249.106.23 [147.237.76.39 |[Turkey nobi | e.nei tav. i df.i [ET SCAN NMAP -sS wi ndow 1024 1
82.117.208. 243 |147.237.72.14 dover.idf.il(od) |ET SCAN NVAP -sS w ndow 1024 1
82.81. 19. 162 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
31.44.132.52 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP DO stributed Portscan 1
5.22.135. 246 147.237. 72. 167 [I srael i shuri maka.idf.il SER\/ER APAO_E_ Apache mod_ssl non- S8 connection to SSL port 1
deni al of service attenpt
212. 235. 103. 211147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
123.49. 44. 28 147.237.0.33 |Bangl adesh idf.il ET SCAN NVAP -sS w ndow 1024 1
87. 68. 18. 77 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
82. 81. 83. 218 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
37.238.95.101 [147.237.77.216|lrag dover.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
S SYNretransnmit wth different .
93.172. 155. 203 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 28
reanming BEngine: TCP Invali i i SSi
109. 65. 162. 115 |I srael 147. 237, 76. 147 |chi ruch aka i of 1| | ST NG Enginer TCP Invalid invalid segnent retransnission drop 24
Ret ransni ssi on Packet dr opped.
5.22.135. 246 I srael 147.237.72.167 |ishurimaka.idf .il[Bad TCP sequence Invalid ACK nunber noni t or 20
212.179.21.194 |Israel 147.237. 77. 216 |dover . i df . i Bad TCP sequence S retransmt wth different monitor |18
W ndow scal e
Sreaning Engine: TCP Invalid ' i ssi
46.19. 85. 83 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Inval i d segnent retransmssi on. dr op 15
Ret ransni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
89. 138. 181. 216 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segent retransmssion. drop 12
Ret ransni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 10
5.102.195.120 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval id ACK nunber noni t or 10
Sreanming Engine: TCP Invalid i i SSi
176.13. 1. 45 I'sr ael 147.237. 72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 9
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.87  |israel 147.237.77. 243 |nobi le.i o . i1 9 =9 nval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
185. 3. 147. 248 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
80.249.65.135 |Ageria 147.237.77. 216 |dover.idf .i | drop drop 8
46. 19. 85. 230 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence noni t or 7
46. 19. 85. 230 | srael 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 7
. . . SWNretransmit wth different .
122.89. 16. 25 hi na 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 7
79.176.68.32 I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SINHAK retransmt with different oo o
W ndow scal e
46. 19. 85. 43 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
62. 0. 197. 205 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
46. 19. 85. 43 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d ACK nunber alert
Sreaning Engine: TCP Invalid ' i ssi
176.13.22.113  |Israel 147. 237.77. 243 |mwbi l e, i f . i1 9 =g Inval i d segnent retransmssi on. dr op 6
Ret ransni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
79.182. 199. 148 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 43 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
o SYNHAK retransmit with different .
37.26.149.154 |Israel 147.237.77. 216 |dover.idf i1 Bad TCP sequence wi ndow scal & noni t or 6
46.19. 85. 122 I srael 147.237.77. 216 |dover.idf i1 Bad TCP sequence I'nval i d ACK nunber noni t or
176.13.23.231 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber noni t or
79. 176. 68. 32 I srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect
Sreamng Engine: TCP Invalid i i SSi
87.70.52.243  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 230 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
217. 156. 163. 174|118 147. 237.77. 216 |dover i df . Bad TCP sequence SINA retransmt with different oo |5
Ki ngdom W ndow scal e
37.26.149. 154  |Israel 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
176.13.23.231 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber alert 5
46. 19. 86. 157 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
217.156. 163. 174 z‘;;gom 147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
46. 19. 85. 43 I srael 147.237.76.31 |nakchal.idf.il  [Bad TCP sequence I'nval i d ACK nunber alert 4
. . SYNPAXK retransmit with different .
46. 19. 86. 157 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 4
80.178.168.21 |[lIsrael 147.237.77. 233 |atal .idf. il SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 4
82. 80. 196. 44 I srael 147.237.77. 216 |dover.idf i1 SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 4
Sreaning Engine: TCP Invalid i i ssi
84.95.208.20 | srael 147.237.72. 166 |aka i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
37.26.147.233 |israel 147.237. 72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.183.163.65 | srael 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
147.236.238. 41 |Israel 147.237. 72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
194.90.241. 42 |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
178. 255. 215. 87 |France 147.237. 72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
176.13.15. 1 I srael 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
82.81.3.194 I srael 147.237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 3
31.210.186.71 |[lIsrael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
46.19.85.234  |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
80. 246. 136. 186 |l srael 147. 237.77. 243 |robi l e. i f . | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
87.70.90. 47 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.13.20.219 |Israel 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 81
80. 246. 139. 113 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 54
109. 253. 157. 174]I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 34
2.53.172.189 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 28
2.53.2.196 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 28
5.189.190.212 |Ger many 147.237.77. 216 |dover.i df .i | O stributed Suspicious Response Code B ock 20
46. 19. 85. 108 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 9
185. 32.179. 147 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
2.53.130. 179 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 4
37.238.95.101 |irag 147.237.77.216|dover. i df . i | Post Request - Mssing Qontent Type from 37.238.95. 101 B ock 3
193. 47. 165. 251 |l srael 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 3
193. 47. 165. 251 |l srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to www nakhal .idf.il/sip_storagelfiles/8/ B ock 3
2.55.62.48 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
84.109. 214. 251 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
213.8.71.26 I srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from213.8.71.26 B ock 3
85.65.144. 174 |l srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 2
2.53.50. 4 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
61.93.222.70 Hong Kong 147.237.77.233|atal .idf.il Uhaut hori zed LRL Access to atal.idf.il/shared/ usercontrol s/ header upper/ |Bl ock 2
5.22.135.246  |israel 147.237.72.167|i shuri maka. i df . i ggiﬁ'&%_fgﬁﬁ'&?‘ﬁiﬁﬂi&&"j&)1)35' 246 (Protocol violation ..o 2
66. 249. 69. 26 I srael 147.237.77.216|dover. i df . i | D stributed Lhauthori zed UR. Access on waww i df.il/error.htm B ock
37.142.64.70 I srael 147.237.72. 166 [aka. i df . i | Ostributed I11egal Byte Gode Character in URL B ock

Uhaut hori zed URL Access to
66. 249. 66. 27 I srael 147.237.77. 176 |nat pash. i df . i | W cogat . i df . i |/ usef ul i nf or mat i on/ i dkoni mi pages/ 28112010nasai yot . a |B ock 1

SpX
5.22. 135. 246 I srael 147.237.72.167|i shuri maka. i df . i|Dstributed Ill1egal Bite Gode Character in URL B ock 1
212.143.110. 33 |[Israel 147.237.77. 170 [maarachot . i df . i | |Dstributed Unaut hori zed HTTP Met hod B ock 1
137.186.92. 195 |Canada 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/wp-1ogin. php B ock 1
46. 19. 85. 230 I srael 147.237.76.86 |navy.idf.il O stributed Aonormal |y Long Request B ock 1
5.153.233.130 |Sweden 147.237.77. 216 |dover.i df .i | PHP At t enpt B ock 1
5.22.135. 246 | srael 147.237.72.167]i shuri maka. i df . ijMi tiple I11egal Byte Qode Character in Mthod from5. 22. 135. 246 B ock 1
79.183.163.65 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/val tam B ock 1
61.93.222.70 Hong Kong 147.237.77.233|atal .idf.il Ml tiple Unauthorized URL Access from 61.93.222. 70 B ock 1
81.218.53.114 |[lIsrael 147.237.72. 156 |anan. i df . i | Mil tiple Unauthorized LR Access from 81.218.53. 114 Bl ock 1
5.22.135. 246 I srael 147.237.72.167|i shuri maka. i df . iMil ti ple NILL Character in Method from5.22. 135. 246 B ock 1
66.249. 66. 128 |l srael 147.237.77.233|atal .idf . il Uhaut hori zed URL Access to 147.237.77.233/ 1275- he/ at al . aspx B ock 1
5.22.135. 246 I srael 147.237.72. 167 i shuri maka. i df . ijMil tiple Abnornal |y Long Header Line fromb5. 22. 135. 246 Bl ock 1
212.143.110. 33 |[Israel 147.237.77. 170 |nmar achot . i df . i | |Unaut hori zed URL Access to maarachot.idf.il/pdf/files/ 1/ B ock 1
157. 55. 39. 42 Lhited Sates |147.237.72.166|aka. i df .i | Uhknown Paranet er anp; anp in ww aka. i df .il/ None 1
46. 19. 85. 230 I srael 147.237.76.86 |navy.idf.il Distributed Ml formed URL B ock 1
85. 250. 136. 227 |Israel 147.237.77.74 |lawi df.il ma”&ge.ri deyplel /\Azgll‘f‘tgg%%_'\f;ts;fzk':ff’zrsiucmader SearchsixtSearch in g o 1
5.153.233.130 [Sweden 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to ww i df.il/wp-1ogin. php Bl ock
5.22.135. 246 I srael 147.237.72.167|i shuri maka. i df . ijMitiple I11egal HITP \ersion from5. 22, 135. 246 Bl ock 1
80. 64. 173. 162 gs::;”i on 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for www aka. idf.il/rights/asp/info.asp B ock 1
40.77.167.92 Wited Sates 147.237.0.34  [tikshuv.idf.il V\th/]\:\zutt ihlgsr;ljz\f(? dﬁlﬁ(;?;lsa: Zs/ shar ed/ user cont r ol s/ navnenu/ B ock !
109. 253. 220. 245l srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
81.218.53.114 [Israel 147.237.72. 156 [anan. i df . i | Mitiple _vti_ from8l. 218.53. 114 B ock 1
5.22.135. 246 I srael 147.237.72.167|i shuri maka. i df . ijMil ti pl e Unknown HTTP Request Method from 5. 22. 135. 246 Bl ock 1
66.249. 66.190 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ robot s. t xt B ock 1
5.22.135. 246 I srael 147.237.72. 167 |i shuri maka. i df . i|Mil tipl e Abnormal |y Long Request from 5. 22. 135. 246 B ock 1
212.150. 7. 37 | srael 147.237.77.234|hal ag.i df . i | Unhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f |B ock 1
157.55.39.154 |thited Sates [147.237.72.156 [aman. i df .i | Unaut hori zed URL Access to www anan. i df.il/nod B ock 1
46. 19. 85. 230 I srael 147.237.76.86 |[navy.idf.il Distributed Unknown HTTP Request Met hod B ock 1
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