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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Vb _In drop 3837
0.0.0.0 147.237.77.216 dover.idf.il SYN H ood out of context drop 19
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock Wp Al Nets drop 9
192. 116. 232. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
212.199. 233. 127 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
81. 218. 65. 210 | srael 147.237.77.176 nat pash. i df . i | Bl ock_Ulp Al _Nets drop 3
31.210. 185. 218 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 2
82. 145. 209. 90 Eur ope 147.237.72. 166 aka.idf.il Block Ip Véb In drop 2
184. 105. 139, 114 Lhited Sates 147.237.77. 243 nobi | e.i df.il Block Np All Nt drop 1
184. 105. 139. 90 Lhited Sates 147.237.77. 61 e.cogat.idf.il B ock Np Al Net drop 1
85. 25. 237. 162 Ger many 147.237.77. 74 lawidf.il Bl ock_Ulp Al _Nets drop 1
184. 105. 139. 106 Lhited Sates 147.237.77. 234 hal ag.i df.il Block Np Al Net drop 1
184. 105. 139. 86 Lhited Sates 147.237.77.176 nat pash. i df .i | B ock Np Al Net drop 1
184. 105. 139. 122 Lhited Sates 147.237.8. 50 e tikshuv.idf.il B ock Np All Net drop 1
184. 105. 139. 94 Lhited Sates 147.237.77. 178 e. mat pash. i df .i | Block Np All Nt drop 1
140. 205. 2. 187 Chi na 147.237.76. 197 e hinush.idf.il Bl ock_ Udp Al _Nets drop 1
184.105. 139. 110 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il B ock Np Al Net drop 1
184. 105. 139. 90 Lhited Sates 147.237.8.27 e.nadimatal .idf.il [Bock Np Al Net drop 1
184. 105. 139. 126 Lhited Sates 147.237.77.170 naar achot . i df . il B ock Np Al Net drop 1
184. 105. 139. 98 Lhited Sates 147.237.77.179 e nazi.idf.il B ock Np All Net drop 1
184. 105. 139. 110 Lhited Sates 147. 237.72. 217 eidf.il Block Np All Net drop 1
184. 105. 139. 90 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) B ock Np Al Net drop 1
184. 105. 139. 102 Lhited Sates 147.237.77. 74 lawidf.il Block Np Al Net drop 1
184. 105. 139. 78 Lhited Sates 147. 237.72. 156 anan. i df .| Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker CGountr rget Address |Site Sgnature

106. 38. 241. 144 |Chi na 147.237.77.216|dover. i df . il CL000071: HTTP: User Agent Sogou+web+spi der B ock
106. 38. 241. 106 |Chi na 147.237.72. 166 [aka. i df . i | Cl000071: HTTP. User Agent Sogou+web+spi der B ock
207. 241. 237. 222|lhited Sates 147.237.0.34 |tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock

Russi an . . . 12347: HITP. PHP-OQ3 Query Sring Paraneter |nfornation

176.116.217. 245| - - 147.237.0.34 |tikshuv.idf.il O scl osure il nerabi lity Bl ock
123.126.113.80 |Chi na 147.237.72. 166 |aka. i df . i | C1000071: HTTP: User Agent Sogou+web+spi der B ock
66. 249. 66. 154 |l srael 147.237.0.34 |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock
185.106.92. 47 | an 147.237.0.15 |kosher -kravi . i df . i|20086: HITP. Mi ebl ackcat Security Scanner B ock

Federation
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
66.249.78.146 |147.237.72.166 |lLhited Sates [aka.idf.il ET SCAN NVAP -sA (2) 469
82. 80. 180. 89 147.237.77. 216 |I srael dover . idf.il portscan: TP D stributed Portscan 1
80. 82. 78. 38 147.237.77. 227 |Netherl ands ~ |e. hanaz. i df .i | ET SCAN NVAP -sS w ndow 1024 1
5.22.135. 246 147.237. 72. 167 |I srael i shurimaka.idf.il SER\/ER APAO_E.AOaChe nod_ssl non- S8 connection to SSL port 1
deni al of service attenpt
213.8.159.226 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
180. 153. 151. 102|147.237.0. 16  |Chi na ny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
106. 38. 241. 106 [147.237. 72. 166 |Chi na aka.idf.il SER\/ER APAO—E.Apache nod_ssl non-SSL connection to SSL port 1
deni al of service attenpt
85. 130. 220. 243 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 82. 78. 38 147.237.77.235|Netherlands ~ |sviva idf.il ET SCAN NVAP -sS wi ndow 1024 1
66.249.93. 111  |147.237. 77. 216 |Eur ope dover.idf.il ET SCAN NVAP -sA (2) 1
46.117.154. 44  (147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
212.179.28. 215 |[147.237.77.216 |l srael dover . idf.il portscan: TP D stributed Portscan 1
180. 153. 151. 102|147. 237.0. 35  |Chi na akavs. i df . il ET SCAN Potential SSH Scan 1
109. 253.157.0  [147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
87. 69. 239. 42 147.237.77. 216 |I srael dover . idf.il portscan: TP D stributed Portscan 1




04-14-2016-09:04:03 to 04-14-2016-10:04:03

|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Ret ransm ssi on

Packet dropped.

176.13.10. 111 |Israel 147.237.0.34 |tikshuv.idf.il S dro 72
Ret ransni ssi on Packet dr opped. P
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
212.179.21.194 |israel 147.237. 77. 216 |dover . i of . i1 Bad TCP sequence SN retransmt wih different monitor |20
W ndow scal e
Sreanming Engine: TCP Invalid i i ssi
37.26.147.219  |Israel 147.237.76. 200 |ei tan. aka. i df i 9 =9 nval i d segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dr opped.
reaming BEngine: TCP Invali i i SSi
31.168.156.92 |Israel 147, 237.76. 200 |ei tan. aka i of. i1 | €M NG Engi ne: TP alid  |invalid segnent retransnission drop 12
Ret ransm ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
82.166.190.11 |[lIsrael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
195. 60. 232.57  |Israel 147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 10
Sreanmng Engine: TCP Invalid i i ssi
195.110.40.7  |Israel 147.237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
46.19.86.254  |Israel 147.237.76.31 |nakehal .idf.il g =g nvalid segnent retransmssion. drop 9
Ret ransm ssi on Packet dr opped.
46.19. 85. 211 I srael 147.237.72. 156 |anan.i df .i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
5.22.135. 246 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 7
46.19. 86. 184 I srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Invalid AGK nunber aert 7
46. 19. 86. 184 I srael 147.237.0.34 |tikshuv.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or 7
46.19. 85. 94 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TCP Invalid i i SSi
80. 246.136.32 | srael 147.237.77. 243 |nobil e i df . i1 9 =g Inval i d segnent retransmssi on. dr op 6
Ret ransni ssi on Packet dr opped.
46.19. 85. 94 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning BEngine: TQP Invalid i i SSi
194. 90. 89. 5 I'sr ael 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
217. 132. 116. 205|i srael 147.237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
109.30.24.6  |ited Sates |147.237.76.200|ei tan. aka.idf.il g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 85. 94 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nunber aert 6
2.53.52. 60 I srael 147.237. 77. 216 |dover . i df . i1 Bad TCP sequence SINHAK retransmt with different oo
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
89.138.119.55 | srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =9 Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46.19. 85. 94 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TQP Invalid i i SSi
5.22.135.246  |lsrael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 86. 211 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 5
46. 19. 85. 161 I srael 147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber aert 5
37.26.146.194 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 5
80. 246. 140. 153 |l srael 147.237.0.19 |nadi matal.idf.il[SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 161 I srael 147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
170.253.177.93 |wnited Sates |147.237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
37.26.147.140 |lsrael 147. 237. 72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
62.90. 77. 221 I srael 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
5.22.135. 246 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
213.57.94.106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
Sreaning Engine: TQP Invalid i i SSi
85.64.137.75  |israel 147. 237.76. 200 |ei tan. aka. i of .| g =g nvalid segnent retransmssion. drop 4
Ret ransm ssi on Packet dr opped.
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
Sreaning Engine: TGP Invalid i i sSi
79.181.7.161  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176.13.18.230 |l srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
2.53.145. 48 I srael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
79.177.169. 165 |Israel 147.237.77.216|dover.idf.il  |Bad TCP sequence SINAK retransmit with different opvor |3
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
149.78.34.224  |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
79.183.169.81 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.178.148. 131 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
176.13. 14. 2 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
77.125.92.213  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
79.182.117.52 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
79.177.205.42 |lsrael 147. 237.72. 156 |anan.i df .i| SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 3
Sreaning BEngine: TQP Invalid i i SSi
80.178. 121. 177 | srael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.179.2.65  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmission. drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.55. 62. 48 I srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Qode B ock 47
2.55.132. 146 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 24
91.228. 248. 251 |l srael 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 10
80. 246. 140. 153 |[lIsrael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Qode B ock 8
46. 19. 86. 215 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 6
2.53.12.126 I srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Qode B ock 5
109. 253. 157. 45 |l srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Qode B ock 5
5.22. 135. 246 I srael 147.237.72.167|i shuri maka.i df .i| [Miltiple Unknown HTTP Request Method from 5. 22. 135. 246 B ock 4
5.22.135. 246 I srael 147.237.72.167|i shurimaka. i df.i| [Dstributed I11egal Byte Gode Character in LR B ock 4
5.22.135. 246 | srael 147.237.72.167|ishurimaka.idf .i| [Mitiple Il11egal Byte Qode Character in Mthod froms5. 22. 135. 246 B ock 4
5.22. 135. 246 I srael 147.237.72.167|i shuri maka.i df .i| [Mitipl e Abnormal |y Long Header Line from5. 22, 135, 246 B ock 3
185.32.179. 171 |Israel 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Qode B ock 3
109. 253. 145. 207 |l srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Qode B ock 3
5.22. 135. 246 I srael 147.237.72.167|i shuri maka. i df .i| [Miltiple Abnormal |y Long Request from5.22.135. 246 B ock 3
5.22.135. 246 I srael 147.237.72.167|ishurimaka.idf.il [Mitiple Illegal Byte Qode Character in Header Nane fromb5. 22. 135. 246 B ock 3
176.13.18.7 I srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Qode B ock 3
5.22. 135. 246 I srael 147.237.72. 167 i shurimaka. i df .i| [Mitiple Ml formed URL from5. 22, 135. 246 B ock 3
109. 253. 209. 26 |l srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Qode B ock 3
80. 246. 137. 152 |[Israel 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Qode B ock 3
91.228. 248. 251 |l srael 147.237.76.31 [nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/sip_storagel/files/8/ B ock 3
192. 116. 232. 69 |l srael 147.237.77.216|dover.idf . il Ml tipl e Unhaut horized URL Access from 192. 116. 232. 69 B ock 2
5.22.135. 246 I srael 147.237.72.167]|i shurimaka. i df.i| [Mitiple II1egal HITP Version fromb5. 22. 135. 246 Bl ock 2
80.246.136.8 | srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:cl’rd'lee? , t’;egpgf;sesmj;esmstch” ddoounent </ 1362 Bock |2
5.22.135. 246 I srael 147.237.72.167|i shurimaka. i df.i | [Miltiple Ml forned HITP Header Line from 5. 22, 135. 246 B ock 2
75.17. 232. 116 g“;::s 147.237.77. 216 |dover . i df . i | marfztferl IT/yfggg_ Z'nj‘t Jo?/';rcltésogfmm ent Al acetdl der IRt xt Bl | in Bock |2
46.19. 85. 232 I srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Qode B ock 2
5.22.135.246  |israel 147.237.72.167|i shuri maka. i df . i | %gﬁ&ﬂiﬁgﬁ?‘&?ﬁgﬁ:&gﬁé1)35 246 (Protocol violation None |2
5.22.135. 246 I srael 147.237.72.167|ishurimaka.idf.il [Mitiple Ill1egal Byte Gode Character in Header Val ue fromb. 22, 135. 246 B ock
194. 90. 89. 5 I srael 147.237.77.243|nobi | e. i df . i | Ml tiple Unaut horized URL Access from 194.90. 89.5 B ock
5.22.135. 246 I srael 147.237.72.167|i shuri maka. i df.i| [Mitiple NALL Character in Header Nane from 5. 22. 135. 246 B ock
194.90. 89. 5 I srael 147.237.77. 243 |nobi | e. i df . i | mgﬂt :‘:rd'fsz /t’;‘egpgf;sem;esmstch” sdocunent </ 1390 Bock |2
5.22.135.246  |israel 147.237.72. 166 |aka. i df . i | %gﬁ&ﬂiﬁgﬁ?‘&?ﬁgﬁ:&gﬁé1)35 246 (Protocol violation None |2
5.22.135. 246 I srael 147.237.72.167|i shurimaka. i df.i|l [Mitipl e NLL Character in Ul fromb. 22. 135. 246 B ock 1
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN QLI ENT_HALLQ None 1
212.143.110. 33 |[Israel 147.237.77. 170 |maar achot . i df . i | Lhaut hori zed URL Access to nmarachot.idf.il/pdf/files/ 1/ B ock 1
80. 246. 130. 217 |l srael 147.237.77. 216 |dover . i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
66.249.78.234 I srael 147.237.72. 166 |aka. i df . i | ﬂ‘;‘”tzggr;zegeﬁl gf;ef)fa;g/fi | os/ 0/ 65370, doc Bock |1
I11egal Byte Gode G1ar§cter in Header Nama . B
rx[[#12] ] §»$[ [ #7]]#, VB[ [#6]] [ [ #23] ] A&VKb[ [ #23] | -DAEE: A [ #19] ] Cbe [ vEL
5.22.135. 246 I srael 147.237.72. 167 i shuri maka. i df . i | [[[#19]]1@ O 6vaw [#12]] [ [#2]]6[[#28]]" i ExD E [#25]] "ul [[#22] 11 [[#18]]14[[ |B ock 1
#22] | [ #22] ] [ [#20] ] [[#6]] A [#28] ]} F'[[#7]]+1 On[ [ #0]] A &6[ [#11]] -, [[
#0] 1 W [ #15] ] 53€G=Lpi 6a[ [ #5] ] [ [ #18]][[#28]] " i+ @PAS{ UAAE[ #19] 11 A
147. 236. 232. 252|I srael 147.237.77. 234|hal ag. i df .i | i~ r2'33”t7§d2317:‘;:‘;:;2?}@\%@??2 T Bock |1
NLLL Character in URL y& [#29]1[[[#28]1i "W [[Y¥, #8@] 51#] [ oxj]] xm3&u
yet y6"[ [ #25] | K[ [#26] ] «O€cTr «o{ v IV
5.22.135. 246 I srael 147.237.72.167 i shuri maka. i df . i | |@[#0]] U 48! [[#26] ] [[#17]][[#6]]1V([ [#20)!](q’tW‘ﬂ]])h[[41#]]‘y[[#0]]$tp Bl ock 1
XE [#6] ]2 k¥t [ “928[ [1]#18rx] ] dyY[ [#23] ] ol [#12] [[ [#26] ] b[ [#21]],
cXxy' q8X10
85. 250. 50. 254  [Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ si p_storage/ fil es/ 8/ 1668. doc  |Bl ock 1
Il1legal HITP Version [[#20]]a[[#8]]a @A #! r240, , A6DV [ #18] ] 2/Rbz
ARV
5.22.135. 246 I srael 147.237.72.167]i shuri maka.idf.il é[#fg}juﬂ[[#s]]p/3>[[#2q]] Ede" [ [#2]]} $+a8 Q GBSUSDeCE[ #23] ] _O'[[#26] (Bl ock 1
1 _9%fob AL [ [#18] ] [ [ #17]] q9%&=04nGh[ [#21] 1 &' T[[#17]]-E1 R wU [[#7]] adtr]
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