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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address [Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_|p Véb In drop 4030
80. 246. 133. 225 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 8
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df . i | Bl ock Udp All Nets drop 6
79.178. 163. 130 | srael 147. 237.72. 166 aka.idf.il Bl ock Wdp All Nets drop 5
123.59. 59. 52 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forvard 4

85. 93. 89. 243 Ger many 147. 237. 76. 200 eitan.aka.idf.il |Bock Wp Al Nets drop 1

85. 93. 89. 243 Ger many 147.237.76. 197 e hinush.idf.il Bl ock_Udp Al _Nets drop 1

85. 93. 89. 243 Ger many 147.237.77. 243 nobi le.idf.il Bl ock_Udp All _Nets drop 1

85. 93. 89. 243 Ger many 147.237.76. 198 e.yohalan.idf.il |Bock Wp Al Nets drop 1
109. 186. 49. 99 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1

85. 93. 89. 243 Cer many 147.237.76.199 e.nakchal .idf.il |Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
213.57. 205. 145 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 8
109. 253. 215. 206 I srael 147.237.0. 34 tikshuv.idf.il |Cl1000138: HTTP. prefix 1.0l in the URL B ock 4
199. 30. 24. 125 Lhited Sates 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.0l in the LR B ock 2
199. 58. 86. 209 Lhited Sates 147.237.77. 216 dover.idf.il CL000074: HTTP. maj estic bot B ock 2
40.77.167. 92 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl1000138: HTTP. prefix 1.0l in the URL B ock 1
66. 249. 66. 154 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 1
207.241.237.222 Lhited Sates 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 1
66. 249. 66. 162 I srael 147.237.0. 34 tikshuv.idf.il |Cl1000138: HTTP. prefix 1.0l in the URL B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

deni al of service attenpt

66.249. 64.190 |147.237.72.166 |Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 1
46.4.79.76 147. 237.77. 179 |Ger many e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5.29.94. 89 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.199. 185. 122|147. 237. 77. 216 | srael dover.idf.il portscan: TCP D stributed Portscan 1
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
82. 80. 50. 57 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
78.129.199.80 [147.237.72.156 |United Ki ngdom |aman.idf.il ET SCAN NVAP -sS w ndow 1024 1
66. 249. 66. 12 147.237.77. 170 |Wnited Sates naarachot.idf.il |ET SCAN NVAP -sA (2) 1
46.4.79.76 147. 237. 77. 216 |Ger many dover.idf.il ET SCAN Potential SSH Scan 1
46.4.79.76 147. 237.77. 176 |Ger many nat pash. i df .i| ET SCAN NVAP -sS wi ndow 1024 1
208. 80. 155. 215 |147.237.77. 216 |Lhited Sates dover.idf.il Tehila - Perl LWP wth fake user agent 1
185.106.92. 47 [147.237.0.15 23::;?0” kosher-kravi .i df.i [ET WEB_SERVER Mii ebl ackcat scanner 1
79.177.18.173  |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
66.249.78.158 |147.237.72.166|W0ited Sates  |akaidf.il SERVER APACPE Apache nod_ss| non- SS9 connection to SSL port 1




04-14-2016-08:04:02 to 04-14-2016-09:04:02

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
reamn ine: TCP Invali i i Ssi
109. 65. 162. 115 |l srael 147, 237.76. 147 |chi nuch. aka i ar. i || €M NG Engine: TCP Invalid  invalid segnent retransnissi on. drop 54
Ret r ansmi ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
reamng BEngine: TCP Invali i i SSi
2.53.133.166 | srael 147237, 72. 167 |i shurimaka i a1 || €A NG Engine: TP Invalid  invalid segnent retransnissi on. drop 18
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.171  |israel 147. 237. 76. 200 |ei tan. aka.i df . i g =g nval i d segnent retransmssi on. drop 15
Ret r ansmi ssi on Packet dr opped.
reamng BEngine: TCP Invali i i SSi
176.13.5.205  |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnissi on drop 12
Ret ransm ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
80. 246. 133. 225 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
46. 19. 85. 33 I sr ael 147.237.76.86 |[navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 85. 18 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreaning Engine: TGP Invalid i i sSi
109. 253.210.8 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segrent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
46. 19. 86. 64 I sr ael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 85. 33 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nmoni t or 6
reamng BEngine: TCP Invali i i SSi
84.95.208.20  |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid  invalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 86. 64 I srael 147.237.76.42 |[refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreaning Engine: TGP Invalid i i sSi
31.154.155.68 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segrent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
46.19. 85. 138 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
Sreaming Engine: TCP Invalid i i ssi
46.19. 85. 27 I srael 147.237. 77. 243 |robi 1 e i df . i | g =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 18 I sr ael 147.237.76.86 |[navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 85. 18 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber aert 4
46. 19. 85. 33 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert 4
46.19. 85. 18 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 85. 33 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or 4
Sreaning Engine: TGP Invalid i i sSi
109. 253. 128. 112i srael 147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
212.117. 143. 2501 srael 147. 237. 77. 216 |dover.i df .il SYN At ack SYN - > SYN-ACK -> Ti meout rej ect 3
Sreaming Engine: TCP Invalid i i ssi
2.53.148.246  |Israel 147.237.72. 166 |aka i df . g =g nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
46. 19. 86. 52 | srael 147.237.0.19 |madimatal.idf.il |[SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 3
95. 35. 51. 169 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or 3
Sreaning Engine: TGP Invalid i i sSi
84.95.208.20 |israel 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.19.25  |israel 147. 237.72. 166 |aka i f . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
149.78.32.19  |Wited Sates |147.237.72. 166 |aka i df. il 9 =g Invalid segent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
62.219.137. 44 i srael 147. 237.72. 166 |aka i f . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
207.232. 28. 242 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 160. 168. 47 |Israel 147. 237.72. 166 |aka i f . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
2.53.48. 245 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
46. 19. 85. 53 I sr ael 147.237.76.86 |[navy.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TCP Invalid i i ssi
79.178.163. 130 |Israel 147.237.72. 166 |aka i df . g =g nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
84.95.208.20  |Israel 147.237.76.86 |navy.idf.il 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
79.178.208. 106 |Israel 147.237.72. 166 |aka i df . g =g nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
2.55.139.100  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
176.13.23.169 |israel 147.237.72. 166 |aka i df . g =g nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
212.117. 143. 2501 srael 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |3
Sreamng Engine: TP Invalid i i ssi
2.53.137.220  |israel 147.237.76.86 |navy.idf.il g =g nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
82.80.177.6 I'sr ael 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
176.13.14.214 |Israel 147. 237.72. 166 |aka i f . g =g nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
79.179.0.197  |israel 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 39 I srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TGP Invalid i i sSi
178. 255. 215. 87 |France 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
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Attacker Address A(;)tua:]ilie)r/ ‘Tar get Address |Ste Signature

5.102. 195. 176 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or
37.46. 38. 155 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
79.179. 190. 84 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Acti on ‘Count
2.53.183.16 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 138
46. 19. 86. 52 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 74
109. 253. 221. 168! srael 147.237.77.243|nobi l e. i df . i | Unhaut hori zed URL Access to mobil e.idf.il/nekudot/i ndex B ock 7
75.17.232.116  [Uhited Sates 147. 237.77. 216 |dover . i df . i | Paraneter Type Vol ation ct| 00SCont ent B acettl der IStxtEnai | in g o) 3
wwy i df . i 1/1038-en/ dover. aspx
2.53.175. 113 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
82.81.75.78 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 3
176.13.21.172 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.26.147.184 |[israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/gyus B ock 2
46. 19. 85. 122 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock 2
2.55.38.132 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
123. 59. 59. 52 Chi na 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to www gyer . cori 894- he/ dover . aspx B ock 1
. . Unaut hori zed URL Access to
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il atal.idf.i1/tenpl ates/ honepagel div. i tem B ock 1
. . Unaut hori zed URL Access to
66.249.78.234  [Israel 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx Bl ock 1
207. 46. 13. 81 Lhited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df.il/14-he B ock 1
. . Unhaut hori zed URL Access to
149.50.20. 226 |l srael 147.237.72. 156 [anan. i df . i | wan anan. i df . i |/ nodi i n/ resour ces/ i mages/ f avi con/ f avi con. png Bl ock !
109. 160. 168. 47 |Israel 147.237.72. 166 |aka. i df . i | llegal Byte Qode Character in URL /mai n/kapat z//res#012 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
. ] Cooki e Tanpering on cooki e wb48617274: Expect ed ACO5F956,
81.218.241.25 |Israel 147.237.72. 166 |aka. i df . i | Chser ved 001D4B51 None 1
. . Paraneter Read Qhly Molation in
176. 13. 23. 63 I srael 147.237.72.166 |aka. i df . i | v aka i o i 1/ nai 1V sachar /  egi strati onvi zardi regi st er . aspx None 1
66.249.73.147 |lsrael 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock 1
2.53.129. 115 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/text.css |Bl ock 1
. . . Unaut hori zed URL Access to
124.73.11.78  |China 147.237.77.176 |nat pash. i df . i1 -0 cogat .i df .|/ 1281- ar/ cogat . aspx/ t r ackback/ Bl ock 1
. . Unaut hori zed Met hod HEAD for
87.70. 134. 99 I srael 147.237.72.166 |aka. i df . i | v aka. i o i |/ nai v gi yus/ general . aspx Bl ock 1
212.199. 151. 160]l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/gius B ock 1
157. 55. 39. 54 Lhited Sates 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to v idf.il/aman Bl ock 1
38.102.226.16 [lLnited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/wo/wp-admn/ B ock 1
109. 253.210.8 |l srael 147.237.77.243|nobi l e. i df . i | D stribut ed Suspici ous Response Code B ock 1
81.218.241.25 [Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df . il /v tikshuv.idf.il Bl ock 1
66. 249. 75. 35 I srael 147.237.76.31 |nakchal .idf.il [Uauthorized LR. Access to nakhal .idf.il/page. asp B ock 1
176. 58. 75. 113 ga;lcisgi'gc'ja” Territory. 1y 47 237.77. 216 |dover. i df . i | Unaut hori zed URL Access to vaa i df .il/894-ar B ock 1
130.193.50. 33 |Russian Federation  |147.237.77.74 |lawidf.il Uhaut hori zed URL Access to ww | aw idf.il/163- B ock 1
91.38.223.136 |Ger many 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
77.237.138.202 |Czech Republic 147.237.77. 176 |nat pash. i df . i|  |Unauthorized UR. Access to / Bl ock 1
219. 74.180. 192 |9 ngapor e 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 1
157.55.39.199 |Uited Sates 147.237.72. 166 [aka. i df . i | Uhknown Paraneter docid in aka.idf.il/nain/sachar/klali.aspx None 1
40.77.167. 16 Lhited Sates 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/ishurim B ock 1
66.249.78.111 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/robots. t xt B ock 1
185.77.91. 113  |Turkey 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ i ndex. php B ock 1
132 72 65.183  |israel 147.237.72. 166 |aka. i df .i | Unknown ‘Par grret er ct!1 00$ct | 00$_cphMa| n$cphSachar $ct 155 in None 1
wwy aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
94.188. 161. 145 |Israel 147.237.77. 216 |dover.i df .| D stributed Unaut hori zed HTTP Met hod B ock 1
79.177.231.228 |[Israel 147.237.72. 156 [anan. i df . i | Too Many Cookies in a Request - 106 cooki es B ock 1
157. 55. 39. 199 Lhited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
110. 86. 186. 223 [Chi na 147.237.77. 176 [mat pash. i df . 1]  |Uhaut hori zed HTTP Met hod B ock 1
84. 95. 208. 20 I srael 147.237.77.233|atal .idf .il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
66.249. 78. 158 |Israel 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT FELLO) None 1
203.127.96.217 |9 ngapore 147.237.77. 216 |dover.idf . il Dstributed Wnaut horized URL Access on waw i df.il/error. htm B ock 1
134.191.232. 71 |Israel 147.237.77.216|dover. i df .i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
94.188. 161. 145 |lIsrael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to v i df.il/hebrew B ock 1
80.179.7.171 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/giyas B ock 1
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