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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4116
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
81.218. 65. 210 | srael 147.237.77. 176 nat pash. i df .i | B ock Wp Al Nets drop 3
184. 105. 139. 120 Lhited Sates 147.237. 77. 243 nobi | e.i df.il Block Np All Nt drop 1
184. 105. 139. 92 Lhited Sates 147.237. 77. 227 e. hanaz. i df il Block Np All Nt drop 1
184. 164. 195. 68 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
184. 105. 139. 116 Lhited Sates 147.237.0. 35 akaws. i df i Block Np All Net drop 1
184. 105. 139. 84 Lhited Sates 147.237.77. 233 atal.idf.il B ock Np Al Net drop 1
184. 105. 139. 124 Lhited Sates 147.237.72. 156 anan. i df.il Bock Np Al Net drop 1
184. 105. 139. 96 Lhited Sates 147.237.77. 176 nat pash. i df . i Bock Np Al Net drop 1
184. 105. 139. 68 Lhited Sates 147.237.72. 167 i shurimaka.idf.il B ock Np Al Net drop 1
184. 105. 139. 116 Lhited Sates 147.237.77. 121 e.navy.idf.il Block Np All Net drop 1
184. 105. 139. 92 Lhited Sates 147.237.0. 16 ny- kosher-kravi . i df .il B ock Np Al _Net drop 1
184.105. 139. 124 Lhited Sates 147.237.77. 170 naar achot . i df . il B ock Np Al Net drop 1
184. 105. 139. 104 Lhited Sates 147.237.0. 19 nadi matal .idf.il Bock Np Al Net drop 1
184. 105. 139. 72 Lhited Sates 147.237.77. 61 e.cogat.idf.il Block Np Al Net drop 1
184. 105. 139. 116 Lhited Sates 147. 237. 77. 205 prisha.idf.il Block Np All Nt drop 1
184. 105. 139. 92 Lhited Sates 147.237. 8. 50 e. tikshuv.idf.il B ock Np Al _Net drop 1
184. 164. 195. 29 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
184. 105. 139. 104 Lhited Sates 147.237.0. 33 idf.il B ock Np Al Net drop 1
184. 105. 139. 76 Lhited Sates 147.237.77. 226 W chanat z. aka. i df . i | Bock Np Al Net drop 1
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195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
122. 141. 236. 69 147. 237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 147.237.0. 17 kr ai ne mny- kosher -kravi .idf.il ET SCAN NVAP -sS wi ndow 4096 1
61.178. 42. 242 147.237.0.34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
122. 141. 236. 69 147. 237.76. 199 Chi na e. nakchal .idf .i ET SCAN Potential SSH Scan 1
106. 186. 113. 67 147. 237.77. 233 Japan atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 158 147.237.0. 17 kr ai ne mny-kosher -kravi . i df. il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33. 231. 90 Egypt 147. 237.77. 216 |dover.idf.il drop SAMrul e drop 34
70.38.31.71 Canada 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 15
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
reamn ine: TCP Invali i i ssi
79.178.119. 226 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid|imvalid segnent retransnissi on drop 9
Ret ransni ssi on Packet dropped.
64.233.172. 155 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
1. 64.28.91 Hong Kong 147.237.72. 166 |aka. i df . i | SYN At ack SYN -> SYN-ACK -> Tineout |[reject
Sreaning BEngine: TCP Invalid i i ssi
157.55.39.199 |Wited Sates |147. 237.76. 200 |eitan. aka. i df il 9 =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dropped.
Russi an e Sreamng Engine: TGP Invalid|invaid segnent retransnissi on.
141.8.182.112 | oo o 147. 237.72. 166 |aka. i df .i | Ret r ansm ssi on Packet dr opped. drop 3
Sreaning BEngine: TCP Invalid i i ssi
66.249.65.18  |Uited Sates |147.237.77. 243 [robile.i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Russi an : S Sreamng Engine: TGP Invalid|invaid segnent retransnissi on.
130. 193.51.91 Feder ati on 147.237.76. 200 |eitan. aka. i df .il Ret r ansni ssi on Packet dr opped. drop 3
Sreaning BEngine: TCP Invalid i i ssi
66.249.78.146 |Uited Qates |147.237.72. 166 |aka i of i1 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
. . . SYNtACK retransmt wth .
189. 188. 233. 84 |Mexi co 147.237.77. 216 |dover. i df . i1 Bad TCP sequence di fferent vindow scal & monitor |1
141.212.122. 202|Wited Sates  |147.237. 77. 212 [e. dover. i df i Geo-1 ocati on enf or cenent Ceo-I ocati on i nbound drop 1
enf or cenent
74.82. 47. 42 Lhited Sates |147.237.77.212 |e. dover.idf. il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
s . Geo- | ocati on i nbound
5. 39. 222. 159 Net her | ands 147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent enf or coment drop 1
184.105. 139. 84 |lLnited Sates [147.237.76.34 |yohalan.idf.il drop drop 1
141.212.122. 197|United Sates [147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
141.212. 122. 203| Wi ted sates  [147.237. 77. 212 |e. dover.i ot .i Geo- 1 ocati on enf or cenent ﬁ?;'rggz:mon I nbound drop 1
37.142.244.228 |lsrael 147. 237.72. 156 |anan.i df .i | SYN At ack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 103|Uhited Sates |147.237.77.243 |nobile.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 198|lhited Sates [147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.71 |lhited Sates |[147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 205|thited Sates [147.237.72. 167 |i shuri maka. i df . i SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
106. 186. 113. 132|Japan 147.237.77. 121 |e. navy. i df . i | Geo- 1 ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
184. 105. 247. 240|Wnited Sates |147.237.0.33 |[idf.il drop drop 1
141.212. 122. 200|Lhited Sates |147.237.76.34 |yohalan.idf.il drop drop 1
5.22.135. 230 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
216.218.206. 111|Wnited Sates |147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 206|lhited Sates |147.237.72. 167 |i shuri maka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.116.9. 112 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
189. 188. 233. 84 |Mexi co 147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 201|Lhited Sates |147.237.76.34 |yohalan.idf.il drop drop 1
74.82.47.31 Lhited Sates |147.237.76.202 e halag.idf.il Geo- | ocati on enf or cement Geo-1 ocati on i nbound drop 1
enf or cenent
5.39.222.159  |Netherlands  |147.237.0.17 ?]I"Iy kosher-kravi-id |qyN At ack SYN -> SYN-ACK -> RST rej ect 1
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109. 253.224. 21 |Israel 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock
66. 249. 69. 26 | srael 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to v idf.il/error. htm Bl ock
149. 78. 87. 36 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed UR. Access on waw i df.il/error.htm B ock
157.55.39.42  |wnited Sates [147.237.72. 166 |aka. i df . i | Wnknown Paraneter 4f 9c0c80 in None 1
wn aka. i df . i |/ mai n/ hone/ def aul t . aspx
66. 249. 69. 26 I srael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed UR. Access on www i df.il/error.htm B ock
194. 114. 146. 227 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unhaut hori zed URL Access from 194. 114. 146. 227 Bl ock
: ] . Unaut hori zed URL Access to
68.180.230.45 |lhited Sates |147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994- 9682- he/ r ef uah. aspx Bl ock 1
: . . . Unaut hori zed URL Access to
157.55.39.234 |Uhited Sates |147.237.76.200[ei tan. aka.idf.il v i tan. aka, i df . i |/t enpl at es/ honepage/ homepage. aspx B ock 1
194. 114. 146. 227|I srael 147.237.72.166|aka. i df . i | Lhaut hori zed LR. Access to aka.idf.il/sip storagel/files/ 4/ B ock 1
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 1
m ny- kosher - kravi . i d )
5. 39.222. 159 Net her | ands 147.237.0. 17 £l Unaut hori zed URL Access to 147.237.0. 17/ B ock 1
180. 76. 15. 17 Chi na 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
Unaut hori zed URL Access to
66.249.78.234 [Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai n/ smal i i r esour ces/ scri pt s/ general functi ons.j Bl ock 1
s
194. 187. 168. 202 |France 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx B ock 1
65. 55. 213. 24 Lhited Sates |[147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
184. 105. 139. 67 |lhited Sates [147.237.77.243|nobile.idf.il Unaut hori zed URL Access to 147.237.77.243/ B ock 1
. . Unaut hori zed URL Access to
66.249.78.240 |Israel 147.237.72. 166 |aka. i df . i | 147 237.72. 166/ mai v smal i m webr esour ce. axd B ock 1
Unaut hori zed URL Access to
207.46. 13. 32 Lhited Sates |147.237.77.176 nat pash.i df .| wan cogat . i df . i | / coor di nat i ongaza/ t er mi nal snap/ pages/ kar ny. asp |B ock 1
X
. . Unaut hori zed URL Access to
66. 249. 64. 137 I srael 147.237.72.166 [aka. i df . i | 147.237. 72. 166/ mai n/ snal i mi r esour ces/ scri pt s/ noot ool s. ext.j s Bl ock !
185.77.91.113  |Turkey 147.237.76.39 |nobile.neitav.idf.il [Uauthorized URL Access to 147.237.76.39/i ndex. php B ock 1
. . Unaut hori zed URL Access to
66. 249.78. 246 | srael 147.237.72.166 [aka. i df . i | 147. 237. 72. 166/ nai n/ snal i i r esour ces/ st yl es/ nast er st yl e. css Bl ock !
207.46.13.72 Lhited Sates |[147.237.77.216(dover.idf.il Lhaut hori zed LRL Access to waw idf.il/tenpl ates/articl e/ watch Bl ock 1
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