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Top Attackers

M 167. 114. 156. 16
109. 253. 224. 21
I 41.33.231.90
212.143. 142. 56
M 107. 167. 116. 166
M 5. 39. 222. 159
[0 209. 173. 146. 147
M 68. 6. 147. 168
195. 34. 150. 18
Il 101. 201. 147. 32
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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |[Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock | p Wb _In drop 4108

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets drop 3

101. 201. 147. 32 Chi na 147.237.77.176 nat pash. i df . i | bl ock-sp-traf 1 forward 2

209. 173. 129. 138 Lhited Sates 147. 237.77. 216 dover.idf.il Block Udp All Nets drop 1

71. 6. 165. 200 Lhited Sates 147.237.77. 212 e.dover.idf.il B ock Np Al Net drop 1

119. 42. 126. 123 Thai | and 147. 237. 76. 201 e.atal.idf.il ock Wip Al Nets drop 1

93.174. 93. 50 Net her | ands 147.237.8. 46 e.chinuch.idf.il ock Wp Al _Nets drop 1

199. 188. 233. 5 Lhited Sates 147.237.76. 42 refuah.idf.il ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnature Device Action |Count
123. 126. 113. 80 Chi na 147.237.72. 166 aka.idf.il [CL000071: HITP. User Agent Sogou+web+spi der B ock 1
151. 80. 31. 165 France 147.237.77. 233 atal .idf.il|ClL000146: HITP. AhrefBot craw er B ock 1
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|Top Attackers In ID|

‘ Target Address

A tacker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover . idf.il Tehila - Perl LW with fake user agent

195. 154. 54. 169 |147. 237. 77. 61 |France e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024

120. 150. 96. 54 |147.237.8.27 |Australia e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024

42.118.54.192 (147.237.0.16 [Vietnam ny-kosher-kravi .idf.il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Connecti ons,

Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i df .| drop SMrul e drop 32
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
107. 167. 116. 166|Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
209. 173. 146. 147 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
130. 193 51. 92 g;z::t”i o 147.237.0.34  |tikshw.idf.i ;{ ?2;";2 Sir;gc'):e: T Invalid 'Pg‘(’:ak‘;td dsreggsgg retransmssion. g o, 3
213.8.129.150 |israel 147.237. 72. 166 |aka. i df . i Streaning Engine: TCP Invalid invalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
37.26.147.234 |Israel 147.237.77.176 |mtpash.idf.il  [SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
5.39.222.159  |Netherlands  |147.237.77.235|svivaidf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect
184. 105. 247. 232|Wnited Sates  [147.237.8.24 |e.lifestyleidf.il [Geo-1ocation enf or cenent f;?olrggi'nfn I nbound drop 1
141.212.122. 207|Wited Sates  [147.237.77. 121 |e. navy.i df .1 Geo-1 ocati on enf or cenent Sﬁf;‘rggixn I nbound drop 1
101. 201. 147. 32 |Chi na 147.237.77. 176 |mat pash. i df .i | Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
216.218.206.92 |lWited Sates |147.237.76. 147 |chinuch. aka.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
38.229.1.15 Lhited Sates |147.237.76.200 [eitan. aka idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
197.231.221. 211 |Liberia 147.237.77. 216 |dover.idf .il D rectory Traversal directory traversal overflow noni t or 1
2.53.170.172  |Israel 147. 237. 72. 166 |aka. i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.91 |Wited Sates |147.237.76.196|e.svivaidf.il  |Geo-1ocation enfor cenent ?{f\fo'rggi'nf” I nbound drop 1
68.6.147.168  |Lhited Qates  |147.237.77. 216 |dover.idf.il Bad TCP sequence SIACK retransmt wehdifferent |onitor |1
24.111.163.230 |lhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 1
184. 105. 247. 235|Uited Sates  |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
149. 78. 146. 117 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber aert 1
101. 201. 147.32 |china 147.237.77.176 |mtpash.idf.il  |SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
206.71.243. 164 |lhited Sates |147.237.72. 166 |aka idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
5.39.222. 159 Net her | ands 147.237.0.15 |kosher-kravi.idf.i|[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 100|Wni ted Sates  |147. 237. 77. 205 |prishaiof .l SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122, 192|Wnited Sates  [147.237.77. 121 |e. navy.i of .l Geo- | ocati on enf or cenent f;?olrggi'nfn I nbound drop 1
74.82. 47. 47 Lhited Sates [147.237.0.15 |kosher-kravi.idf.i|[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.70 |Wited Sates |147.237.76.30 |himush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
24.111.163.230 |Wited Sates |147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d AK nunber noni tor |1
184. 105. 247. 235|Wnited Sates  |147. 237. 77. 234 |hal ag.i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
149. 78. 146. 117 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
107.107. 61. 215 |Wnited Sates |147.237.72. 166 |aka.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
68. 6. 147. 168 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
207.46.13.72  |Wited Sates |147.237.77. 216 |dover.idf. il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
5.39.222.159  |Netherlands  |147.237.72.166 |aka idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 199|Wni ted Sates  |147. 237. 72. 166 |aka.i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 203|wnited Sates  [147.237.76.197|e.himsh.idf.il  |[Geo-1ocati on enf or cenent Si?o'rggi'nf” I nbound drop 1
76.108. 161. 6 Lhited Sates [147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber aert 1
216.218.206.78 |lhited Sates |147.237.0.15 |kosher-kravi.idf.i[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 247|Wnited Sates  [147. 237. 72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
159. 226. 95.66  |Chi na 147.237.77. 179 |e. nazi . i of . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
68. 6. 147. 168 Uited Sates |147.237.77.216|dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
5. 39. 222. 159 Net her | ands 147.237. 76. 148 |gqcent er. aka. i of . i ||dr op drop 1
184. 105. 247. 224|Wnited Sates  [147.237.0.34 |tikshw.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 204|Wited Sates  |147.237.76.197 e himush.idf.il  |Geo-1 ocati on enf or cenent ?{f\fo'rggi'nf” I nbound drop 1
76.108.161.6  |Lnited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AK nunber noni tor |1
216.218.206.78 |Wnited Sates |147.237.0.34 |tikshw.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.26.149.214 |Israel 147. 237. 72. 156 |anan. i of . SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
190. 242.70. 108 |Panama 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
184.105.139. 75 |Wiited Sates |147.237.72.217 [eidf il Geo- 1 ocation enf or cenent Sﬁfo'rggihfn I nbound drop 1
113.91.64.70  |china 147. 237. 77. 216 |dover. i df . i1 Bad TCP sequence SN retransnit wih different monitor  [1

w ndow scal e
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Acti on ‘Oount
109. 253. 224. 21 | srael 147.237.0.19 |[nadimatal .idf.il [Suspicious Response Code Bl ock 94
) . . Unhaut hori zed Met hod CPTI ONS for
73.198.146.35 |Lhited Sates |147.237.72.166|aka. i df .il ww aka. i df . i |/ mai n/ gi yus/aut henti cati onservi ce. asnx/ get aut huser B ock 2
5.39.222.159  |Netherl ands 147.237.0.15 |kosher-kravi . i df . i|Unaut hori zed URL Access to 147.237.0. 15/ Bl ock 1
207.46.13.132 |Uhited Sates |[147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ Bl ock 1
73.97.180.170 |Uhited Sates |147.237.72.166aka.idf.il PHP Att enpt Bl ock 1
157.55.39.54 |Wited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v i df.il/newsite/russian/ B ock 1
5.39.222.159  |Netherl ands 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
73.97.180.170 |Uhited Sates |147.237.72.166aka.idf.il Unaut hori zed URL Access to ww aka. i df .il/wp-1ogin. php Bl ock 1
157.55.39. 201 |thited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 994- 7826- he/ nakhal . aspx |B ock 1
. . Uhaut hori zed URL Access to

46.101.117.95 |Ger many 147.237.77. 216 [dover . i df . i | wwy i df . i | / shar ed/ user cont r ol s/ header upper/ Bl ock !
185.77.91. 113 |Turkey 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to 147.237.72. 156/ i ndex. php Bl ock
62.210.152.87 |France 147.237.0.19 |madimatal .idf.il [PHP Attenpt B ock 1
77.75.76. 161 SF:;L;JH c 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waw i df.il/page/ 32/ B ock 1
198.58.96. 215 |[Lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wan i df.il/1294- he/ wn i df . il Bl ock 1
62.210.152. 87 |France 147.237.0.19 |nadimatal .idf.il |Uhauthorized LRL Access to nmadimatal.idf.il/wp-1ogin. php Bl ock 1
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