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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Device Action

Count

167. 114. 156. 16

Canada

147.237.77. 216

dover.idf.il

Signature
B ock_Ip V¢b_In

drop

4128

81.218. 65. 210

| srael

147.237.77.176

net pash. i df . |

B ock_Up Al _Nets

drop
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|Top Attackers In IPS|

Attacker Address

|At tacker Qountry

Target Address

|Site

‘Sgnature

Devi ce Action |Count

66. 249. 66. 158 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
188. 214. 249. 152 Ronani a 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent Bl ock 1
61.135.189. 114 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 83. 209 147.237.76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sA (2) 2
218.57.11.7 147. 237.76. 34 Chi na yohal an. i df .i | ET SCAN Potential SSH Scan 1
113. 240. 250. 154 147. 237.76. 177 Chi na ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
113. 240. 250. 154 147.237.0.17 Chi na mny- kosher -kravi .i df . i ET SCAN NVAP -sS wi ndow 1024 1
112. 216. 20. 122 147.237.0. 33 Korea, Republic of idf.il ET SCAN NMVAP -sS w ndow 1024 1
31. 154. 235. 153 147. 237. 76. 42 I srael refuah.idf.il ET SCAN NVAP -f -sS 1
113. 240. 250. 154 147. 237.76. 42 Chi na refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
112. 216. 20. 122 147. 237.77. 176 Korea, Republic of nat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
80.82.78.38 147. 237. 77. 61 Net her | ands e cogat.idf.il ET SCAN NMAP -sS w ndow 1024 1
31.154. 235. 153 147. 237.76. 42 I srael refuah.idf.il ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Attacker Address étuiikre; Target Address |Ste Signature z\t/: (;i
41.33.231.90 Egypt 147.237.77. 216 |dover.idf i1 drop SAMrul e drop 30
107.72.164.91 |Wited Sates  |147.237.77. 216 |dover. i df .11 Streamng Engine: TCP Invalid —invalid segnent retransmssion. | o 14
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 10
113.91.64.70  |china 147. 237. 7. 216 |dover. i df .i Bad TCP sequence mdrcsvrsac'z"lt Wth different mnitor |6
91.200.12. 106 |lkrai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop
184. 32.136.67 |lhited Sates 147.237.77. 170 |maarachot . i df .il |dr op Frst packet isn't SN drop
130. 193, 51. 91 g;z::t”i o 147.237. 76. 200 |ei tan. aka. i df .i ;; ?’j:sr;? SES:g(;:e: T Invalid 'P:é"l’j;td ;eggge”; retransmssion. -y 3
85. 64. 219. 63 I srael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 3
178. 154. 189, 201 :3:::30” 147. 237. 72. 166 |aka i df . i | ;{ ?2?;;? s?igclr?e: T Invalid ng\éileitd dsreggggé_ retransmssi on. drop 3
5.102.195.106 |[lIsrael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 3
141. 8.132. 112 gs::;”i on 147.237.72. 166 |aka. i df .| ?e; ?ZT;:T? si?gcl)rr\]e: TeP Invalid Lg‘é?(’;td dsreggggé_ retransmssi on. drop 3
50. 70. 53. 204 Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
68.180.229.89 |lnited Sates |147.237.72. 166 |aka idf.il Streamng Engi ne: TCP | nvalid finvalid segnent retransnissi on, drop 2
Ret r ansni ssi on Packet dropped.
85. 64. 219. 63 I srael 147. 237. 72. 156 |anan. i of . i | Bad TCP sequence Invalid AGK nunber aert 2
157.55.39.30  |[hited Sates  |147.237. 72. 166 |aka i df .| Streaming Engine: TCP Invalid finvalid segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dropped.
68.180.230. 155 |Uited Sates  |147. 237, 76. 200 |ei tan akaicr. i1 |2 €A NG Engine: TP Invalid invalid segnent retransnission. | 2
Ret r ansni ssi on Packet dropped.
37.187.114.171 |France 147.237.77. 179 |e.nazi .idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
213.57.179.95 |israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 1
149. 78. 193. 247 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nunber aert 1
85.65.213.173 [Israel 147.237.77. 216 [dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 1
61.135.189. 114 |Chi na 147.237.77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
185. 89. 217. 234 |Net her | ands 147.237.76.31 |nakchal.idf.il  [Directory Traversal directory traversa overflow noni t or 1
113.91. 64. 70 Chi na 147. 237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
74.82.47.59 Lhited Sates |147.237.77.227 |e. hanaz. i df il Geo-| ocat i on enf or cenent Geo- 1 ocation i nbound enf or cenent |drop 1
213.57.179.95 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 1
149. 78. 193. 247 |l srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
85. 65. 213. 173 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
201. 201. 215. 121|sta R ca 147.237.77. 216 |dover.idf. il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
123.126.113.80 |China 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
46.120.16.240 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 1
216.218.206. 100|thited Sates  [147.237.77.178|e.matpash.idf.il |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |dr op 1
5.39. 222. 159 Net her | ands 147. 237. 76. 147 |chi nuch. aka. i of . i I|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 120. 16. 240 | srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
73.218.8.72 Lhited Sates  |147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
213.57.50. 51 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
85. 64. 224. 115 | srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
74.82.47. 20 Lhited Sates |147.237.76. 177 |ncore.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

147.237.72. 166/ edi nd | i br ary/ gener al doc. asp

count ry Target Address |Site Sgnature Acti on ‘Count
95.175.35.73 [ srael 147.237.77.74 |lawidf il thauthori zed LR Access to Bl ock 64
www | aw i df . i |/ consol e/ cor e/ doc_ngr/ doc_ngr . asp
’ . . Unaut hori zed URL Access to
208. 115. 113. 88 [Lhited States 147.237.76.86 |navy.idf.il navy. i df .i |/ gi yus/ f or ud asp/ show or um asp B ock 6
. . . URL is Above Root Oirectory
113.91.64.70 [China 147.237.77. 216 |dover . i df . i | wiw i df i1/ ./ shar ed user cont rol s/ header upper/ B ock 1
5.28.191. 68 I srael 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to wan atal .idf.il/xnirpc. php B ock 1
66. 249. 84. 165 |lsrael 147.237.77.216 |dover . i df . i | DO stributed Whaut horized URL Access on waw i df.il/error.htm B ock 1
150. 70. 173.10 |Japan 147.237.0.19 |nadimatal .idf.il|Unaut horized URL Access to 147.237.0. 19/ B ock 1
5.39.222.159  [Netherl ands 147. 237. 76. 147 |chi nuch. aka. i df . i|Uaut hori zed URL Access to 147.237.76. 147/ B ock 1
Russi an . . Unaut hori zed URL Access to
217.69. 136. 210 Federati on 147.237.77. 216 |dover . i df . i | v i df . i | /tenpl at es/ cont act us/ cont act us. aspx/ Bl ock !
’ . . Unhaut hori zed URL Access to
68. 180. 229. 241 |Uhited Sates 147.287.77. 176 |nat pash. idf.il W cogat . i df . i1/t enpl at es/ shar ed/ user cont rol s/ pronot i oncube/ Bl ock !
5.28.191. 68 I srael 147.237.77.74 [lawidf.il Ml tiple Unaut horized URL Access fromb5. 28. 191. 68 Bl ock 1
157.55.39.99 |Uited Sates 147.237.77. 170 [maar achot . i df . i | |Unhaut hori zed UR. Access to maarachot.idf.il/pdf/files/5/ 112435, pdf). |B ock 1
66. 249. 64. 137 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx [Bl ock 1
219. 74.239. 90 |9 ngapore 147.237.77.216|dover.idf . il D stributed Unaut hori zed URL Access on waw idf.il/error.htm B ock 1
] ] Paraneter Type Mol ati on SearchText in
95.175.35.73 [l srael 147.237.77.74 (lawidf.il v | 2w i df i1/ 163- 6639- he/ pat zar . aspx B ock 1
5.28.191. 68 I srael 147.237.77.74 [lawidf.il PHP At t enpt B ock
157.55.39. 217 |Lhited Sates 147.237.77.216|dover. i df . i | D stributed Unaut horized LRL Access on wwidf.il/error. htm Bl ock
- - Unhaut hori zed URL Access to
66.249.78.97 |[Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ asp/ show o um asp B ock 1
220. 255. 97. 26 |9 ngapor e 147.237.77.216|dover . i df . i | DO stributed Whaut hori zed URL Access on waw i df.il/error.htm B ock
5.28.191. 68 | srael 147.237.77.233|atal .idf.il PHP At t enpt B ock
203. 127. 96. 250 |S ngapor e 147.237.77.216|dover . i df . i | D stributed Unaut hori zed LRL Access on waw idf.il/error.htm B ock 1
66.249.78. 234 |Israel 147.237.72.166 |aka. i df . i | thaut hori zed LR Access to Bl ock 1
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