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176.13.6. 34
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79. 180. 5. 107
Il 41.33.231.90
M 197.0.102.93
[0 46. 213. 146. 227
W 46. 19. 85. 182
209. 15. 196. 171
M 213.8.204. 61
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address  |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 4061
81.218. 65. 210 | srael 147.237.77. 176 nat pash. i df . i | Block_Udp All _Nets drop 3

80. 82. 78. 38 Net her | ands 147.237. 76. 200 eitan.aka.idf.il |block-sp-trafl forvard 2

80. 82. 78. 38 Net her | ands 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forward 2

115. 235. 144. 50 Chi na 147.237.77. 61 e.cogat.idf.il Bl ock Udp All Nets drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 1

94.102. 49. 116 Net her | ands 147.237.76. 177 ncore.idf.il Block Np Al _Net drop 1

94.102. 49. 116 Net her | ands 147.237.76. 201 e atal.idf.il B ock Np Al _Net drop 1

94. 102. 49. 116 Net her | ands 147.237.77. 243 nobi | e.idf.il Block Np All Net drop 1
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|Top Attackers In IPS|

At t acker

’Attacker Qount ry ’Target Address |Site Sgnature

213.8.204.61 |Israel 147.237.0.34 [ti kshuv. i df.|C1000138: HTTP. prefix 1.01 in the LRL B ock 13
61. 135. 189. 114 |Chi na 147.237.77.216|dover. i df . i | [CLO0O0071: HTTP: User Agent Sogou+web+spi der B ock 5
197.0.102.93 |Tunisia 147.237.77.216|dover . i df . i|]|2809: HITP. 11S TRACK Met hod Bl ock 2
62. 210. 148. 246 |France 147.237.77. 216 |dover. i df . i | |C1000074: HITP. najestic bot B ock 2
197.0.102.93 |Tunisia 147.237.77. 216 |dover. i df . i | |19690: HITP. Mcrosoft IS Integer Querfl ow Vil nerability B ock 1
41.37.188.107 |Egypt 147.237.77.216|dover. i df . i | |9221: HTTP. PUT Method Execution over HITP/ WebDAV B ock 1
123. 126. 113. 80 |Chi na 147.237.72. 166 |aka. i df .i| |CL000071: HTTP. User Agent Sogou+web+spi der B ock 1
193. 109. 69. 219 ?;Z;:Zt”ion 147.237.77. 216 |dover . i df . i | ﬁf:g;abm PHP-03 Query String Parameter Qommand [njection B ock 1
197.0.102.93 |Tunisia 147.237.77.216|dover.i df .i||3886 HITP. Qoss Ste Scripting i n POST Request B ock

197.0.102.93 |Tunisia 147.237.77. 216 |dover. i df .i1|0361: HITP. Protected File Access (/etc/ passwd) B ock

66. 249. 66. 154 |l srael 147.237.0.34 |ti kshuv. i df.|Cl1000138: HTTP. prefix 1.01 in the URL Bl ock 1
197.0.102.93 |Tunisia 147.237.77. 216 |dover . i df . i | 33?;&3?3 G\ Bash HTTP Header Remote Code Bxecution Bl ock 1
66. 249. 66. 158 |l srael 147.237.0.34 [ti kshuv. i df.|C1000138: HTTP. prefix 1.01 in the LRL B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.66.12  [147.237.77.170(lhited Sates |nearachot.idf.il|[ET SCAN NVAP -sA (2) 2
98.119. 105. 221 |147. 237. 76. 198 |Lhited Sates |e.yohal an.idf.il|[ET SCAN NVAP -sS w ndow 2048 1
98. 119. 105. 221 |147. 237.76. 198 |Lnited Sates |e.yohalan.idf.il|ET SCAN NVAP -f -sS 1
80. 82. 78. 38 147. 237. 76. 196 [Net her | ands esvivaidf.il |ET SCAN NVAP -sS w ndow 1024 1
50.62. 137. 87  [147.237.77.176|lhited Sates |natpash.idf.il [SERVER- WEBAPP Manbo upl oad. php access 1
198.20.69.74  |147.237.77.235|Whited Sates |svivaidf.il ET DRCP DBshi el d B ock Listed Source 1
197.0.102.93  [147.237.77.216|Tunisia dover.idf.il GPL WEB SERVER TRACE at t enpt 1
197.0.102.93  |147.237.77.216|Tunisia dover.idf.il ET DC5 SSL Bonb DoS At enpt 1
128. 199. 63. 237 [147. 237. 77. 216 |Net her | ands dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
98. 119. 105. 221 [147. 237. 76. 198 [Lnited Sates |e.yohalan.idf.il|[ET SCAN NVAP -sS w ndow 1024 1
88. 148. 116, 160 |147. 237.0.33  |spain o~ ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.4.79.76 147. 237. 77. 235 |Ger many sviva idf.il ET SCAN Potential SSH Scan 1
197.0.102.93  |147.237.77.216|Tunisia dover.idf.il SERVER- WEBAPP TRACE at t enpt 1
197.0.102.93  |147.237.77. 216 |Tunisia dover.idf.il GPL VB SERVER / et ¢/ passwd 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

79. 180. 5. 107 I srael 147.237.72. 166 |aka. i df .il Ret r ansm ssi on Packet dr opped. drop 36
188.120.154.2  |Israel 147.237.77. 234 |hal ag.idf .il Bad TCP sequence Invalid ACK nunber noni t or 36
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46.213. 146. 227 Z:Jhgfiﬁrab 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 16
209. 15.196. 171 |Canada 147.237.72. 166 |aka. i df . i drop SAMrule drop 16
46.213. 146. 227 zsua”iﬁ(ab 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 16
197. 0. 102. 93 Tuni si a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
77.126. 43. 2 I'srael 147237, 77, 243 mobi e icr i1 | @M NG Engine: TCP Invalid finvalid segnent retransnission drop 9
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 182 I 'srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 8
87.69. 23. 35 | srael 147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 182 I srael 147.237.76.86 |[navy.idf.il Bad TCP sequence Invalid ACK nunber alert 6
84. 95. 208. 20 | srael 147.237.72. 166 |aka.i df .il drop SAMrul e drop 6
46.19. 85. 182 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACGK nunber alert 6
84.95. 208. 20 I srael 147.237.77. 216 |dover.idf.il dr op SAMrule drop 6
46.19. 85. 182 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
185.3.147.173  |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP | nvalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
185. 3. 147. 208 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
93.172.3.19 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
5.102. 242.204 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber mnitor |4
93.33.101.151 |italy 147.237.0.34 |tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 3
66.240.66.50  |uited Sates  |147.237.0.34 |tikshwv.icr.ii | €@MNG Engine: TCQP Invalid finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
37.46. 39. 253 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
5. 255. 253, 94 :Z:::t”i o 147. 237. 76. 147 |chi nuch. aka. i df . i | ;: ?Zr:s?g s?igcl)r?e: TG Invalid :Dg‘éf(gtd ;eg:‘fg;_ retransmssi on. drop 3
178. 255. 215. 87 |France 147, 237, 76. 147 |chi nuch aka i o 1| S N9 ENngine: TCP I nval i d finval id segnent retransnissi on drop 3
Ret r ansni ssi on Packet dr opped.
37.26.148.171 |israel 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Inval id |invalid segrent retransnission drop 3
Ret r ansni ssi on Packet dropped.
37.26.148.171 |[Israel 147.237.72. 166 |aka. i df i Bad TCP sequence noni t or
113.91. 64. 70 Chi na 147. 237.77. 216 |dover.idf.il Drectory Traversal directory traversa overflow noni t or
197.0.102.93  [Tunisia 147. 237. 77. 216 |dover. i df . SS. Enforcenent M ol ation &fﬂiﬁ;‘éﬂi?g‘;ﬁ;%s rej ect 2
157.55.39. 234 |Wited Sates  |147.237.72. 166 |aka i df .i | Streamng Engi ne: TCP Inval id |invalid segnent retransnission drop 2
Ret r ansni ssi on Packet dr opped.
77.237.138.202 |Czech Republic |147.237.77.227 |e.hanaz.idf.il Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf orcenent |drop 2
5.22.131.21 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACGK nunber mnitor |2
109. 64.182. 74 |l srael 147.237.77. 216 |dover. i df . il SYN At tack SYN -> SYN-ACK -> RST rej ect 2
197.0. 102. 93 Tuni sia 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 2
141. 212. 122. 192|hited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
2.53.182. 110 I srael 147.237.72. 166 |aka. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 193|nited Sates 147.237.77. 234 |hal ag.i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.28.152.58  |Poland 147.237.0.35 |akaws.idf.il drop drop 1
5. 39. 222. 159 Net her | ands 147.237.77. 121 |e. navy. i df .i | Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |[dr op 1
81.199.120.95 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
141.212.122.192|lhited Sates 147.237.76.202|e.hal ag.idf.il Geo- | ocati on enf or cenent Geo-l ocation i nbound enforcenent |drop 1
37.26.148.171 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 1
2.55. 48. 189 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
80.82.78.38 Net her | ands 147.237.76.196|e.sviva.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enforcenent |drop 1
185. 3. 147. 208 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
61.135.189. 114 |China 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 1
141. 212. 122. 201 |hited Sates 147. 237.77. 243 |nobi | e.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.46.39.10 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |1
120.132.68.87 |China 147.237.76.34 |yohal an.idf.il drop drop 1
159. 226. 95. 66  |Chi na 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Acti on ‘Count
176.13.6.34 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 39
Russi an . . .
46. 188. 30. 189 Feder at i on 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock 6
46. 188. 30. 189 RF;Z:::S o 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 46. 188. 30. 189 B ock 5
109. 253. 214. 71 || srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 3
. . Unaut hori zed URL Access to
79.176.86.19 |Israel 147.237.77.74 |lawidf.il v g i df i | / consol ef cor e/ doc_ngr/ doc. ngr . asp B ock 2
46.32.124. 228 |Jordan 147.237.77. 176 |nat pash. i df . i | D stributed Unaut hori zed UR. Access on waw cogat.idf.il/89%4-ar  |B ock 2
68.180.230. 184 |Lhited Sates  [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1397-he/ atal . aspx  |B ock
197.0.102.93 |Tunisia 147.237.77. 216 |dover.i df . il Unaut hori zed HTTP Met hod B ock 1
. . Unaut hori zed URL Access to
80. 82. 78. 38 Net her | ands 147.237.77.74 |lawidf.il v bai du. cond cachel gl obal /i n/ gs. gi f B ock 1
. . Unaut hori zed URL Access to
66.249.64.13 |Israel 147.237.72. 166 |aka. i df . il 147. 237, 72. 166/ mai 1/ gi yus/ gi yus/ gener al . aspx B ock 1
2.25.118.198 |United Ki ngdom|147.237.77.216|dover.idf.il Paraneter Type Molation SortOr in wwidf.il/1393-en/dover.aspx [B ock 1
_ www. chanat z. aka. i d , R
157.55.39. 234 |lhited Sates 147.237.77. 226 £l Unaut hori zed URL Access to waw chanat z. aka. i df . i/ news/ B ock 1
68.180.231.43 |lLhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wawidf.il/irag/ english/defaul t.asp Bl ock 1
197.0.102.93 |Tunisia 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wwidf.il/ar/rails/infol properties/ B ock 1
85.143.21.13 RF;:::; on 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to waw i df.il/mazi'a=0 B ock 1
66.249.69.48 |lIsrael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
2.25.118.198 |united Ki ngdom|147.237.77.216|dover.idf.il Paraneter Type Mol ation lang in wwidf.il/1393-en/ dover. aspx B ock 1
46.188. 30. 189 gz:::tr: on 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/main/giyus/index. php |B ock 1
197.0.102.93 |Tunisia 147.237.77. 216 |dover.i df .i | Unknown HTTP Request Method NETSPARKER in URL waw i df.il/ar/ |B ock 1
Unaut hori zed URL Access to
66. 249. 78. 234 |l srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ r esour ces/ common/ t opakamenu/ st yl es/ di nam cre [B ock 1
nu. css
45.55.182.56 |Whited Sates [147.237.77.74 (lawidf.il Unaut hori zed URL Access to waw | aw idf.il/14-he B ock 1
. . D stributed Lhaut hori zed URL Access on
188.120.154. 2 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . Uhknown Paraneter anp;list in
79.180.5.107 |Israel 147.237.72.166 |aka. i df . i | vow aka. i o i1/ kenhar /Kl al | /def aul t . asp None 1
50.62.137.87 |lhited Sates |147.237.77.176 |nat pash. i df . il PHP Attenpt B ock 1
. . . URL is Above Root Drectory
113.91.64.70 |China 147.237.77. 216 |dover . i df .i | v dff i1/ ../ shar edl user cont r ol s/ header upper / Bl ock 1
66. 249. 78. 240 |l srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ i shuri miexanpcert/ [B ock 1
197.0.102.93 |Tunisia 147.237.77. 216 |dover.i df .i | Ml ti pl e Unknown HTTP Request Method from 197. 0. 102. 93 B ock 1
. . . Unaut hori zed URL Access to
80. 82. 78. 38 Net her | ands 147.237.76.200|ei tan. aka. i df . i | v bai du. con cachel gl obal /i n/ gs. gi f B ock 1
Unaut hori zed URL Access to
50.62.137.87 [thited Sates |147.237.77.176 [nat pash. i df .i | wwwu cogat . i df . i | / wp- cont ent / t henes/ geopl aces3/ | i brary/i ncl udes/ u |B ock 1
pl oad. php
. . . Par aneter Type M ol ati on PageNumin
2.25.118.198 |United Kingdom|147.237.77.216|dover.idf.il v i df i 1/ 1393- en/ dover . aspx Bl ock 1
157.55.39. 234 |lhited Sates |147.237.72.166|aka.idf . il Ml tipl e Unaut horized URL Access from 157.55. 39. 234 B ock 1
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