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04-14-2016-00:04:05 to 04-14-2016-01:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4011
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock_Udp All _Nets drop 2
222.186. 58. 188 Chi na 147.237.0. 15 kosher-kravi.idf.il |JLM Under Attack Con Tcp drop 2
185.94.111.1 Russi an Federation 147.237. 76. 44 e.refuah.idf.il Bl ock Udp All Nets drop 1

94. 102. 49. 116 Net her | ands 147.237. 8. 46 e.chinuch.idf.il B ock Np Al Net drop 1

69. 64.55. 124 Lhited Sates 147.237.77.179 e.nazi.idf.il ock Wp Al _Nets drop 1
94.102. 49. 116 Net her | ands 147.237.76. 176 test.ncore.idf.il B ock Np Al _Net drop 1
81.211. 8. 238 Eur ope 147.237. 77. 243 nobi le.idf.il ock_Udp All _Nets drop 1

94. 102. 49. 116 Net her | ands 147.237. 8. 28 e.nobil e-ks.idf.il B ock Np All Net drop 1




04-14-2016-00:04:05 to 04-14-2016-01:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
10.0.0.3 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 4
109. 65. 170. 167 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 4
109. 64. 102. 199 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 3
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
61.135. 189. 114 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1




04-14-2016-00:04:05 to 04-14-2016-01:04:05

|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Gountry

Ste

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
87. 106. 233. 202 147. 237. 72. 166 Ger many aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
84. 200. 15. 174 147.237.77. 121 Ger many e navy.idf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 103 147. 237. 76. 200 Chi na eitan aka. idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147.237.8.14 Chi na e.orchot.idf.il ET SCAN Potential SSH Scan 1
46.4.79.76 147.237.8.14 Ger many e.orchot.idf.il ET SCAN Potential SSH Scan 1
40. 84. 149. 32 147. 237. 76. 202 Lhited Sates e halag.idf.il ET SCAN NVAP -sS w ndow 2048 1
84.200. 15. 174 147.237.77.121 Ger many e navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
59. 45. 79. 103 147.237.77. 121 Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147.237. 8. 46 Chi na e.chinuch.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147.237.0. 16 Chi na ny- kosher - kravi .i df . | ET SCAN Potential SSH Scan 1
46.4.79.76 147. 237. 0. 200 Ger many nau. i df il ET SCAN NVAP -sS w ndow 1024 1
40. 84. 149. 32 147. 237. 76. 202 Lhited Sates e halag.idf.il ET SCAN NVAP -f -sS 1




04-14-2016-00:04:05 to 04-14-2016-01:04:05

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature
51. 36. 16. 28 United Ki ngdom 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 70
Sreamng Engine: TCP Invalid i i ssi
109. 186. 169. 154|I sr ael 147. 237.77. 216 |dover i of . i 9 =g Inval id segnent retransmssion. |y, 68
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
212.143.142.56 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
190. 148. 39. 184 |Quatenal a 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 10
reanming BEngine: TCP Invali i i SSi
66.249.66. 44  |Wnited Sates 147.237.0.34  |tikshov. i i1 [/ €AM NG Engine: TCP Invalid finvalid segnent retransmssion drop 9
Ret ransnm ssi on Packet dr opped.
46.19. 85. 179 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Inval i d AGK nunber nonitor |9
77.125.102.20 i srael 147.237.76.42 |refuah.idf.il |Bad TOP sequence SN retransmt wth different monitor |6
W ndow scal e
46.19. 85. 179 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 6
Sreaming Engine: TGP Invalid i i sSi
79.181.132.4  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 6
Ret r ansn ssi on Packet dr opped.
85. 65. 62. 55 | srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
o SYNretransmt wth different .
176. 13.10. 91 I srael 147.237.76.42 |refuah.icf.il [Bad TCP sequence i ndow scal nonitor |4
Sreanming Engine: TCP Invalid i i ssi
80. 246. 133. 223 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. |, 4
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
149.78.49.241 |wited Sates 147. 237. 76. 200 |ei tan. aka. i of .| 9 =g Inval id segnent retransmssion. |y, 4
Ret r ansni ssi on Packet dr opped.
109. 64. 102. 199 |Israel 147.237.0.34 [tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect
46.19. 85. 194 I srael 147.237.72. 156 [anan.idf.il  [SYN At tack SYN -> SYN-ACK -> RST rej ect
190. 148. 39. 184 |Quatenal a 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i ssi
65.55.210.12  |Uited Sates 147. 237. 76. 200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. |, 4
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
69.58.178.59  |Lnited Qates 147.237.0.34  |tikshw.idf.i 9 =g Inval i d segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 179 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
2.53.132.168  |Israel 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansn ssi on Packet dr opped.
66.102. 9. 101 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3
reamn ine: TCP Invali i i ssi
176.13.2.139  [israel 147, 237.72. 166 |aka i i1 | €AM NG Engine: TP Invalid Jinvalid segrent retransmission. | op 3
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
79.182.36.206 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
2.53.148.222  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | o 3
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
66.249. 66.47  |Wited Sates 147.237.0.34  |tikshuv.idf.il 9 =9 Inval id segnent retransmssion. |, 3
Ret r ansn ssi on Packet dr opped.
190. 148. 39. 184 |Quatenal a 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect
62.128.48.130 |Israel 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreaming Engine: TGP Invalid i i sSi
87.71. 44. 66 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dr opped.
190. 82. 168. 1 Qile 147.237.72.166 |aka.idf .il dr op Frst packet isn't SWN drop
46. 19. 85. 179 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert
37. 46. 39. 204 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
Pal estinian Territory, S -
82. 205. 8. 223 Qccup ed 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 2
190. 82.168. 1 Quile 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |2
84.94.45. 31 | srael 147.237.72. 166 |aka. i df.il Bad TCP sequence Invalid ACK nunber noni t or 2
206. 227. 136. 100|lLhited Sates 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYNACK -> Ti meout rej ect 2
5.22.130. 246 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |2
190. 106. 132. 240 |Ar genti na 147.237.77. 216 |dover.if i1 [Bad TCP sequence SYNACK retransmt wth monitor 2
different w ndow scal e
85.114. 119. 192 glcisgi'géa” Territory. 1447, 237. 77. 176 |nat pash. i o .i 1 |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
190.148.39. 184 |Quatenal a 147.237.77. 216 |dover.if i1 [Bad TCP sequence SYNACK retransmt wth monitor 2
different w ndow scal e
62.128.48.130 |lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 2
Sreanmng Engine: TCP Invalid i
87.70.42.196 [ srael 147.237.77. 233 |atal i cf . i1 9 =g I nval i d checksum Packet drop 2
Checksum dr opped.
79.176.16.150 |Israel 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
178. 252. 150. 67 :);a” Islamc Rpubliq) 47 237 77. 176 [nat pesh.i o .11 |Bad TOP sequence Invalid AGK nunber alert 2
. . SWNretransmt wth different .
79.177.231.228 |lsrael 147.237.72. 156 |anan.idf . il Bad TCP sequence i ndow scal e noni t or 2
190. 106. 132. 240|Argenti na 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2
Sreamng Engine: TCP Invalid i i SSi
66.249.78.146 |lited Sates 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 2
Ret r ansn ssi on Packet dr opped.
178. 252. 150. 67 ;a”' Islanic Republ iy 47 237, 77. 176 |natpash.idf .1 |Bad TOP sequence Invalid ACK nunber monitor |2
82.205.8.223 | estinian Territory. |y )z 537 77. 216 |dover.idh.il  |[Bad TOP sequence monitor |2
Cccupi ed
Sreaming Engine: TGP Invalid i i sSi
213.151.51. 194 |Israel 147. 237.77. 243 |nobi le. i f . | 9 =g Invalid segnent retransmssion. |, 2

Ret r ansnm ssi on

Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
. . Unhaut hori zed Met hod CPTIONS for
80.178.220.8 | sr ael 147.237.72. 166 |aka. i df .11 ww aka. i df. i |/ mai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut huser Bl ock 3
109. 253. 202. 62 |l srael 147.237.77. 176 [mat pash. i df . i| |Ostributed Uhauthorized URL Access on www cogat.idf.il/894-ar [B ock
157.55.39.217 |thited Sates 147.237.77. 216 |dover.i df . i | D stributed Lhauthori zed URL Access on wawidf.il/error.htm B ock
46.19. 85. 63 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Code B ock
: . . Unaut hori zed URL Access to
58.11.113.147 |Thailand 147.237.77. 176 |mat pash. i df . i | v cogat . i df i 1/5i p. st orage/ il es/ 4/ 499 Bl ock 1
. . Unaut hori zed URL Access to
190. 23. 193. 158 |Par aguay 147.237.77. 176 [mat pash. i df . i | v cogat . df i 1/i p. st orage fi | es/ 4/ 439 Bl ock 1
. . Unaut hori zed URL Access to
2.53.30. 168 I sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . . Unaut hori zed URL Access to
120.52.72.19  [China 147.237.77. 176 |mat pash. i df . i | v cogat . df i 1/si p.storagel il es/ 4/ #14 Bl ock 1
: . . Unaut hori zed URL Access to
54. 67. 87. 237 Lhited Sates 147.237.77. 176 [nat pash. i df . i | v cogat . i df i 1/5i . storage/ il es/ 4/ 436 Bl ock 1
. . . Unaut hori zed URL Access to
186.203.134.5 |Brazil 147.237.77. 176 |mat pash. i df . i | v cogat . i df i 1/si p. st orage fil es/ 4/ 491 Bl ock 1
93.77.110.204 |kraine 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for ww aka. i df .il/eitan/ nain/ B ock 1
79.178.192.192 | srael 147. 237.72. 166 |aka. i df . i | Wnaut hori zed Met hod HEAD for B ock 1
wav aka. i df . i |/ nai n/ gi yus/ general . aspx
: . . Unaut hori zed URL Access to
52.26.218.173 |lhited Sates 147.237.77. 176 |mat pash. i df . i | v cogat . i df i 1/5i p st orage/ il es/ 4/ #18 Bl ock 1
. . . Unaut hori zed URL Access to
169. 0. 9. 247 South Africa 147.237.77. 176 |mat pash. i df . i | vow cogat . i df i 1/5i p. st orage/ il es/ 4/ #89 Bl ock 1
: . . Unaut hori zed URL Access to
124.120. 165. 75 [Thai | and 147.237.77. 176 |mat pash. i df . i | v cogat . i df i 1/5i p st orage/ fil es/ 4/ #51 Bl ock 1
66. 249. 69. 32 I srael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock
198.167.241.26 |Uhited Sates 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to ww i df . il/894-en/i df gdover. aspx B ock
. . Unaut hori zed URL Access to
41.44.208.183 |Egypt 147.237.77. 176 |mat pash. i df . i | v cogat i o i 1/si p storagel il es/ 4/#5 B ock 1
) . . Unaut hori zed URL Access to
115.87.239.61  [Thai l and 147.237.77. 176 |mat pash. i df . i | v cogat . df i 1/si p. st oragel fil es/ 4/ 461 Bl ock 1
54.191.199. 253 |thited Sates 147.237.77. 176 |mat pash. i df . il  |Miltiple Wauthorized URL Access from54. 191. 199. 253 Bl ock 1
189. 218. 120. 209 Mexi co 147.237.77. 176 |mat pash. i df .| | Stf1buted thauthori zed (R. Access on Bl ock 1
ww cogat . i df.il/sip storage/fil es/4/
: . . Unaut hori zed URL Access to
54.67.61.145  |lnited Sates 147.237.77. 176 |mat pash. i df . i | v cogat . df i 1/si . storagel il es/ 4/ #34 Bl ock 1
. . . Unaut hori zed URL Access to
181.215. 107. 131 |thited Sates 147.237.77. 176 |mat pash. i df . i | vow cogat . i df i 1/5i p. st oragel il es/ 4/ 496 Bl ock 1
Pal estini an Territor Unaut hori zed URL Access to
85.114.119.192 |~ Y (147. 237. 77. 176 | nat pash.idf.il |ww:cogat.idf.il/tenplates/homepage/ wax yout ube. coni v/ 3g51ei |Bl ock 1
P 5nuhg
: . . Unaut hori zed URL Access to
52. 11. 155. 60 Lhited Sates 147.237.77. 176 [nat pash. i df . i | v cogat . i df i 1/5i . storagel il es/ 4/ 423 Bl ock 1
) . . Unaut hori zed URL Access to
124.122. 235. 48 Thai | and 147.237.77. 176 |mat pash. i df . i | v cogat . df i 1/si p. st orage/ fil es/ 4/ #11 Bl ock 1
73.97.180.170 [lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwu aka. i df . il/wp-Iogin. php B ock 1
. . . Unaut hori zed URL Access to
222.93.156. 205 |Chi na 147.237.77. 176 |mat pash. i df . i | vow cogat . i df i 1/5i p. st oragel il es/ 4/ #57 Bl ock 1
: . . Unaut hori zed URL Access to
61.90.53.109  |[Thailand 147.237.77. 176 [nat pash. i df . i | v cogat . i df i 1/i p st orage/ fil es/ 4/#30 B ock 1
. . Unaut hori zed URL Access to
190. 203. 216. 30 [Venezuel a 147.237.77. 176 |mat pash. i df . i | vow cogat . i df i 1/5i p. st oragel il es/ 4/ 470 Bl ock 1
. . Unaut hori zed URL Access to
5.135.190.199 |France 147.237.77. 176 [nat pash. i df . i | v cogat . i df i 1/5i p st orage fil es/ 4/ 450 B ock 1
120.52.72.56  |china 147.237.77. 176 |mat pash. i df .| | Str1buted thauthori zed (R. Access on Bl ock 1
ww cogat . i df.il/sip storage/fil es/4/
: . . Unaut hori zed URL Access to
54.67.101.183 |lhited Sates 147.237.77. 176 |mat pash. i df . i | v cogat . i df i 1/5i p st orage/ il es/ 4/#43 Bl ock 1
186. 212. 10. 124 |Brazil 147.237.77. 176 |mat pash. i df .il  |Miltiple Wauthorized URL Access from 186.212. 10. 124 Bl ock
95.31.134.206 |Russian Federation 147.237.77.74 |lawidf.il Dstributed PHP At enpt B ock
: . . Unaut hori zed URL Access to
52.27.169.101 |lhited Sates 147.237.77. 176 |mat pash. i df . i | v cogat . i df i 1/5i . storage/ il es/ 4/ 495 Bl ock 1
178.245.190. 57 |Turkey 147.237.77. 176 |mat pash. i dff .| |2 Stributed thauthorized URL Access on Bl ock 1
vwwy cogat . i df .il/sip storage/fil es/ 4/
. . Unaut hori zed URL Access to
41.45.227.140 |Egypt 147.237.77. 176 |mat pash. i df . i | v cogat . i df i 1/5i . storage/ il es/ 4/ 493 Bl ock 1
) . . Unaut hori zed URL Access to
124.120. 171. 177 |Thai | and 147.237.77. 176 |mat pash. i df . i | v cogat . df i 1/si p. st oragel fi | es/ 4/ 435 Bl ock 1
. . Unaut hori zed URL Access to
66.249.78.111 [Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or Um asp Bl ock 1
201.172.96.35  |Mexi co 147.237.77. 176 |mat pash. i dff .| |2 Stributed thauthorized URL Access on Bl ock 1
vy cogat . i df .il/sip storage/fil es/ 4/
. . . Unaut hori zed URL Access to
117. 135. 251. 132|Chi na 147.237.77. 176 |mat pash. i df . i | v cogat . i df i 1/5i . storage/ il es/ 4/#29 Bl ock 1
} . . Unaut hori zed URL Access to
54.191.253.135 |thited Sates 147.237.77. 176 |mat pash. i df . i | v cogat . df i 1/si p. st orage/ fi | es/ 4/ 426 Bl ock 1
. . . D stributed Unhaut hori zed LRL Access on
189.219.96.40  [Mexico 147.237.77. 176 |mat pash. i df . i | v cogat i of i 1/si p, st oragel i1 es/ 4/ Bl ock 1
} . . Unaut hori zed URL Access to
54.67.62.186  |lLhited Sates 147.237.77. 176 |mat pash. i df . i | v cogat . df i 1/si p, st orage fil es/ 4/ #12 Bl ock 1
. . . Unaut hori zed URL Access to
183. 111. 169. 201 |Korea, Republic of 147.237.77. 176 |mat pash. i df . i | v cogat . i df i 1/5i . storagel il es/ 4/ #67 Bl ock 1
91.121. 94.39 France 147.237.77. 176 |mat pash. i df . i | Mil tiple Unaut hori zed URL Access from91. 121. 94. 39 B ock 1
223.119.2.73 Hong Kong 147.237.77. 176 (mat pash. i df . il |Miltipl e Wauthorized URL Access from 223.119.2.73 B ock 1
: . . Unaut hori zed URL Access to
52.24.229.157 |inited Sates 147.237.77. 176 |mat pash. i df . i | v cogat . df i 1/5i p. st oragel il es/ 4/ #45 Bl ock 1
. . D stributed Uhaut hori zed URL Access on
77.125.102.20 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shared/ r eset . css Bl ock 1
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