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|Top Attackers | n DDoS- Def ence |

04-14-2015-04:03:02 to 04-14-2015-05:03:02

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action | count
66. 249. 65. 148 Lhited Sates 147.237.77.170 naar achot . i df . il B ock |p Vb In drop 71
66. 249. 65. 177 Lhited Sates 147. 237.76. 42 refuah.idf.il Bl ock | p V¢b In drop 66
66. 249. 65. 26 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p V¢b In drop 59
66. 249. 65. 173 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_Ip V¢b I n drop 57
66. 249. 65. 169 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_|p VWb In drop 42
66. 249. 65. 156 Lhited Sates 147.237.77.170 naar achot . i df.il B ock Ip Véb In drop 41
66. 249. 65. 152 Lhited Sates 147. 237.77. 170 nmar achot . i df . i | Bl ock |p Véb In drop 36
66. 249. 73. 211 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p V¢b In drop 35
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p V¢b In drop 35
66. 249. 65. 28 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p V¢b In drop 34
66. 249. 65. 3 Lhited Sates 147.237.77.176 nat pash. i df . i | B ock_|p VWb In drop 31
66. 249. 65. 181 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Ip Véb In drop 29
66. 249. 65. 1 Lhited Sates 147.237.77.176 nat pash. i df .i | B ock |p Vb In drop 28
66. 249. 65. 30 Lhited Sates 147.237.77. 74 lawidf.il B ock |p Vb In drop 27
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p V¢b In drop 27
66. 249. 65. 5 Lhited Sates 147.237.77. 176 nat pash. i df i | Bl ock | p V¢b In drop 22
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il B ock_|p VWb In drop 22
66. 249. 65. 14 Lhited Sates 147.237.77. 226 Wi chanat z. aka. i df . i | B ock Ip Véb In drop 20
66. 249. 73. 217 Lhited Sates 147.237. 72. 166 aka.idf.il Block Ip Vb In drop 19
66. 249. 65. 44 Lhited Sates 147.237.76. 86 navy.idf.il B ock |p Vb In drop 17
66. 249. 65. 48 Lhited Sates 147.237.76. 86 navy.idf.il B ock_Ip V¢b In drop 15
66. 249. 65. 46 Lhited Sates 147.237.76. 86 navy.idf.il B ock_Ip V¢b I n drop 14
66. 249. 89. 103 Lhited Sates 147.237.77. 216 dover.idf.il B ock_|p VWb In drop 12
66. 249. 65. 39 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip Véb In drop 12
66. 249. 65. 74 Lhited Sates 147.237.76. 42 refuah.idf.il B ock |p Vb In drop 12
66. 249. 65. 41 Lhited Sates 147.237. 72. 166 aka.idf.il B ock |p Vb In drop 12
66. 249. 73. 203 Lhited Sates 147.237.77. 74 lawidf.il Bl ock | p V¢b In drop 12
66. 249. 65. 36 Lhited Sates 147.237.77. 233 atal .idf.il Bl ock | p V¢b In drop 12
66. 249. 67. 99 Lhited Sates 147.237.76. 30 hi nush. i df . i | B ock_|p VWb In drop 11
66. 249. 73. 201 Lhited Sates 147.237.72. 166 aka.idf.il B ock Ip Véb In drop 11
66. 249. 73. 219 Lhited Sates 147.237.77. 74 lawidf.il Block Ip Vb In drop 11
66. 249. 65. 12 Lhited Sates 147.237.77. 226 W chanat z. aka. i df . i | B ock Ip V¢b In drop 10
66. 249. 65. 43 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock | p V¢b In drop 10
66. 249. 89. 101 Lhited Sates 147.237.77. 216 dover.idf.il B ock_Ip V¢b I n drop 9
66. 249. 73. 209 Lhited Sates 147.237.72. 166 aka.idf.il B ock_|p VWb In drop 9
66. 249. 65. 52 Lhited Sates 147.237.77. 233 atal.idf.il B ock Ip Véb In drop 7
66. 249. 65. 48 Lhited Sates 147.237.77. 233 atal.idf.il B ock |p Vb In drop 7
66. 249. 65. 10 Lhited Sates 147.237.77. 226 wan chanmat z. aka. i df . i | B ock Ip V¢b In drop 6
66. 249. 65. 34 Lhited Sates 147.237.77. 233 atal .idf.il Bl ock | p V¢b In drop 6
66. 249. 67. 115 Lhited Sates 147. 237.76. 30 hi nush. i df . i | Bl ock | p V¢b In drop 6
66. 249. 65. 195 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock_|p VWb In drop 6
66. 249. 65. 186 Lhited Sates 147.237.77. 74 lawidf.il B ock Ip Véb In drop 6
66.249. 67. 1 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il B ock Ip Véb In drop 5
66. 249. 73. 238 Lhited Sates 147. 237.72. 156 anan. i df.il Bl ock | p V¢b In drop 5
66. 249, 73. 222 Lhited Sates 147. 237.72. 156 anan. i df .| Bl ock | p V¢b In drop 5
66. 249. 78. 224 Lhited Sates 147.237.77. 216 dover.idf.il B ock_Ip V¢b I n drop 4
66. 249. 65. 199 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock_|p VWb In drop 4
66. 249. 65. 178 Lhited Sates 147.237.77. 74 lawidf.il B ock Ip Véb In drop 4
66. 249. 80. 75 Lhited Sates 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 3
66. 249. 65. 181 Lhited Sates 147. 237.72. 166 aka.idf.il Bl ock | p V¢b In drop 3




04-14-2015-04:03:02 to 04-14-2015-05:03:02

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |S te |Name |Davi ce Action |Ooum |
198. 20. 69. 98 Lhited Sates 147.237.76.200 |eitan. aka.idf.il DVRep_B-N 60 _100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77.61 |e.cogat.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Cer many 147.237.0. 35 akaws. i df.i | DVRep B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.74 |lawidf.il DVRep B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77. 205 |prisha.idf.il DVRep B-N 60_100 B ock 1
108. 27. 90. 82 Lhited Sates 147.237.77.216 |dover.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 1
71. 6. 165. 200 Lhited Sates 147.237. 8. 28 e.nobi | e-ks.idf.il DVRep_B-N 60 100 B ock 1
198.20.70.114 |lhited Sates 147.237.0. 16 ny- kosher-kravi.idf.il |DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77.227 |e.hanaz.idf.il DVRep_B-N 60 _100 B ock 1
108. 52. 168. 184 |[Lhited Sates 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 1
71.6.165. 200 Lhited Sates 147.237. 8. 45 e.eitan.idf.il DVRep B-N 60_100 B ock 1
198.20.70.114 |Lhited Sates 147.237.77.216 |dover.idf.il DVRep_B-N 60 100 B ock 1
85. 25. 43. 94 Ger many 147.237.72.217 le.idf.il DVRep_B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.42 |refuah.idf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.76. 198 |e.yohal an.idf.il DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Ger many 147.237.0.19 nadi matal .idf.il DVRep B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte [Name |count |
82. 80. 25. 221 | srael 147.237.77.216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 30
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 6
109. 129. 244. 93 Bel gi um 147.237. 76. 38 eengitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 5
109. 129. 244. 93 Bel gi um 147.237.76. 34 yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 5
109. 129. 244. 93 Bel gi um 147.237.76. 31 nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 5
109. 129. 244. 93 Bel gi um 147.237.76. 30 hi nush. i df .i | ET SCAN Potential VNC Scan 5900- 5920 5
109. 129. 244. 93 Bel gi um 147.237.76. 42 refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 4
109. 129. 244. 93 Bel gi um 147.237.76. 44 e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 4
109. 129. 244. 93 Bel gi um 147.237.76. 39 nobi | e.nei tav.idf.il ET SCAN Potential VNC Scan 5900- 5920 3
109. 129. 244. 93 Bel gi um 147.237. 76. 86 navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
61. 240. 144. 65 Chi na 147.237.76. 31 nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
58. 20. 54. 249 Chi na 147.237.77. 234 hal ag.i df .il ET SCAN NVAP -sS w ndow 1024 1
58. 20. 54. 249 Chi na 147.237.76. 34 yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
222.77.190. 33 Chi na 147.237.76. 30 hi nush. i df .i | ET SCAN Potential SSH Scan 1
109. 129. 244. 93 Bel gi um 147.237.76. 31 nakchal .idf.il ET SCAN Potential VNC Scan 5800- 5820 1
213. 21. 168. 104 Italy 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
83.71.132. 37 Irel and 147.237.76. 177 ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
176. 104. 213. 250 Russi an Federation 147.237.77. 233 atal.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
125. 5. 16. 195 Phi |i ppi nes 147.237.0. 17 m ny- kosher-kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
61. 240. 144. 65 Chi na 147.237. 8. 45 eeitanidf.il ET SCAN NVAP -sS w ndow 1024 1
58. 20. 54. 249 Chi na 147.237.77. 212 e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 129. 244. 93 Bel gi um 147.237.76. 42 refuah.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
109. 129. 244. 93 Bel gi um 147.237. 76. 39 nobi | e. nei tav.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
109. 129. 244. 93 Bel gi um 147.237.76. 38 eeneitav.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
222.77.190. 33 Chi na 147.237.0. 17 m ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
146. 148. 93. 112 147.237.77. 61 e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

‘ Attacker Qountry

Target Address ‘ Ste

‘ Message

Devi ce

‘Count

Inval i d segnent retransnission. Packet

Sreaning Engine: TQP Invalid

Action

41.131. 117. 128 |Egypt 147.237.77. 216 |dover.idf.i dr opped. Ret r ansni ssi on drop 39
74.97.179.238 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 35
197.162. 96. 27 |Egypt 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN dr op drop 34
108. 52. 168. 184 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 26
79.177.27. 48 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 26
85. 250. 135. 85 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 23
79. 183. 5. 45 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN dr op drop 21
69. 249. 189. 125 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 20
41.196.79.106 |Egypt 147. 237. 77. 216 |dover i df . i Invalid segnent retransnission. Packet Srean'nng Er_wgi ne: TP Invalid drop 18
dr opped. Ret r ansni ssi on
17.142.149. 126 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 16
89.178. 16. 181 gj::: on 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 15
171.98. 76. 157 |Thail and 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN dr op drop 12
149. 78. 154. 69 |lLhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 10
37.48.120.214 |Netherl ands 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 9
207.46. 13. 82 Lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN dr op drop 8
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 8
93.172.34.126 |lsrael 147.237.77. 216 |dover.idf.i|FH rst packet isn't SYN drop drop 6
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6
5. 255. 253. 124 ?;ZZ;:;‘I o 147.237.77. 216 |dover. i df .i|First packet isn't SN drop drop 5
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 5
108. 90. 14. 3 Lhited Sates 147.237.77. 216 |dover.idf.i|FH rst packet isn't SYN drop drop 5
17.142.152.89 |lLhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
188. 165. 15. 78 |Rance 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
17 142.152. 72 |Wnited Sates 147. 237. 77. 216 |dover i df . i Inval i d segnent retransnission. Packet Sream ng Er_19i ne TP Invalid drop 4
dr opped. Ret ransnii ssi on
17.142.145. 3 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
157. 55. 39. 41 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
74.4.218.1 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
69. 249. 189. 125 |Lhited Sates 147.237.77. 216 |dover.idf.i|l nval id ACK nunber Bad TCP sequence alert 3
69. 249. 189. 125 |Lhited Sates 147.237.77. 216 |dover.idf.i|l nval i d ACK nunber Bad TCP sequence noni t or 3
207. 46. 13. 89 Lhited Sates 147.237.77. 216 |dover.idf.i|FH rst packet isn't SYN drop drop 3
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN dr op drop 3
69. 249. 189. 125 |lLhited Sates 147.237.77. 216 [dover.idf.i|l nval i d sequence nuniber Bad TCP sequence noni t or 3
157.55. 39. 6 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
17.142.152. 111 |Lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SN dr op dr op 2
176.12.149. 22 |Israel 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2
41.131. 117. 128 |Egypt 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN dr op drop 2
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2
17.142.152.68 |Wnited Qates  |147. 237.77. 216 |dover. i df i || V@ 1 d segment retransmssion. Packet  |Streaming Engine: TCP Inval id drop 2
dr opped. Ret r ansni ssi on
17.142.152.94 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2
2.54.51. 68 | srael 147.237.77. 216 |dover.idf.i|FH rst packet isn't SYN drop drop 2
46. 19. 85. 255 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN dr op drop 2
157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2
41.196.79. 106 |Egypt 147.237.77. 216 |dover.idf.i|F rst packet isn't SN dr op dr op 2
17.142.152.94 |wited Qates  |147.237.77. 216 |dover. i df i ||V 1 d segment retransmssion. Packet  |Streaming Bngine: TGP Inval id drop 2
dr opped. Ret r ansnii ssi on
89.31.57.5 Italy 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2
50. 87. 144. 145 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2
108.59. 253. 71 |lLhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SN dr op dr op 2
17.142.152.85 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2
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|Top Attackers In V\AF|

Devi ce

Attacker Address [Attacker Gountry|Target Address |Jte Action ‘Count
5. 255. 253. 124 RJSIS:;”i o 147. 237.77. 216 |dover. i df .i Ml tipl e Unaut hori zed URL Access from 5. 255. 253. 124 B ock 3
; s Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il e navy. i df . i | / 994- 8613- he/ navy. aspx. aspx B ock 2
99. 226. 240. 7 Canada 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wan i df.il/newsite/english/nain.stm |B ock 2
190. 202. 108. 140|Venezuel a 147.237.77. 216 |dover.idf.il O stributed Suspi ci ous Response Gode B ock 2
178. 255. 87. 242 |United Ki ngdom [147.237.0.17 Imny- kosher-kravi . i df..i S Uhtraceabl e Gonnection - Lhknown Server Certificate None 1
46. 246.5. 184 Sweden 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wwidf.il/qar/ B ock 1
203. 151. 27. 76 Thai | and 147.237.77. 234 |hal ag. i df .i | I11egal HITP \krsion B ock 1
5. 255. 253. 124 RJSIS:;ni on 147.237.77. 216 |dover.idf.il O stributed Suspici ous Response (ode B ock 1
184. 105. 247. 195|lhited Sates 147.237.72. 166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
54.245.64.111 |lhited Sates 147.237.77. 176 |nat pash. i df .i | Mil tipl e Unaut hori zed URL Access from 54. 245. 64. 111 B ock 1
211. 244. 83. 245 kafxea, Republic 1147 237.77. 216 |dover. i df i Too Many Qookies in a Request - 132 cooki es B ock 1
103. 245. 44. 14 India 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to www i df.il/newsite/ english/nain.asp |B ock 1
R Uhaut hori zed URL Access to
188. 165. 15. 43 France 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8847- hel 1 ef uah. aspx B ock 1
. C e Unaut hori zed URL Access to
58.22.77.143 Chi na 147.237.72. 166 |aka. i df . il wiw aka. i df i 1/ri ght s/ aspl i nf 0. asp/ t r ackback/ B ock 1
157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unhaut hori zed URL Access from 157.55. 39. 42 B ock 1
41. 202. 68. 93 Mte DIvoire 147.237.77. 216 |dover.idf.il Enail collector robots 14 B ock 1
] R Unaut hori zed URL Access to
68. 180. 228. 117 |Whited Sates 147.237.77. 216 |dover.idf .il v i df i1/ newsi t el french/ 0108-3. stm B ock 1
157.55.39.66  |Whited Sates  |147.237.72. 166 |aka. i df .i tnknown Paranet er 136cd360 in None 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
41.202. 68. 93 te DIvoire 147.237.77. 216 |dover.idf.il ehii | Hoardi ng B ock 1
203.111. 224. 57 |Fhili ppi nes 147.237.77. 216 |dover. i df . Wnknown HTTP Request Method GOK in URL B ock 1
waw i df . i | /1116-en/ dover . aspx
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