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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip V¢b I n drop 3918
79.183. 224. 243 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2

80. 178. 251. 210 I srael 147.237.76. 42 refuah.idf.il [Block Wip All Nets drop 1

209. 126. 120. 23 Lhited Sates 147.237.77. 243 nobi le.idf.il [Block Wip Al Nets drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 1
94.102. 49. 116 Net her | ands 147.237.77.121 e navy.idf.il B ock Np Al _Net drop 1
71.6.146. 185 Lhited Sates 147.237.76. 198 e.yohal an.idf.il|B ock Np Al _ Net drop 1

94. 102. 49. 116 Net her | ands 147.237.77. 234 hal ag.idf.il Bock Np Al Net drop 1




04-13-2016-20:04:00 to 04-13-2016-21:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
149. 78. 168. 201 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 22
188. 40. 95. 70 Ger many 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot B ock 2
188. 40. 95. 70 Ger many 147.237.77.176  |matpash.idf.il [Cl000074: HITP. ngjestic bot B ock 2
149. 78. 215. 93 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 2
109. 64. 135. 11 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.93.109  [147.237.76.86 |Europe navy. i df .il ET SCAN NVAP -sA (2) 2
84.94. 149. 23 147.237.0.34 |israel tikshuv.idf.il ET SCAN NVAP -sA (2) 2
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
84.200.15.174 |147.237.76.39 |Ger many nobi le.neitav.idf.il [ET SCAN NVAP -f -sS 1
79.181. 149. 133 [147.237. 77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
79.178.113.12  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
37.142.68.111 |[147.237.77. 216l srael dover . idf.il portscan: TP D stributed Portscan 1
5.28.182. 32 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
167. 250. 75. 148 [147.237.0.16 |Brazil ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
87.71.81.128 147.237.77. 216 |I srael dover . idf.il portscan: TP D stributed Portscan 1
84.200.15.174 |147.237.76.39 |Ger many nobi | e.neitav.idf.il [ET SCAN NVAP -sS w ndow 2048 1
79.181.2.63 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
77.126. 175. 145 |147.237.77. 216 |l srael dover . idf.il portscan: TP D stributed Portscan 1
14177 79.199  |147. 237, 0.33 |\t et nam il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
2.53.23.61 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
107. 158. 255. 194|147, 237. 76. 197 |Lhited Sates |e. hinush.idf.il ET SCAN NVAP -sS wi ndow 4096 1
84.200.15.174 |147.237.76.39 |Ger many nobi le.neitav.idf.il [ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

94.230.86.161 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 44

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 21

85. 250.50. 254 I srael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence S retransmt wth different monitor |20

W ndow scal e

197.214.99.15 |Ngeria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
Sreanming Engine: TCP Invalid i i ssi

176.13.16.131 |israel 147.237.72. 166 |aka. i df . g =g nval i d segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dr opped.

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
Sreamng Engine: TCP Invalid i i ssi

84.109.50.172 | srael 147. 237. 76. 200 |ei tan. aka.i of . i g =g nval i d segnent retransmssi on. drop 10
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi

81.83.5. 137 Bel gi um 147. 237.77. 216 |dover. i df . 9 =g nvalid segnent retransmssion. drop 10
Ret ransm ssi on Packet dr opped.

62.128.41.103 |lsrael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SN drop 10
Sreaning Engine: TQP Invalid i i ssi

109. 64. 146. 116 |I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 9
Ret ransm ssi on Packet dropped.

46.19. 85. 23 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber rmoni t or 8

217.166. 253. 165|Netherl ands ~ |147. 237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8

62.128.41.103 |l srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d ACK nunber noni t or 8

80. 246.137.92 [l srael 147.237.72. 166 |aka.i of .i | Bad TCP sequence noni t or 7
Sreanming Engine: TCP Invalid i i ssi

185.32. 179. 244 | srael 147. 237, 77. 243 |nobi 1 e. i of . i g =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.

46. 19. 85. 59 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi

149.78. 227. 155 |Israel 147. 237.72. 166 |aka. i f .11 g =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi

79.180.12. 114 | srael 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

157.55.39.30  |UWited Sates |147.237.72.166|aka id.il g =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.

85. 250.50. 254 I srael 147. 237. 77. 216 |dover i cf i Bad TCP sequence SN retransmt wih different monitor |6

W ndow scal e

46.19. 85. 215 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber alert

46. 19. 85. 59 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert
Sreaning Engine: TQP Invalid i i SSi

46.19.85.0 I'srael 147. 237.77. 243 |nobi l e i f i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.

46. 19. 85. 215 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreaning Engine: TQP Invalid i i SSi

37.26.148.169 | srael 147.237.72. 166 |aka.i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.

46. 19. 85. 59 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or 6
Sreaning Engine: TQP Invalid i i ssi

176.13.17.190 |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.

62.128.41.103 |l srael 147.237.72. 166 |aka.i of .i | Bad TCP sequence noni t or 6

46. 19. 85. 59 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber alert 6

46. 19. 85. 23 I srael 147.237.77. 216 |dover.i df il Bad TCP sequence I'nval i d ACK nunber alert 6

46.19. 85. 152 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval id ACK nunber noni t or 5

62.128.41.103 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 5

46. 19. 85. 215 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

80.246.137.92 |l srael 147.237.72. 166 |aka.i of .i | SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 4

94.230.86.161 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 4

132.254.81. 4 Mexi co 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

62.128.41.103 |l srael 147.237.72. 166 |aka.i of .i Bad TCP sequence I'nval id ACK nunber alert 4
Sreanming Engine: TCP Invalid i i Ssi

85. 65. 1. 28 I srael 147. 237. 72. 167 |i shuri maka. i df . i g =g nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.

176.13.16. 131 |l srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber noni t or

107.167.97. 151 |Wited Sates [147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect

213.57.70.7 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning BEngine: TCP Invalid i i SSi

85. 64. 94. 21 I'srael 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.

5.22.130. 77 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4

46. 19. 85. 245 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

46.19. 85. 215 I srael 147.237.77. 216 |dover . i df . i | Bad TCP sequence Invalid ACK nunber alert 4

5.22.130. 247 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning Engine: TQP Invalid i i SSi

2.53.174.127  |israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.

79.182. 203. 204 |l srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i ssi

2.53.21. 217 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.

46.19. 85. 115 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |[Site Sgnature Action ‘Count
109. 253. 131. 248|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 102
46. 19. 86. 46 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 68
37.26.148.182 [Israel 147.237.0.19 |[madi matal .idf.il|Dstributed Suspicious Response Code B ock 40
141.8.132.78 Russi an Federation 147.237.77.216|dover. i df . i | Mil tipl e Uhaut horized URL Access from 141. 8. 132. 78 B ock
109. 253. 200. 1861 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
46.19. 86. 190 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock
5. 29, 80. 227 I srael 147. 237.72. 166 |aka. i df . i | Wnaut hori zed Method HEAD for B ock 2
wwv aka. i df . i | / mai n/ sachar/ vi enpaysl i p. aspx
5.102. 218. 23 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock
185. 89. 217. 234 |Net herl ands 147.237.77. 216 |dover.i df .i | D stributed Lhaut hori zed URL Access on wawidf.il/error. htm B ock
. . Paraneter Type Mol ati on SearchText in
212.25.102.63 |Israel 147.237.76.42 |refuah.idf.il Wi ref ua atal i of . i 1/938- hel ref uah. aspx B ock 2
. . . URL is Above Root Directory
176.10.99. 208  |Swtzerland 147.237.77. 216 [dover. i df . il Wi i1 /.| shared/cl i entscri pts/j query/j query-1 4. 2.nin. | s B ock 1
] . D stributed Unhauthorized URL Access on
94.230.86. 161 |l srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
. . Unaut hori zed URL Access to
212.235.20.125  Israel 147.237.72. 156 [anan. i df . i | waw aman. i df . i |/ nodi i n/ resour ces/ i nages/ f avi con/ f avi con. png Bl ock !
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka. i df . il/giyus/asp/giyus.asp |B ock 1
185. 89. 217. 228 |Net herl ands 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
Uhaut hori zed URL Access to
45.55.233.182 |Lhited Sates 147.237.76.31 |nakchal .idf.il nakhal . i df . i | / 894- he/ nakhal . aspxshar ed/ user cont r ol s/ header uppe |B ock 1
r/
. . Uhaut hori zed URL Access to
80.178.251. 210 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ 1518- he/ r ef uah. aspx B ock 1
46. 253. 93. 197 z'cf;i'géa” Territory, 1147 237.77. 216 [dover . i of . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
204.79. 180. 98 Lhited Sates 147.237.77. 216 |dover.i df .i | D stributed Whaut horized URL Access on waw i df.il/error.htm B ock 1
176.13.17.190 |[lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
. . Unaut hori zed URL Access to
103. 237.74.198 |Hong Kong 147.237.77. 176 |mat pash. i df . i | Wi cogat . i df .11/ shar edl user cont r ol s/ header upper / Bl ock 1
213. 8. 204. 38 I srael 147.237.77. 216 |dover. i df .i | Lhaut hori zed URL Access to vwwidf.il/https:/wwidf.il/ B ock 1
. . Unknown Par anet er anp; si deScrol | in
66.249.78.146 |[lIsrael 147.237.72. 166 |aka. i df . i | ww aka i df i1/ i yus/ | eshakot / None 1
46.19.85.0 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode Bl ock 1
185. 89. 217. 233 |Net her| ands 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on wawnidf.il/error. htm Bl ock 1
141.8.132. 78 Russi an Federation 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to waw i df.il/aman B ock 1
87.70.27.81 | srael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
. . D stributed Uhauthori zed URL Access on
66. 249. 64. 23 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
204.79.180. 203 |Lhited Sates 147.237.77. 216 |dover.i df .i | D stributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 1
. ] . Unaut hori zed URL Access to
180.76.15.159  |Chi na 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8916- he/ r ef uah. aspx B ock 1
14.203.108. 115 |Australia 147.237.77.243|nobi l e. i df . i | Unaut hori zed URL Access to 147.237.77.243/ B ock 1
. . D stributed Unaut hori zed URL Access on
213.8.204.65  |israel 147.237.77.233|atal .idf .il 147, 237.77. 233/ 1501- hel at al . aspx B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.229. 241 |Uhited Sates 147.237.77.176 \mat pash.idf .i1 [ © cogat i df . i1/ 1038- he/ cogat . aspx Bl ock 1
46. 19. 85. 106 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx |B ock 1
149. 50. 123. 102 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waww aka. i df .il/nain/ schar Bl ock 1
. . Unaut hori zed URL Access to
89. 139. 148. 149 |lIsrael 147.237.72. 166 |aka. i df . i | i aka. i df i1/ nai v/ sachar/ undef i ned B ock 1
204.122.110. 254|Lnited Sates 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to waw i df.il/894-en/idf gdover.aspx |B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 72 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx Bl ock 1
182. 186. 254. 184 |Paki stan 147.237.76.31 |nakchal .idf.il PHP Attenpt Bl ock 1
109. 253. 195. 152 || srael 147.237.77.74 |lawidf.il Wnauthori zed URL Access to B ock 1
wan | aw i df . i1/ consol ef core/ doc_ngr/ doc_ngr. asp
. . . [|SSL Uhtraceabl e Gnnection - Protocol violation
79.178.218.194 |Israel 147.237.72.167|i shuri maka. i df . i (SSL_OONN CLI ENT FI Nl SH RESUVED SESSI QN) None 1
188.163.78.47 |lkrai ne 147.237.77.74 |lawidf.il Mil tipl e Unhaut hori zed URL Access from 188. 163. 78. 47 B ock 1
157. 55. 39. 95 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
. . . Uhaut hori zed URL Access to
91.200.12.76  |kraine 147.237.77. 216 |dover . i df .il wiw i dff . i 1/ 1283- 11540- en dover . aspx/ t r ackback/ B ock 1
. . Unaut hori zed URL Access to
66.249.69.32  |Israel 147.237.77. 216 |dover.idf . il 147. 237. 77. 216/ 1613- 15490- he/ dover . aspx Bl ock 1
182. 186. 254. 184 |Paki stan 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to waw nakhal . i df.il/wp-1ogin. php B ock 1
38.111.147.88 |Lnited Sates 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to wawidf.il/894-he B ock 1
79. 180. 2. 207 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df .il/giyud Bl ock 1
188.163.78.47 |lkraine 147.237.77.74 |lawidf.il PHP At enpt B ock 1
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