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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action [Count |
141. 255. 155. 103 Net her | ands 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 120627
141. 255. 155. 103 Net her | ands 147.237.77. 216 dover.idf.il DOB- HTTP-fi r ef | ood dest - r eset 8368
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock Ip Vb In drop 3282
141. 255. 155. 103 Net her | ands 147.237.77.216 dover.idf.il B ock Wp Al Nets drop 956

79. 183. 32. 243 | srael 147.237.0. 34 tikshuv.idf.il Bl ock Wp Al Nets drop 3

79. 183. 32. 243 | srael 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 3

81. 218. 56. 125 | srael 147.237.72. 167 ishurimaka idf.il |Block Wp Al _Nets drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 1
2.53.25.51 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

81. 218. 56. 125 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1

94. 102. 49. 116 Net her | ands 147.237.76. 42 refuah.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Oount |
5.29.127. 137 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 13
84.108.163.118 [Israel 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 4
82.81.76. 144 | srael 147.237.77.170 |maarachot.idf.il |Cl000008: HTTP: Xenu User Agent Bl ock 3
101. 99. 64. 59 Ml aysi a 147.237.72.166 |aka.idf.il C1000016: HTTP. adnministrator in UR B ock 1
123.126.113.80 |China 147.237.72.166 [|aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

‘Target Addr ess count ry Signature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 6
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
207.232. 46. 170 (147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
149. 50. 5. 23 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 178. 101. 229 (147. 237. 77. 216 |1 srael dover.idf.il portscan: TP D stributed Portscan 1
75.151.108. 30 |147.237.0.15 [Lhited Sates kosher-kravi.idf.iIEr SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
37.26.149. 155 |(147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
101.99.64.59  |147.237.72. 166 |Ml aysi a aka.idf.il SERVER- WEBAPP adm n. php access 1
79.178.142.66 |(147.237.77.216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
5.28.150.222  [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘S’ te ‘Signatu re Acti on ‘Count
5.22.135.108  |Israel 147, 237. 76. 200 e tan. aka i of || @M NG Engine: TCP Invalid Jinvalid segnent retransnission drop 138
Ret r ansm ssi on Packet dr opped.
77.125.7.5 I'srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence mdroit’rsac”;'ﬂt wth different moni tor |38
125. 215. 235. 181|Hong Kong 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 25
79.179.108.14 |israel 147.237.0.34  |tikshv.icr i1 |/ S3MNG Engine: TP Invalid |invalid segnent retransmssion. | o 24
Ret r ansm ssi on Packet dr opped.
148. 177. 129. 212 |Eur ope 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21
212.76.127.219 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 21
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21
31.154. 156. 131 |I srael 147.237.0.34  |tikshuv. i i1 [/ SAM NG Engine: TCP Invalid imvalid segnent retransmssion. |y 21
Ret r ansm ssi on Packet dr opped.
195.244.23.42  |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 18
41.242.65.10 N geria 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 18
109. 67. 187. 165 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 17
208. 115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
212.76.127.10 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 15
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
149.78.82.129 |Uhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14
62.219.21.70 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 14
77.171.50.176  |Netherl ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
46.19. 86. 37 I srael 147.237.77. 243 |rvi e a1 |7 SAM NG Engine: TCP Inval id - invalid segnent retransnissi on. drop 12
Ret r ansm ssi on Packet dr opped.
50. 87.144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
109. 186.49.99 |lIsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
37. 26. 147. 186 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval id ACK nunber noni t or 12
87.70. 48. 137 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 11
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
79.178.5.234 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10
213. 6. 119. 94 glcisgiig;a” Territory.y 47 237. 7. 216 |dover.idf. i1 |dr op First packet isn't SIN drop 10
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
109. 65.97. 153 |Israel 147.237. 72, 166 |akaiar.i1 |/ S3MNG Engine: TP Invalid |invalid segnent retransmssion. | o 9
Ret r ansm ssi on Packet dr opped.
149.50. 27. 247 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
79.182. 174. 135 |israel 147.237.72. 166 |aka a1 |7 €AM NG Engine: TCP Invalid invalid segnent retransnissi on. drop 8
Ret r ansni ssi on Packet dr opped.
101. 183.43.198 |Australia 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8
2.55.135. 27 | srael 147.237.77. 243 |mobi le.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 8
79.179.108. 14 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8
2.55.135. 27 | srael 147.237.77. 243 |mbile.idf.il |drop First packet isn't SYN drop 8
79.178.178. 207 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8
46. 19. 85. 163 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
46.19. 85. 219 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
31.154. 165. 222 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 7
37.26.147.186 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 7
2.53.50. 154 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
5.29. 163. 189 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 7
62.219.99.130 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
65.55.210.107 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
207. 46. 13. 72 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 7
2.55.135. 27 I srael 147.237.77.243|mbile.icf.il |Bad TCP sequence Invalid ACK nunber moni t or 6




04-13-2016-17:04:04 to 04-13-2016-18:04:04

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
77.125.85.5 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 106
109. 253. 220. 225|1 sr ael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bock |84
176. 13. 14. 89 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 77
46. 19. 85. 84 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 45
81.218.116. 129 |[Israel 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 15
46.19. 86. 140 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 7
199. 30. 24. 188 gﬁ;ttg: 147.237.77.216|dover.idf . il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 5
66.249.81.215 |[Israel 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock
185.32.179. 77 |lIsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Gode B ock
149. 78. 76. 127 g“;:s 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bock |3
. . . Unhaut hori zed URL Access to
176.13.3.64 I srael 147.237.77.243|nobi | e. i df . i | nobi l e, i df i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 B ock 3
81.218.116. 129 |Israel 147.237.76.31 |nakchal .idf.il Lhaut hori zed LRL Access to waw nakhal .idf.il/sip_storage/files/2/ B ock
66.249.81.212 |[Israel 147.237.77. 216 |dover.idf .il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock
109. 253. 158. 187|l sr ael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock
. . . Paranet er Type M ol ati on ct| 00$Cont ent A acetbl der 15t xt Mobi | e in
46.19. 85. 84 I srael 147.237.0.19 |nadi matal .idf. il | - S i1 hobi | ef 1088- hel mer et 2. aspX Block |3
66.249.83.251 |[Israel 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 2
46. 19. 86. 37 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
37.142.68.56 I srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 2
101. 99. 64. 59 Ml aysia |147.237.72.166|aka.idf.il Ostributed PHP At tenpt B ock 2
176. 13. 3. 230 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
157. 55. 39. 217 ;“;tteeg 147.237.77. 216 |dover.i df . i | Distributed Lhauthorized UR. Access on waw idf.il/error.htm Bl ock 2
101. 99. 64. 59 Ml aysia |147.237.72.166|aka.idf .il Ml tipl e Unauthorized URL Access from 101. 99. 64. 59 B ock
176.13. 4. 140 I srael 147.237.77.243|nobi | e. i df . i | Paraneter Type Mol ation GaptchaText in nobile.idf.il/authentication/login B ock
66.249.81.218 [Israel 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock
199. 30. 25. 28 g‘;tt:: 147.237.77. 216 |dover . i df . i | Dstributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 2
Lhited - - Unknown Paraneter _ VI EWSTATEENCRYPTED i n
173.88.166.253 |g 147.237.72.166 |aka. i df . i | vw aka. i df . i |/ nai rv sachar/ nai | box. asp None 1
ny- kosher - kravi . i , S .
66. 249. 69. 19 | srael 147.237.0. 16 df il Uhaut hori zed URL Access to waw ny- kosher-kravi .idf.il/scriptresource. axd |B ock 1
104. 236. 96. 48 ;“;tteeg 147.237.77.74 [lawidf.il Mil tipl e Unaut hori zed URL Access from 104. 236. 96. 48 Bl ock 1
5.22.135. 208 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL fromb5. 22, 135, 208 B ock 1
101. 99. 64. 59 Ml aysi a 147.237.72. 166 |aka. i df . i | Adm n Bl ocki ng B ock 1
2.53.135. 214 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ si p_storage/ fil es/ 8/ 1668. doc  |B ock 1
77.221.69.168 |Lithuania [147.237.77.176|nat pash. i df.il Unaut hori zed URL Access to v cogat . i df.il/xnirpc. php B ock 1
207. 241. 229. 149 LSthlatt:sd 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/tenplates/sitenap/ sitenap. aspx |B ock 1
66. 249. 69. 26 I srael 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
104. 236. 96. 48 g;g: 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www nag. i df.il/14-he B ock 1
66.249.83.254 |[Israel 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed URL Access on wanidf.il/error.htm B ock 1
195.189.103.1 [l srael 147. 237.72. 156 |anan. i df . i | thauit hori zed LRL Access to , , , Bock |1
wav anan. i df . i |/ nodi i n/ resour ces/ i nages/ f avi con/ f avi con. png
157. 55. 39. 65 ;ﬂ;ttee: 147.237.77.216|dover.idf .i | D stributed Uhaut horized URL Access on wawidf.il/error.htm Bl ock 1
2.55.41. 113 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
79.178. 114. 233 |Israel 147.237.77. 216 |dover.i df . il D stributed Whaut hori zed URL Access on v i df.il/https: /v idf.il/ B ock
212. 199. 143. 2021 srael 147.237.77. 216 |dover.idf .il O stributed Unauthorized LRL Access on wwwyidf.il/https: /v idf.il/ B ock 1
. . SS. Untraceabl e Gonnection - Protocol violation
109. 186. 48. 255 |l srael 147.237.72. 156 |anan. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
Gooki e Tanpering on cooki e Logi n: Expect ed
khkhkkhkhkkhkhkkkhkhkhkhkhkhhkhhhhhhhkhhhkhhhhhhhhhhhkhhhkhhhhhhdhhdhhhhkhhhhhhhhhkdhhkhhkhkhkkhk
khhkkhhkkhkhkhkhhkhhhhhhhhhhkhkhkhhkhhhhhkhhhhhkhkhhhkhhhhhkhhhhhkhhkhhkhhkhkdhkhdkhhkhkhhkhhhhhdhx
46. 19. 85. 84 I srael 147.237.0. 19 madi matal .idf.il *xFkxkFxxk - (Chserved None 1
hhhkkhhkhkhhkhkhhkhhkhhhhhkhhhkhkhkhhkhhhhhhhhhhkhhhhkhhhhhkhhhhkhhhhhkhhkhkdhkhdkhhkhhhkhhhhhdhx
khkhkkhkhkkhkhkhkkhhkhkhhkhhkhkhhhhhhhhhkhhhhhhhhhhhkhhhkhhhhhhdhhdhhhhkhhhhhhhhhkdhhkhhkhhhkhk
84. 110, 38. 110 lsrael 147.237.72. 166 |aka. i df .i | UnknOV\n_ Par _anet er ct100%ct | OO$ctha| n$cphSachar $cb14662882 i n None 1
wwv aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
68. 180. 229. 241 gﬁ;ttg: 147.237.77. 176 |mat pash. i df . i | Paraneter Type Miol ation PageNumin waw cogat . idf.il/901-he/ cogat.aspx  |B ock 1
ny- kosher-kravi . i |uauthorized LR. Access to
66.249.69.3 I srael 147.237.0.16 df.il v ny- kosher-kravi . i df.il/shared/ clientscripts/clientscripts.js Bl ock 1
5.22.134.192 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Cpen Mde None 1
220.181.108. 177|Chi na 147.237.77. 216 |dover . i df . i | Dstributed Waut horized URL Access on wwu i df .i|/894-en/idf gdover. aspx |B ock 1
79.178.192.192 [israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df . i/ mai n/ gi yus/ gener al . aspx B ock 1
89. 138. 182. 206 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
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