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M dover.idf.il
M aka.idf.il
M refuah.idf.il
M nadi matal .idf.il
M tikshuv.idf.il
M navy.idf.il
Meitan aka. idf.il
M nobile.idf.il

i shurimaka.idf.i
M anan.idf.il

Hl 141. 255. 155. 103
167. 114. 156. 16
I 85. 64. 135. 40
212.179. 90. 106
Il 164. 138. 117. 160
W 208. 115. 113. 89
[ 213.8.115. 32
M 37.142.68.61
109. 253. 218. 81
Il 85. 64. 96. 92




04-13-2016-15:04:00 to 04-13-2016-16:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
141. 255. 155. 103 Net her | ands 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 3355
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_|p VWb In drop 2854
141. 255. 155. 103 Net her | ands 147.237.77.216 dover.idf.il DOS- HTTP-firef | ood dest - r eset 885

141. 255. 155. 103 Net her | ands 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 632
41.102. 67. 46 Ageria 147.237.77. 216 dover.idf.il HTTP- M SG- Acunet i x- Ur | dest - r eset 2

81. 218. 208. 46 | srael 147.237.77. 216 dover.idf.il B ock_UWp Al _Nets drop 1

62. 138. 3. 98 Ger nany 147.237. 76. 200 eitan. aka.idf.i|B ock Np Al _Net drop 1




04-13-2016-15:04:00 to 04-13-2016-16:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry get Address |Site |Slgnat ure Devi ce Action |Oount |
37.26.148.205 |Israel 147.237.0.34 |ti kshuv. i df . i{C1000138: HTTP. prefix 1.01 in the UR B ock 22
109. 65. 27. 223 [Israel 147.237.0.34  |ti kshuv. i df.i|Cl000138: HITP. prefix 1.01 in the UR B ock 8
31.168. 180. 232 |l srael 147.237.0.34  |ti kshuv. i df.i|C1000138: HTTP. prefix 1.01 in the URL Bl ock 8
79.177.23. 20 I srael 147.237.0.34 |ti kshuv. i df . i{C1000138: HTTP. prefix 1.01 in the UR B ock 4
141. 255. 155. 103 |Net her | ands 147.237.77.216 |dover.idf.il |12026: HITP. LA C DoS Tool (Q\LY enabl e when under DoS attack) [B ock 2
40.77.167. 92 Lhited Sates 147.237.0.34  |ti kshuv. i df.i|C1000138: HTTP. prefix 1.01 in the URL Bl ock 1
123.126.113.80 |[China 147.237.72. 166 |aka.idf .il C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 1




04-13-2016-15:04:00 to 04-13-2016-16:04:00

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 4
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
109. 66. 72. 113 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
87.70. 240. 19 147.237. 72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
77.87.228. 70 147.237.77.216 Ger many dover.idf.il portscan: TGP D stributed Portscan 1
46.4.79.76 147.237.77. 212 Ger many e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.26.148. 203 147.237.77.216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
2.53.134.29 147.237.72. 166 I srael aka.idf.il portscan: TP D stributed Portscan 1
221.203. 142. 131 147.237. 8. 24 Chi na elifestyleidf.il |ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147.237.77. 233 Lhited Sates atal .idf.il ET DRCP Dshi el d B ock Listed Source 1
185. 130. 5. 217 147.237. 76. 198 Li t huani a e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 65. 27. 223 147.237.77. 216 I 'srael dover.idf il portscan: TCP D stributed Portscan 1
84.228.229. 91 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 166 147.237.77.216 I srael dover.idf.il portscan: TP D stributed Portscan 1
37.26. 148, 157 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
221.203. 142. 131 147. 237. 76. 202 Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
213.8.115. 32 147.237.77.216 I srael dover.idf.il portscan: TGP D stributed Portscan 1




04-13-2016-15:04:00 to 04-13-2016-16:04:00

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
85. 64. 135. 40 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 1967
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 226
164. 138. 117. 160|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 206
208.115.113.89 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 173
213.8.115.32  [Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence mdgitlrsa:;nlt wehdifferent — oonitor (34
37.142.68. 61 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
85.64.96.92 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence Vﬂdﬁrsin;ngt wthdifferent — oonitor |27
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
46. 19. 85. 163 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 17
109. 160. 160. 129l sr ael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence V?':dﬁrsa:;”gt wthdfferent ) onitor |17
46.19.85.189  |israel 147, 237, 76. 200 |ei tan aka i of i1 | " S@M NG Bgine: TCP Invalid invalid segnent retransmission. 15
Ret r ansni ssi on Packet dr opped.
5.11. 47. 110 ga:lcis;iig;a” Territoryls 47 237.77. 216 |dover. i . i1 drop Frst packet isn't SIN drop 14
193. 43. 245. 250 |l srael 147.237.76.86 |navy.idf.il dr op First packet isn't SN drop 13
81.218.80.162 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
5.102.242. 39 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
109. 186.49.99 |lIsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
207.244.77.144 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
46. 19. 85. 180 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
213.57.21.82 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
46. 19. 86. 224 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
79.182.20.171 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
157. 55. 39. 65 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
195. 110. 40. 7 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
46. 19. 86. 122 | srael 147.237.72. 167 |i shurimaka. i df . i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
46.19. 85. 15 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
157.55.39. 217 |lWhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46. 19. 86. 92 | srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46. 19. 85. 82 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
192. 116. 98. 164 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
2.53.52.100 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
79.179. 100. 200 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
109. 67. 14. 107 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
192.114.23. 211 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
217.132.11.53  |israel 147. 237. 72. 166 |aka. i o . i Streaning Bngine: TCP Inval id limvalid segnent retransmission. 6
Ret r ansni ssi on Packet dr opped.
213. 151. 38. 125 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46.19. 85. 10 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
212.179. 161. 238|l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
37.26.147.236 |israel 147.237.77. 243 |mit i1 | S2M NG Engine: TQP Invalid linvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
82.166. 100. 163 |l srael 147. 237. 72. 166 |aka. i o . i Streaning Bngine: TCP Inval id limvalid segnent retransmission. 6
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 26 | srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
79.180.111. 121 |(Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
82.20.234.21 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid sequence nunber noni t or 5
193. 43. 246. 250 |l srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 5




04-13-2016-15:04:00 to 04-13-2016-16:04:00

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address [Site Sgnature Action ‘Count
109. 253. 218. 81 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 31
208.115.113.88 |thited Sates 147.237.76.86 |[navy.idf.il Mil tiple Whauthorized URL Access from 208. 115. 113. 88 B ock 12
176.13.9.34 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 9
46. 19. 85. 15 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 3
37.26.147.236 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
2.53.128. 107 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
2.53.152. 33 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 3
37.26.146.218 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
. . Ml ti pl e Whaut hori zed Method for Known URL from
80. 179. 115. 198 |l srael 147.237.72. 166 |aka. i df . i | 80.179. 115, 198 B ock 3
2.55.17.35 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
87.69.208.55 | srael 147.237.72. 166 |aka. i df . i | Miltiple tnauthorized Method for Known UR. from B ock 2
87.69. 208. 55
79.176.82.197 |lIsrael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Qude Character in LR Bl ock 2
46. 19. 85. 159 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
79.176.136.35 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
131.253.25. 146 |Uhited Sates 147.237.77.216|dover . i df . i Distributed Wauthorized URL Access on ww idf.il/error. ht m|B ock 2
82.80.135. 182 [l srael 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 2
. . Unaut hori zed URL Access to
82.80.135. 182 [l srael 147.237.77.74 |lawidf.il ww | awi of i 1/i p, stor agel il es/ 7/ B ock 1
. . Unhaut hori zed URL Access to
66.249.78.234  |Israel 147.237.72. 166 |aka. i df . i | 147 237.72. 166 i tan/ prat i i rt eychayal / B ock 1
207.46.13.129 [lnited Sates 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 207. 46. 13. 129 B ock 1
Unaut hori zed URL Access to
174.129. 237. 157 |Wnited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | wae chi nuch. aka. i df . i | /tenpl at es/ shar ed/ user control s/ header |B ock 1
upper/
. . Unhaut hori zed URL Access to
213.8.115.32  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ 1518- he/ r ef uah. aspx Bl ock 1
80.179.115. 198 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for ww aka. i df .i|/mai n/sachar/ |B ock
62.210. 162. 37 |France 147.237.77.74 |lawidf.il PHP Att enpt B ock
192.117.159. 14 |israel 147.237.72. 166 |aka. i df . i | Unknown Parareter __VI BASTATEENCRYPTED i n None 1
wan aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
82.102. 233. 83 Pal estinian Territory, 147.237. 77. 176 |nat pash. i df . i | Oistribut e_d U1_aut hori zed URL Access on B ock 1
Qceupi ed v cogat . i df . i1/894-ar
17.142.156.109 [Wnited Sates 147. 237.77. 216 |dover . i df . i | Wnauthorized UL Access to B ock 1
ww i df . i | / appl e- app- si t e-associ ati on
87.69.208.55 |Israel 147. 237.72. 166 |aka. i df . i | thaut hor i zed et hod HEAD for Bock |1
wan aka. i df . i |/ mai n/ gi yus/ f or ns. aspx
219. 74.180. 192 |9 ngapor e 147.237.77.216|dover.idf . il Dstributed Lhauthori zed URL Access on wwwyidf.il/error. htm|B ock 1
80.246.136.30 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
62.210.162.37 |France 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to v | aw i df.il/wp-1ogin. php B ock
m ny- kosher - kr avi . i .
200. 74. 240. 180 |Pananma 147.237.0. 17 df il Unaut hori zed URL Access to 147.237.0. 17/ B ock 1
123.50.59.52  |cnina 147.237.76.39 |nobi | e. meitav.idf. | [Hauthorized LR Access to Bl ock 1
www. naf engwo. cn/ 1428- he/ nei t av. aspx
. . DO stributed Lhaut hori zed URL Access on
37.26.148.203 |lsrael 147.237.77. 176 [nat pash. i df . i | v cogat i i 1/ 894- ar Bl ock 1
84.94. 113. 54 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/gius B ock 1
208.115.113.88 |United Sates 147.237.76.86 |navy.idf.il thaut hori zed LRL Access to Bl ock 1
navy.idf.il/edi n yoman/ yonan. asp
184. 105. 139. 68 |Lhited Sates 147.237.0.19 |nmadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
46. 19. 86. 25 | srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock 1
31.168.6.38 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df . i | /404. ht m |Bl ock 1
109. 67. 39. 56 I srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock 1
82.80.135.182 |[lIsrael 147.237.77.74 |lawidf.il Mil tipl e Unaut hori zed URL Access from 82. 80. 135. 182 Bl ock 1
66. 102. 8. 243 Lhited Sates 147.237.77.216|dover.idf . il Distributed Waut hori zed URL Access on wwuidf.il/error. ht m|B ock 1
203.251.30.74 |Korea, Republic of |147.237.77.74 |lawidf.il Distributed PHP Attenpt B ock 1
38.111.147.84 [Wnited Sates 147.237.77.216|dover . i df . i Uhaut hori zed LRL Access to waw i df.il/894-he Bl ock 1
84.94.158.19  |[Israel 147.237.72. 166 |aka. i df . i | Unknown Parareter __VI BASTATEENCRYPTED i n None 1
wan aka. i df . i | / mai n/ sachar / mas. aspx
208.115.125.36 [Lhited Sates 147.237.77. 176 |nat pash. i df . i | thaut hori zed LR- Access to Bl ock 1
W cogat . i df . i |/ shar ed/ user cont r ol s/ header upper /
. . D stributed Unauthorized Method for Known URL on
80.179. 115. 198 |l srael 147.237.72. 166 [aka. i df . i | v aka i df i1/ i sachar/ B ock 1
Unaut hori zed URL Access to
192. 116. 227. 90 |l srael 147.237.77. 176 |nat pash. i df . i | wwy cogat . i df . i |/ usef ul i nfor mat i on/ news/ pages/ | uxnior g. asp |B ock 1
X
46.121.100.31 |israel 147. 237. 72. 166 |aka. i df . i | thauthorized LR. Access to Bl ock 1
ww aka. i df . i |/ mai n/ sachar/ undef i ned
109. 67. 188. 138 [Israel 147.237.72.166 |aka. i df . i | Wnknown Paranet er ctl00Sct | 00Scphi n$ephSachar$etl 51 in |y, o 1
vwy aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
66.249.69.32 |israel 147. 237.77. 216 |dover . i df . i | tnaut hori zed URL Access to Bl ock 1

147.237.77. 216/ 1133- 20063- he/ i df gdover . aspx
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