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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip V¢b I n drop 3816
77.218. 243. 222 Sweden 147.237.77.216 dover.idf.il TP Scan (vertical) drop 10
79.178. 2. 233 | srael 147.237.77.216 dover.idf.il B ock Wp Al Nets drop 9
192.117.143. 13 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 9
149. 88. 126. 230 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 3

81. 218. 65. 210 | srael 147.237. 72. 166 aka.idf.il B ock_ UWp Al _Nets drop 3
37.26.148. 209 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 2
84.111. 103. 180 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2
2.53.57. 22 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2
94.102. 49. 116 Net her | ands 147.237.76. 148 ggcenter.aka. i df.il B ock Np Al _Net drop 1
159. 104. 163. 19 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
188. 214. 128. 28 Li t huani a 147.237.76. 38 eeneitav.idf.il B ock_ UWp Al _Nets drop 1
159. 104. 163. 20 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

94. 102. 49. 116 Net her | ands 147.237.0. 33 idf.il B ock Np All _Net drop 1
188. 214.128. 28 Li t huani a 147.237.76. 39 nobi | e. nei tav.idf.il B ock Udp Al Nets drop 1
159. 104. 163. 17 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

94. 102. 49. 116 Net her | ands 147.237.0. 35 akaws. i df.il B ock Np Al Net drop 1
159. 104. 163. 18 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
184.105. 139. 113 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i | |Bl ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
37.26. 146. 134 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 4
199. 58. 86. 209 Lhited Sates 147.237.77.216  |dover.idf.il C1000074: HITP. maj estic bot Bl ock 2
87.71.118. 222 I srael 147.237.0. 34 ti kshuv.idf.il| |Cl000138: HITP. prefix 1.01 in the URL B ock 2
37.26. 146. 182 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
54.84.31. 45 Lhited Sates 147.237.77.216  |dover.idf.il 3593: HITP. SQ Injection (INQN Bl ock 1
79.179. 196. 201 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LW with fake user agent 4
109. 186. 33. 228 147.237.76. 31 I srael nakchal .idf.il WEB- FRONTPACE / _vti_bin/ access 2
194. 90. 25. 122 147.237.77. 216 I 'srael dover . idf.il portscan: TCP DO stributed Portscan 1
107. 158. 255. 194 147.237.77. 179 Lhited Sates e nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 82. 78. 38 147.237.77. 233 Net her | ands atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79. 180. 252. 87 147.237.77. 216 I 'srael dover . idf.il portscan: TCP DO stributed Portscan 1
76.181. 249. 213 147.237.8. 27 Lhited Sates e.nadi matal .idf.il ET SCAN NVAP -sS w ndow 3072 1
37.26.149. 241 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
37.26. 148, 202 147.237.77. 216 I 'srael dover . idf.il portscan: TCP DO stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
1.39.115. 7 147.237. 72. 166 I ndi a aka.idf.il portscan: TCP O stributed Portscan 1
109. 253. 136. 242 147.237.77. 216 I 'srael dover . idf.il portscan: TCP DO stributed Portscan 1
107. 158. 255. 194 147.237.77. 179 Lhited Sates e nazi.idf.il ET SCAN NVAP -sS w ndow 3072 1
86. 122. 136. 30 147.237.77. 216 Romani a dover.idf.il portscan: TCP O stributed Portscan 1
80.82.78.38 147. 237. 77. 205 Net her | ands prisha idf.il ET SCAN NVAP -sS wi ndow 1024 1
76.181. 249. 213 147.237.8. 27 Lhited Sates e.nadi matal .idf.il ET SCAN NVAP -sS w ndow 4096 1
37.26. 149. 220 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.53. 140. 144 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

At acker

count ry ‘Target Address |Ste Signature

46. 19. 85. 153 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 22
Sreaning Engine: TCP Invalid i i ssi

80. 178. 190. 212 |I srael 147.237.72. 166 |aka i of . i1 9 =9 Inval i d segnent retransnission drop 21
Ret r ansni ssi on Packet dropped.

46. 19. 86. 87 I srael 147.237.72. 167 |ishurimaka. i df . i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 14

46.19. 86. 77 I srael 147.237.72. 167 |i shuri maka.i of .i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 13
Sreamng Engine: TCP Invalid i i ssi

82. 166. 84. 159 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransnission drop 10
Ret r ansni ssi on Packet dr opped.

46. 19. 86. 66 I srael 147.237.76.31 |nakchal.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10

46. 19. 86. 66 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect

46. 19. 85. 86 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop

194.61.92. 41 LKJ?';;gom 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 8

212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

46.19. 85. 75 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Sreaning Engine: TGP Invalid i i ssi

88.209.84.67 |Mbnaco 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

46.19.86.122 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreanming Engine: TCP Invalid i i ssi

5.22.130.83  |[Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

176.13. 15. 153 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

46.19.85.78  |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

194. 61. 92. 41 t?';gegom 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreanming Engine: TCP Invalid i i ssi

80. 246. 136. 242 I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

185. 32, 179. 157 |I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TQP Invalid i i ssi

109. 64. 138. 206 |I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

46.19.85.0 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 6
Sreanming Engine: TCP Invalid i i ssi

87.70.52.243 |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.

46. 19. 85. 44 I srael 147.237.72. 167 [i shurimaka. i df . i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5

46.19.86.107 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5

46. 19. 85. 31 | srael 147.237.72. 167 |ishurimaka.idf.i[SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5

109. 200. 130. 62 |krai ne 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5

46. 19. 86. 67 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5

85. 130. 246. 23 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5

176.13.18.108 |[lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 5

46.19.85.71 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5

141.0.13.132  [Norway 147.237.77. 176 |natpash.idf.il  [SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

176.13.18.108 |[lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5

46.19. 86. 74 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5

46. 19. 85. 32 | srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 5

46.19.85.221  |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 4

194, 61. 92. 41 LK‘:';;gom 147. 237.77. 216 |dover. i df . Bad TCP sequence Inval i d ACK nuniber aert 4

46. 19. 85. 32 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

46. 19. 85. 32 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4

46. 19. 85. 98 I srael 147.237.77. 176 |matpash.idf.il  [Bad TCP sequence Invalid ACK nunber alert 4

86.122.136. 30 |Romani a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4

46. 19. 85. 48 | srael 147.237.72. 166 |aka. i df il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4

46. 19. 86. 54 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
Sreaning Engine: TGP Invalid i i ssi

84.111.139. 65 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =9 Invalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.

46. 19. 85. 41 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4

46. 19. 85. 98 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber nmoni t or 4

46.19.86.112 |Israel 147.237.72. 166 |aka.i df.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4

Lhi ted S SYNVAXK retransmit with different .

194.61.92.41 | ngdom 147.237.77. 216 |dover. i df .il Bad TCP sequence vi ndow scal e noni t or 4

46.19.85.0 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop 4
Sreamng Engine: TCP Invalid i i ssi

31. 154, 158. 182 |I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

46.19.85.44  |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 186. 33. 228 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod Bl ock 45
46. 19. 86. 147 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 40
176. 13. 4. 222 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 33
176.13. 4. 120 | srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 30
109. 186. 33. 228 |l srael 147.237.76.31 |nakchal .idf.il Ml tipl e Unhauthorized URL Access from 109. 186. 33. 228 B ock 26
5.9.9.3 Ger many 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized Method for Known URL from5.9.9.3 B ock 16
80. 246. 137. 178 |l srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 11
80.246.136.49 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 10
109. 186. 33. 228 |l srael 147.237.76.31 |nakchal .idf.il Ml ti pl e signatures from 109. 186. 33. 228 B ock

80. 246. 137. 108 |l srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock
81.218.241.26 |[Israel 147.237.77.216|dover.i df . il Mil ti pl e Unaut hori zed URL Access from 81.218. 241. 26 B ock

109. 253. 129. 60 |Israel 147.237.72. 166 [aka. i df . i | m”;fiﬁr_?ﬁﬁ NCLLS;?:}(}IQQZT?EZ.“?L? phSachar et 35.x n None 2
82.80.181.180 |[lIsrael 147.237. 76. 147 |chi nuch. aka. i df . i|Mil ti pl e Whaut horized URL Access from 82. 80. 181. 180 B ock 2
37.26.149.135 [Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.121. 144. 142 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for wawu aka. i df .il/mai n/ gi yus/ general . aspx |Bl ock 2
5.9.9.3 Ger many 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waww aka. i df . i/ nain/ giyus/ Bl ock 2
80. 246. 138. 124 |[Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 224. 161l sr ael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
66. 249. 75. 44 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ Bl ock 1
2.55.33.175 I srael 147.237.77.216|dover.idf .l SSL Untraceabl e Connection - Cpen Mde None 1
212.235.31.216 |[Israel 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waw i df.il/nodiin/defaul t.aspx B ock 1
74.82.47.3 Lhited Sates |147.237.72.167|i shuri maka. i df . i|Uhaut hori zed URL Access to 147.237.72. 167/ Bl ock 1
66.249. 66. 123 [l srael 147.237.76.42 |refuah.idf.il ;’2;‘“;2;’ r;é Efz/l'sj:'argﬁfsfis e,tnoscri pts/j query/j query. nyronodal - 1. 6. 2. s Bl ock 1
169. 229. 3. 91 Lhited Sates [147.237.76.42 |refuah.idf.il Illegal Byte Gode Character in LRL B ock 1
66.249.78.97  |israel 147.237.72. 166 |aka. i df . i | ?4? ;gt;‘ftff 1%2“;;;03 ;e;uéjlgeﬁf:sazgx Bl ock 1
192.115.25. 65 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
109. 253. 129. 60 |l srael 147.237.72. 166 |aka. i df . i | mngkmgi?.?ﬁtn;r nf;;g?:ﬁ;;ﬁ?zz&gg%phsamar$Ct' 36.xin None 1
82.80.181.180 |[Israel 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka. i df . i |/404. ht m B ock 1
79.178.64.185 |lsrael 147.237.77.216|dover. i df . il D stributed Whaut hori zed URL Access on waw i df.il/https: /v idf.il/ B ock

66.249. 66. 125 | sr ael 147.237.76.42 [refuah.idf.il ﬂ?.u;??;r;Gz.ig/sLﬁa_reAglcjsiZntt Zcri pts/jquery. pl ugi ns/ j query. equal hei ghts. j s B ock !
169. 229. 3. 91 Lhited Sates [147.237.76.42 [refuah.idf.il NULL Character in LR Bl ock 1
41.227.169. 108 [Tunisia 147.237.77.216|dover.i df . il Unaut hori zed URL Access to 147.237.77.216/ Bl ock 1
207. 46. 13. 29 Uhited Sates |147.237.77.216|dover.idf.il Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147. 237. 72. 166/ mai n/ gi yus/ general . aspx  |Bl ock 1
109. 253. 129. 60 |l srael 147.237.72. 166 |aka. i df . i | mmm:vngkm; iﬁ;ﬁ?ﬁ";‘n;f nftsggr?ﬁtg%ojci’:)';'I\Baisgfc’)hsa‘:har$°t'53' yin None 1
66.249.64.13  |Israel 147.237.72. 166 |aka. i df . i | o ;'33“7‘;" 1%25"’/‘“;;0;; ;e;uj;exles_sa‘;gx Bl ock 1
82.80.242. 83 | srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to ww aka. i df.il/val tam B ock 1
79.183. 167. 105 |Israel 147.237.72. 166 |aka. i df . i | mngkmgiﬁr_?ﬁg nf;i' St?cht;q?gi;zhw n$TochenMt acetbl der$btnSave in |\, o 1
66.249. 66. 163 |l srael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to 147.237.77.216/robot s. t xt Bl ock 1
169. 229. 3. 91 Lhited Sates [147.237.76.42 [refuah.idf.il Unknown HTTP Request Method OYaUB k*.' in URL B ock 1
46.19.85.115  [Israel 147.237.76.42 |refuah.idf.il  [Frareer Vpe M olat fggﬂﬁ?ﬁ;ﬁlﬂx""cem der 13t xt Last R i Bock |1
1.39.115.7 I ndi a 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka.idf.il/gius B ock 1
212.199. 112. 1441 srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1407- he/ at al . aspx B ock 1
66.249.78.240 |[Israel 147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 1
66.249. 64. 131 | srael 147.237.72. 166 |aka. i df . i | ?4? rzi:;;tl’;ezc.' 1%:35/‘“;30;} gzie;ujéexf:sazgx B ock 1
31.168.16.116 |[Israel 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed URL Access on ww i df.il/https: /v idf.il/ B ock 1
82.81.92.138 | srael 147. 237. 72. 166 |aka. i df . i | mu;;;?riidzf?lyﬁ;hsdsagl% ot rati omi zar st epd, asp B ock 1
80. 246.133.85 |[lIsrael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on www i df.il/error.htm B ock 1
66.249. 66. 167 [l srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to 147.237. 77. 216/ 1065- he/ dover . aspx B ock 1
109. 186. 33. 228 |Israel 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to ww nakhal .idf.il/sip_storage/files/8/ Bl ock 1
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