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Top Attackers

M dover.idf.il

M tikshuv.idf.il

Wiawid.il

MW aka.idf.il

M nadi matal .idf.i

M refuah.idf.il

I nakchal . idf.il

M atal .idf.il
nobi [ e.idf.il

MW aman.idf.il

M 167. 114. 156. 16
23.27.13. 152
I 192. 243. 55. 137
46. 19. 86. 140
W 192. 243. 55. 132
W 192. 243.55. 135
[ 212.179.21.194
W 192. 243.55. 134

109. 253. 139. 51
M 46.19. 85. 45
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock Ip Wb _In drop 4027
79.182.117. 93 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 6
184.105. 139. 118 Lhited Sates 147.237.72. 166 aka.idf.il Bock Np Al Net drop 1
184. 105. 139. 78 Lhited Sates 147.237. 8. 45 eeitanidf.il Bock Np Al Net drop 1
46.19. 86. 243 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
184. 105. 139. 90 Lhited Sates 147.237.72. 14 dover.idf.il(old) |Bock Np Al _Net dr op 1
184. 105. 139. 122 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock Np Al _Net dr op 1
184. 105. 139. 78 Lhited Sates 147.237. 8. 50 e.tikshuv.idf.il |Bock Np Al _Net drop 1
184. 105. 139. 90 Lhited Sates 147.237.77. 176 nat pash. i df . il Bock Np Al Net drop 1
184. 105. 139. 70 Lhited Sates 147.237.77. 212 e. dover.idf.il Bock Np Al Net drop 1
184. 105. 247. 239 Lhited Sates 147.237.77. 234 hal ag.idf.il B ock Udp Al _Nets dr op 1
184. 105. 139. 78 Lhited Sates 147.237.77.178 e.natpash.idf.il |Bock Np Al _Net dr op 1
94.102. 49. 116 Net her | ands 147.237.76. 147 chinuch. aka.idf.il |Block Np Al Net drop 1
184. 105. 139. 102 Lhited Sates 147.237.77. 235 svivaidf.il B ock Np Al Net drop 1
184. 105. 139. 74 Lhited Sates 147.237. 8. 24 elifestyle.idf.il|[Block Np All Net drop 1
185.94.111.1 Russi an Federation 147.237.77.176 nat pash. i df .i| Bock Np Al Net drop 1
184. 105. 139. 86 Lhited Sates 147.237.77. 227 e. hanaz. i df.il B ock Np Al _Net dr op 1
156. 192. 20. 30 Egypt 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

123. 126. 113. 80 Chi na 147. 237.72. 166 aka.idf.il [Cl000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry ‘Ste |Signature |Count\
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 6
185.37.148.18 |147.237.0.34 |israel ti kshuv.idf il ET SCAN NVAP -sA (2) 1
107. 158. 255. 194(147. 237. 76. 42 |Wited Sates refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80.82.78.38 147. 237. 77. 176 |Net her | ands nat pash. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
79.178.57.126  |147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
49.205. 63. 115  |147.237.76.31 [India nakchal . i df .i | ET SO Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
31.223.176.66 |147.237.77. 216 gcisgiigéa” Territory: | over i df i1 portscan: TCP Distributed Portscan 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
163. 172. 140. 23 |147.237. 77. 233 |Uni ted Ki ngdom atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
81.164.180.10 [147.237.77.216|Bel gium dover.idf.il portscan; TCP Distributed Portscan 1
80. 82. 78. 38 147.237.76.39 |Net her| ands nobi | e.nei tav. i df.i [ET SCAN NMAP -sS wi ndow 1024 1
79.176. 72. 28 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
31.168.13.78 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
213.8.204. 41 147, 237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Ret ransni ssi on

dr opped.

étotu?]ikre; Target Address ‘S te ‘Signature z\t”i (;i
23.27.13.152 Lhited Sates |147.237.0.34 |tikshuv.idf.i|dr op First packet isn't SN drop 1318
192.243.55. 137 |Wited Sates [147.237.77.74 [lawidf.il |Bad TCP sequence méﬁ]fs;:;ansm wehdifferent  onitor |50
87.69.107. 111 |Israel 147.237.76.42 |refuah.idf.il|Bad TCP sequence ?C(;;etransnilt with different wndow | oivor |36
87.70.52.243  |Israel 147, 237. 72, 166 |aka icr. i1 |2 €AM NG Engine: TGP Inval i d Invalid segnent retransmssion. Facket |, 36
Ret r ansni ssi on dr opped.
192. 243.55. 137 |Wited Sates |147.237.77.74 |lawidf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 32
192. 243.55. 137 |Wited Sates |147.237.77.74 |lawidf.il |Bad TCP sequence Invalid ACK nunber noni t or 31
192. 243.55.135 |Wited States [147.237.77.74 |lawidf.il |Bad TCP sequence mﬁsrc:;ansm wthdfferent | oonitor |26
172.10.0. 2 Lhited Sates |147.237.77.216 |dover.idf.il |drop First packet isn't SN drop 21
46.19. 85.45 I srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 20
46. 19. 85. 45 | srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence I'nvali d ACK nunber noni t or 20
192.243.55.132 |Wited Qates [147.237.77.74 [lawidi.il |Bad TCP sequence mﬁsﬁf‘sm wehdifferent — Jopnitor |20
2.53.182.158 |Israel 147237, 72. 166 |aka i or.i1 |2F €M NG Engi ne: TCP Invalid Invalid segnent retransmssion. Facket |, 18
Ret r ansni ssi on dr opped.
2.53.151.236 |Israel 147.237.72. 166 |aka i .11 || SAM NG Engine: TCP Inval i d Invelid segnent retransmission. Facket |y 18
Ret r ansni ssi on dr opped.
212.179.21. 194 |l srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 17
46. 19. 85. 101 | srael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SYN drop 16
192. 243.55. 137 |Lhited Sates |147.237.77.74 |(lawidf.il dr op First packet isn't SN drop 16
192.243.55. 132 |Lhited Sates |147.237.77.74 |lawidf.il |Bad TCP sequence Invalid ACK nunber noni t or 16
192. 243.55.134 |Wited Sates [147.237.77.74 |lawidf.il |Bad TCP sequence mﬁs\l(sg;ansm wthdifterent | oonitor |16
192.243.55. 132 |Whited Sates |147.237.77.74 |lawidf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 15
109. 253. 140. 93 |I srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence S\C(Ia\ll;etransnilt with different wndow | oivor |15
192.243.55. 137 |Wited Sates |147.237.77.74 |lawidf.il |Bad TCP sequence Invalid ACK nunber alert 14
192.243.55. 135 |Lhited Sates |147.237.77.74 |lawidf.il |Bad TCP sequence Invalid ACK nunber noni t or 14
192.243.55. 135 |Whited Sates |147.237.77.74 [lawidf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 14
212.179. 21. 194 |l srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SN drop 13
85. 130. 131. 108 |l srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 12
192. 243.55.136 |Wited Sates [147.237.77.74 |lawidf.il |Bad TCP sequence mﬁ?fsﬁlf‘sm wthdifterent | oonitor |12
46. 19. 86. 36 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 11
46. 19. 85. 101 | srael 147.237.0.34  [tikshuv.idf.i|dr op First packet isn't SYN drop 11
2.53.48. 175 I srael 147.237.72.166 |aka.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 10
212.179.21. 194 [l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
192.243.55. 134 |Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 10
2.53.48. 175 I srael 147.237.72.166 |aka.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout alert 10
192.243.55. 135 |Lhited Sates |147.237.77.74 [lawidf.il |drop Frst packet isn't SYN drop 9
192. 243.55. 132 |Lhited Sates [147.237.77.74 |lawidf.il |Bad TCP sequence Inval id ACK nunber alert 9
192. 243.55. 135 |Lhited Sates [147.237.77.74 |lawidf.il |Bad TCP sequence Invalid ACK nunber alert 9
192.243.55. 134 |Whited Sates |147.237.77.74 |lawidf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 9
192.243.55. 132 |Lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SYN drop 9
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
109. 253. 140. 93 [l srael 147.237.77.233|atal .idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7
85. 130. 131. 108 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber alert 7
212.179. 21. 194 |1 sr ael 147.237.72.166 [aka.idf.il [Bad TCP sequence Invalid ACK nunber alert 7
192.243.55. 136 |Lhited Sates |147.237.77.74 |lawidf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 7
109. 253. 140. 93 [l srael 147.237.77.233(atal .idf.il |Bad TCP sequence I'nvali d ACK nunber aert 6
46.19.86.247 |Israel 147.237.76.42 |refuah.idf.il|Bad TCP sequence Invalid ACK nunber alert 6
87.70.86.31  |Israel 147, 237. 72, 166 |aka icr. i1 |2 €AM NG Engine: TCP Inval i d Invalid segnent retransmssion. Facket |, 6
Ret r ansni ssi on dr opped.
46.19.86.247 |[Israel 147.237.76.42 |refuah.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 6
176.13.13.135 |israel 147.237.0.34  |tikshuv.icr.i| " €@M NG Engi ne: TCP Invalid Invalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.
192.243.55.136 |Lhited States |147.237.77.74 |lawidf.il |Bad TCP sequence Invalid ACK nunber noni t or
84.95.208.20 |Israel 147.237.77.74 |lawidf.il |drop SAMrule drop
79. 181. 170. 248 |I sr ael 147237, 72. 166 |aka i of.11 |2 €AM NG Engi ne: TCP Invalid Invalid segnent retransmssion. Packet |, 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
46. 19. 86. 140 | srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 105
109. 253. 139. 51 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 41
79.181. 151. 244 |Israel 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 19
79.177.122.70 |lIsrael 147.237.77.243|nobi l e.i df . i | Mil tipl e Unaut horized URL Access from 79.177.122. 70 Bl ock 6
132. 73.50. 77 I srael 147.237.77. 170 |maar achot . i df . i | [Distributed Whaut horized HITP Met hod B ock 4
79.177.122.70  |israel 147.237.77. 243 |nobi L e. i df . i | nq;;“f Q?réfz_??/ Cu;‘eggrcﬁim;esu et | ddocunent </ 1362 Bl ock 4
132.73.50. 77 | srael 147.237.77. 170 |maar achot . i df . i | |Unaut hori zed URL Access to maarachot.idf.il/sip_storagel/files/4/ B ock 3
109. 253. 199. 26 |l srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 200. 186 sr ael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
85. 65. 25. 145 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 85. 65. 25. 145 B ock 3
46.19. 86. 73 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 226. 187 || sr ael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
Dstributed Paraneter Type Mol ation on
2.53.22.27 I srael 147.237.76.42 |refuah.idf.il v ref ua. atal . idf.il/1518-hel ref uah. aspx paranet er B ock 2
ct | 00$Cont ent Pl aceHbl der 1$t xt Last Nane
81.218.97.114 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for waw aka. i df . i |/ main/ gi yus/ B ock
176. 13. 19. 89 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock
109. 253. 214. 204|Isr el 147.237.76.42 |refuah.idf.il ~ |rameer Type M ﬁt/iiglg:]gffg’ggﬁn;;fcem' der1txtontent in Bock 2
185. 32. 179. 197 [Israel 147.237.77. 243 |nobi | e. i df . i | nLg;“It :_?r(;fz_??/ t’;‘eggrcyisem;esn et | ddocunent </ 1362 Bl ock 2
212. 150. 163. 132|I srael 147.237.76.42 |refuah.idf.il Illegal Byte Qode Character in Mt hod B ock 1
93.173.128.29 | srael 147.237.76.42 |refuah.idf.il i;t ;g?f’;gddj ;“;/Ihgsiﬁ;de dL/FrLe ;e‘icis‘ss‘s on B ock 1
182. 186. 187. 197 |Paki stan 147.237.77. 170 |mmar achot . i df . i | |PHP At t enpt B ock 1
66. 249. 75. 47 I srael 147.237.72. 156 [aman. i df . i | Lhaut hori zed LRL Access to list.ips.gov.il/list.htm Bl ock 1
37.26.146.215 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
87.70.52.186 | srael 147. 237.72. 167 |i shuri maka. i df . i (Sg_stﬁozja\?\i ag'_f;ﬁ:fm g‘_'_gsﬂg'_s‘é%ag\;“ None 1
192.114.1. 72 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wwy i df.il/1133-21734-he/ B ock
176. 13. 2. 255 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock
79.178.192.192 | srael 147. 237. 72. 166 |aka. i df . i | m;&:ﬂtfiwiﬁ :Iogii ;lf/ g’fr:e?‘;?. ;‘S)LXKnom L on B ock 1
66. 249. 64. 187 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed UR. Access to waw chi nuch. aka. i df .i|/404. ht m B ock 1
125. 21.120. 102 [India 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wwtikshuv.idf.il/site/general . aspx B ock 1
2.53. 144. 155 | srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi B ock 1
212.150. 163. 132l srael 147.237.76.42 |refuah.idf.il NULL Character in Mt hod B ock 1
94.188. 161. 145 |Israel 147.237.77.216|dover . i df . il D stributed Unaut hori zed HTTP Met hod Bl ock 1
84.108. 180. 217 |israel 147.237.76.42 |refuah.idf.il i;t ;g?}’;gﬂ;;“;lh:;;;:rde dL/F:Le ;’e‘icissss on B ock 1
182. 186. 187. 197 |Paki stan 147.237.77. 176 |mat pash. i df . i | PHP Attenpt B ock 1
66.249.78.234 |lsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ def aul t . aspx Bl ock 1
134.191.232.71 |Israel 147.237.77.216|dover. i df . il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
37.187.114.171 |France 147.237.77.243|nobi l e.i df . i | Uhaut hori zed URL Access to /irj/portal B ock 1
192. 114. 175. 125|I srael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wwidf.il/mvtza Bl ock 1
89.139.169. 27 |[Israel 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df . i|/si ze220x0/ si p_st or age B ock 1
79.180.199.81 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwu aka. i df.il/mai n/ sachar/undefi ned B ock 1
66. 249. 66. 50 | srael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/main/giyus/general . aspx B ock 1
128. 232. 110. 28 zi;g’gom 147.237.0.19 |[madi matal . idf.il|authorized URL Access to 147.237.0. 19/ Bl ock 1
17.142.156. 166 |Uhited Sates [147.237.72.166|aka.idf .il Uhaut hori zed LRL Access to aka.idf.il/appl e-app-site-association B ock 1
212.156. 70. 118 |Turkey 147.237.77.216|dover. i df .i |l Unaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx B ock 1
94.188. 161. 145 |l srael 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to v i df.il/hebrew B ock 1
182. 186. 187. 197 |Paki stan 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df.il/wp-1ogin. php B ock 1
141.212.122. 161 |Uhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ Bl ock 1
78. 40. 176. 52 Lebanon 147.237.77.216|dover. i df . il D stributed Whaut horized URL Access on ww i df . il /894-ar B ock 1
198. 20. 87. 98 Lhited Sates |147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ robot s. t xt B ock 1
91. 240. 80. 16 Lebanon 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to v i df.il/894-ar B ock 1
176. 31. 180. 157 |France 147.237.77. 216 |dover . i df . i | LR i's Above Root Drectory Bl ock 1
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