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04-13-2016-09:04:01 to 04-13-2016-10:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4087
212.25.121.195 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 18
81.218. 65. 210 | srael 147.237.77. 176 nat pash. i df . i | B ock Wp Al Nets drop 3
81.218. 65. 210 I srael 147.237.72. 166 aka.idf.il Block Udp All Nets drop 3
184. 105. 139. 114 Lhited Sates 147.237.77. 243 nobi l e.idf il Block Np Al Net drop 1
42.112. 10. 66 Wi et nam 147.237. 0. 200 ndu.idf.il Invalid TGP H ags drop 1
185.94.111. 1 Russi an Federati on 147.237.77. 19 lawforumidf.il |B ock Np Al_Net drop 1
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
185.94.111.1 Russi an Federation 147.237. 0. 200 ndu.idf.il Bock Np Al Net drop 1
42.112.10. 68 Wi et nam 147.237. 0. 200 ndu.idf.il Invalid TGP H ags drop 1
185.94.111.1 Russi an Federation 147.237.77. 61 e.cogat.idf.il B ock Np Al Net drop 1
185.94. 111. 1 Russi an Federati on 147.237. 8. 50 e.tikshuv.idf.il [Block Np Al Net drop 1
42.112.10. 75 Wi et nam 147.237. 0. 200 nu.idf.il Invalid TGP H ags drop 1
185.94.111.1 Russi an Federati on 147.237.77. 74 lawidf.il B ock Np Al Net drop 1
184. 105. 139. 90 Lhited Sates 147.237.0. 35 akavs. i df.il Bock Np Al Net drop 1
42.112.10. 65 Wi et nam 147.237. 0. 200 ndu.idf.il Invalid TGP H ags drop 1
185.94.111.1 Russi an Federation 147.237.76. 30 hi nush. i df .i | B ock Np Al Net drop 1




04-13-2016-09:04:01 to 04-13-2016-10:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
212.179. 21. 194 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 4
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1




04-13-2016-09:04:01 to 04-13-2016-10:04:01

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘Ste

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 3
10, 7. 5. 29 147.237.0.16 |Rji ny-kosher-kravi i o i | ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
Potential Scan or Brute Force
195. 216. 176. 244|147. 237.76.39 |Latvia nobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 1024 1
194. 114. 146. 227(147. 237. 72. 166 |I srael aka.idf.il SER\/ER APAO_E. Apache med_ss| non-SS. connection to SSL port 1
deni al of service attenpt
113. 240. 250. 154|147. 237. 77. 227 |Chi na e. hanaz. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
89.163.212.37 |147.237.8.50 |Ger many e tikshuv.idf.il ET SCAN Potential SSH Scan 1
78. 4. 240. 40 147.237.77.216|Itay dover . idf.il portscan: TCP O stributed Portscan 1
199.203.215.1 |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
195. 216. 176. 244|147. 237.76. 31 |Latvia nakchal . i df.il ET SCAN NMAP -sS wi ndow 1024 1
119.10.114. 32  |147.237. 77. 235 |Chi na svivaidf.il ET SCAN NVAP -sS wi ndow 4096 1
109. 66. 99. 111  |147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
83.0.172. 10 147.237.0.17 |Pol and mny- kosher -kravi . i df .i | ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
77.125.113. 224 |147.237.77. 216 |l srael dover . idf.il portscan: TCP DO stributed Portscan 1




04-13-2016-09:04:01 to 04-13-2016-10:04:01

|Top Attackers In FW |

A tacker

Devi ce

ount ry ‘Target Addr ess Signhature Action ‘Count
192.243.55.135 |nited Qates  [147.237.77.74 [lawidf.il Bad TCP sequence SINAXK retransmt with different oo ior  |as
w ndow scal e
192.243. 55,132 |Wiited Sates  [147.237.77.74 [lawidf.il Bad TCP sequence SINAK retransmt wth different | oo lag
w ndow scal e
192.243.55. 135 |Lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 31
; . . SYN+AK retransmit with different .
192. 243.55. 137 |Lnited Sates  [147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 31
192.243.55.135 |Lhited Sates  [147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 30
192.243.55. 132 |Lhited Sates  [147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 27
192.243.55.132 |Lhited Sates  [147.237.77.74 |[lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 25
Sreanming Engine: TCP Invalid i i ssi
92.14.126.81 |Wnited Kingdom|147.237. 77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion. drop 24
Ret ransmi ssi on Packet dropped.
192. 243.55.132 |Lhited Sates 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 21
192.243.55. 137 |Wited Sates  [147.237.77.74 |[lawidf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 20
192.243.55. 135 |Lhited Sates  [147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 17
192. 243.55. 137 |Lhited States  [147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 16
Sreaming Engine: TGP Invalid i i ssi
5.102.232. 187 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmission. drop 15
Ret ransni ssi on Packet dropped.
192.243.55. 132 |Lhited Sates  [147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber aert 14
192. 243. 55. 135 |Lhited Sates 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 13
reanming BEngine: TCP Invali i i ssi
176.13.9.182  |Israel 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid invalid segnent retransnissi on drop 12
Ret ransmi ssi on Packet dropped.
192. 243.55. 137 |Lhited S ates 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 11
192.243.55. 132 [Lhited Sates  |147.237.77.74 |lawidf.il Bad TCP sequence noni t or 10
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
Sreaning Engine: TCP Invalid i i ssi
62.90. 161. 241 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 10
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 207. 78 |1 srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 9
Ret ransmi ssi on Packet dropped.
192. 243.55. 137 |Lhited States  [147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber aert 8
192.243.55. 135 |Lhited Sates  [|147.237.77.74 |lawidf.il Bad TCP sequence noni t or 8
212. 235. 98. 139 |I srael 147.237.77. 216 |dover.idf .i | drop SAMrule drop 7
Sreaning Engine: TP Invalid i i ssi
77.125.72.213 |israel 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.66.50 |Wited Qates |147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
62.219.187.1 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
79.182.11. 3 I srael 147.237. 72. 156 |anan.i df . il dr op Frst packet isn't SN drop 6
Sreaning Engine: TCP Invalid ' i ssi
66.249.65.12 |Wited Sates  |147.237.0.19 |nadi matal.idf. il 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
87.69. 255. 212 |l srael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i sSi
79.179. 218. 222 I srael 147. 237. 72. 167 |i shuri maka. i df . | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
5.102.242.128 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
84.94. 221. 239 |Israel 147.237. 72. 167 |i shuri maka.i of . i [dr op Frst packet isn't SN drop 5
192. 243.55. 137 |Lnited Sates  [147.237.77.74 |lawidf.il Bad TCP sequence noni t or 5
46.117. 136. 103 |l srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber alert 4
79.182.62.119 |Israel 147.237. 72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
46.117. 136. 103 |l srael 147.237. 72. 156 |aman. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
109. 253. 226. 26 |l srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 4
185. 32. 179. 127 |I srael 147.237.0.19 |nadi matal.idf.il[SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Engine: TCP Invalid ' i ssi
66.249.66.47 |Wited Sates  [147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
87.71.119. 224 |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmission. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
62.219.163. 42 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
82. 81.47. 15 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 3
Sreanming Engine: TCP Invalid i i sSi
79.180. 148. 94 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
85. 130. 175. 252 || srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or 3
i Sreanming Engine: TCP Invalid i i ssi
141.8.142.1  |ssian 147.237.76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Feder ati on Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi
77.127.238.23 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.180.150. 28 [Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
31.168.100.81 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaming Engine: TGP Invalid i i ssi
82. 166. 140. 117 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 128. 114|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 45
46. 19. 85. 84 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 36
2.55.37.95 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 26
185. 32.179. 127 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 21
. . Ml ti pl e Uhaut hori zed Method for Known URL from
79.179.134.21 [Israel 147.237.72. 166 |aka. i df . i | 29,179, 134, 21 Bl ock 11
109. 253. 199. 179l srael 147.237.77.216|dover.i df . il Dstributed Lhauthori zed UR. Access on waww idf.il/error.htm B ock 4
109. 253. 195. 200! srael 147.237.77.243|nobi l e. i df . i | Paraneter Type Mol ation Password in nobile. idf.il/sachar/login B ock 4
2.55.59. 97 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
109. 253. 156. 1061 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 3
. . Unaut hori zed Met hod HEAD f or
85. 65. 25. 145 I srael 147.237.72.166|aka. i df . i | wiw aka. i df . i | / i 1V gj yus/ gener al . aspx Bl ock 3
46.19. 85. 179 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock
109. 253. 199. 168l srael 147.237.77.216|dover. i df . il D stributed Uhaut hori zed URL Access on www i df.il/error.htm B ock
207. 46.13. 72 Lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock
: . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates  [147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 2
79.180.245.67 |lIsrael 147.237.76.31 |nakchal .idf.il Mil tipl e Uhauthorized URL Access from 79. 180. 245. 67 B ock 1
_ m ny- kosher - kr avi . i _
216.218.206. 67 |lhited Sates 147.237.0. 17 df il Uhaut hori zed URL Access to 147.237.0. 17/ Bl ock 1
46.117.130. 104 |Israel 147.237.72. 166 |aka. i df . i | llegal Byte (e Character in R /mai/kapatz//res#012 B ock 1
our ces/ i nages/ i nner page/ goback. gi f
2.53.157. 151 I srael 147.237.0.19 |[nadimatal .idf.il Wnt raceabl e SSL Sessi ons: (pen Mbde None
80. 246. 130. 207 |l srael 147.237.77.216|dover.i df . il D stributed Lhauthori zed URL Access on waww i df.il/error.htm B ock
] . . Paraneter Type M ol ati on PageNumin
68.180.231.43 |lhited Sates |147.237.77.216|dover.idf.il v i df i 1/ 1381- he/ dover . aspx Bl ock 1
. . Uhaut hori zed URL Access to
37.26.147.142 |Israel 147.237.77. 176 |nat pash. i df . i | vaw cogat i df i 1/t enpl at es/ news/ news. aspx Bl ock 1
89. 234. 68. 82 I'rel and 147.237.77.216|dover.idf.i |l Uhaut hori zed URL Access to 147.237.77. 216/ B ock 1
79. 180. 245. 67 |l srael 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod B ock 1
219.74.239.90 |9 ngapore 147.237.77.216|dover.i df .|l Ostributed Waut hori zed URL Access on waw idf.il/error. htm B ock 1
. . Unknown Paramneter _ VI EASTATEENCRYPTED i n
192.116.96.236 |l srael 147.237.72. 166 aka. i df . i | ww aka. i df . i |/ mai n/ sachar / r equest paysl i pexpl anat i on. aspx None !
52. 88. 83. 186 Uhited Sates [147.237.0.19 |nmadimatal.idf.il Uhaut hori zed URL Access to 147.237.0. 19/ B ock 1
109. 253. 128. 114/l srael 147.237.0.19 |[nadimatal .idf.il Paraeter Type Viol ati on ctl 00SCont ent A acerbl der 1Stxthobile in g 1
nadi matal .idf.il/nobil e/ 1088- he/ ner et z. aspx
82. 81. 90. 82 I srael 147.237.77.216|dover.idf .il Unaut hori zed LRL Access to waw idf.il/inages/ 1. he/error.png B ock 1
. . - Uhaut hori zed URL Access to
207.46.13.134 |Lhited Sates |147.237.72.156|anan. i df .i | vow aman. | df i 1/ nodi i 1V si p st or agel fi | es/ 4/ 68624 B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
37. 46. 39. 246 I srael 147.237.72. 166 |aka. i df . i | vw aka. i dff i |/ mai / sachar / nes. aspx None 1
138. 134. 102. 15 |l srael 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wwwidf.il/milnet B ock
94.188.161. 145 |[lIsrael 147.237.77.216|dover.idf.il D stributed Unaut hori zed HTTP Met hod B ock
79.182.62.119 [Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
194.54.168.65 |l srael 147. 237. 72. 166 |aka. i df . i | tnknoun Parameter anpit in - None 1
wan aka. i df . i |/ mai n/ sachar/ scri ptresour ce. axd
62.16. 72. 181 RJSf;;”i o 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to www cogat. i df .il/894-ar B ock 1
212.156.70. 118 [Turkey 147.237.77. 216 |dover. i df .l Unaut hori zed URL Access to ww i df .il/894-en/i df gdover. aspx B ock 1
: ] . O stributed Uhaut hori zed URL Access on
149.78.62.158 |lnited Sates |147.237.77.216|dover.idf.i | v i o i1/t tps: /v df i1/ Bl ock 1
94.188. 161. 145 |l srael 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw i df.il/hebrew B ock 1
2 53 149. 186 lsrael 147.237.76.42 |refuah.idf.il Paranet er Type M QI at ion ct1 00$Cont ent P acetol der 1$t xt Last Nane B ock 1
inwwrefua atal .idf.il/1518-helref uah. aspx
80. 246. 130. 9 I srael 147.237.77.216|dover. i df .il D stributed Lhauthori zed UR. Access on www i df.il/error.htm B ock 1
. . Lhtraceabl e S3. Sessions: Protocol viol ation
194. 114. 146. 227|I srael 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT HELLO) None 1
. . Uhaut hori zed URL Access to
66.249.64.131 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ i n/ smal i nd showbi g. aspx Bl ock 1
5. 39. 222. 159 Net her | ands 147.237.72. 166 |aka. i df . i | Distributed Unauthorized URL Access on 147. 237. 72. 166/ B ock 1
87.70.52. 186 I srael 147.237.72.167|i shuri maka. i df . i | Ml tiple Abnormal ly Long Request from 87.70.52. 186 B ock 1
79.179.134.21 [israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for aka.idf.il/main/giyus/login aspx |B ock 1
213.254.241.6  |France 147. 237. 72. 166 |aka. i df . i | tnknoun Paranet er ct| 00Sct | 00Sbt nSear ch in None 1
wan aka. i df . i 1/ nai n/ sachar/ def aul t. aspx
157. 55. 39. 95 Wited Sates |147.237.72.166|aka.idf.il D stributed Wauthorized URL Access on 147.237. 72. 166/ B ock 1
95. 45, 252. 2 Irel and 147.237.72. 166 [aka. i df . i | Distributed Unauthorized URL Access on 147. 237. 72. 166/ B ock 1
- . . S Uhtraceabl e Gonnection - Protocol violation
2.53.157. 151 I srael 147.237.0.19 |[nadimatal .idf.il (SSL_OONN LI ENT FELLO) None 1
80. 246. 130. 100 |l srael 147.237.77.216|dover. i df .il D stributed Lhauthori zed UR. Access on waww i df.il/error.htm B ock 1
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