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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip V¢b I n drop 4109
46. 19. 85. 98 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 196
2.53. 49. 32 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 112
2.53.138. 16 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 63
81. 218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock_ UWp Al _Nets drop 2
184. 105. 139. 108 Lhited Sates 147.237.0. 16 ny-kosher-kravi.idf.il |Bock Np Al _Net drop 1
94.102. 49. 116 Net her | ands 147.237.77. 216 dover.idf.il B ock Np All _Net drop 1
184. 105. 139. 67 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock Udp Al Nets drop 1
79.181.53. 76 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
2.53. 46. 229 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
195. 11. 108. 162 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il B ock_ UWp Al _Nets drop 1
106. 84. 196. 60 Chi na 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
46.121. 90. 209 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
184. 105. 139. 67 Lhited Sates 147.237.8. 24 elifestyle.idf.il B ock Udp Al Nets drop 1
204. 68. 184. 25 Lhited Sates 147.237.77. 216 dover.idf.il Block Udp All Nets dr op 1
184. 105. 139. 80 Lhited Sates 147.237.8. 28 e nobil e-ks.idf.il B ock Np Al Net drop 1
82.145.211.9 Eur ope 147.237. 72. 166 aka.idf.il B ock_Ip V¢b In drop 1
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
179. 43.141. 194 Sii t zer| and 147.237.0. 16 ny-kosher-kravi.idf.il |B ock Wip All Nets drop 1
71.6.167. 142 Lhited Sates 147.237.77. 226 wwn chamat z. aka. i df . il |[Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Sgnature Devi ce Action |Oount

212.199.232.162 |Israel 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 7
213.57.42.181 I srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the LRL B ock 6
46.4.32.75 Ger many 147.237.76. 31 nakchal .idf.i| [ClL000074: HTTP. najestic bot B ock 4
46.4.32.75 Ger many 147.237.72.156 |aman.idf.il C1000074: HITP. naj estic bot B ock 2
46.4.32.75 Ger many 147.237.77. 74 lawidf.il C1000074: HITP. maj estic bot B ock 2
69. 30. 198. 242 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. mgj estic bot B ock 2
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1




04-13-2016-07:04:06 to 04-13-2016-08:04:06

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 7
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
13.92.100. 128 |147.237.76.176|Lhited Sates |test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
201 146.98. 22 1147 237 0.33  |Mexi co il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
163. 172. 140. 23 |147. 237. 72. 166 LK?i;gegom aka.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
80. 82.78. 38 147.237.76. 202 Netherl ands e hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
216.218. 210. 34 |147.237.77.212|Uhited Sates |e. dover.idf.il ET SCAN NVAP -sS wi ndow 3072 1
107. 158. 255. 194|147.237.0. 17 [Wited Sates [mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
80. 82.78. 38 147.237.76.31 |Netherl ands nakchal . i df il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

A tacker

ountry Target Address Signature Acti on ‘Count
192. 243.55. 131 |Wiited Qates [147.237.77.74 [lawidf.il Bad TCP sequence Vmﬁsizfnsm wehdifferent | onitor a8
192. 243.55. 130 |Wited Sates [147.237.77.74 |lawidf.il Bad TCP sequence mﬁﬁsr(::;ansm wthdifferent | onitor |41
192. 243.55. 131 |hited Sates |147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 38
192.243.55. 129 |Uited Sates [147.237.77.74 [lawidf.il Bad TCP sequence mgsv(srczream"“ wthdifferent | onitor |34
192. 243.55. 131 |Lhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 34
192. 243.55. 131 |Lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SWN drop 31
192, 243. 55, 130 |Lhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 28
192. 243.55. 130 |Lhited Sates |147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 24
192. 243.55. 129 |Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 23
192, 243.55, 131 |Lhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber alert 22
192. 243.55. 131 |Lhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence noni t or 21
192. 243.55. 129 |hited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 20
192.243.55. 130 |Lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SYN drop 19
192. 243.55. 130 |Lhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber alert 15
192. 243.55. 129 |hited Sates |147.237.77.74 |lawidf.il drop First packet isn't SWN drop 15
192, 243. 55, 129 |Lhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber alert 15
80. 246. 130. 193 |l sr ael 147.237.76.42 |refuah.idf.il Bad TCP sequence v?':dﬁvrfézrtt wth different moni tor |14
212.143. 142. 56 [l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
177.32.125. 157 |Brazil 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
2.53.175.113 |Israel 147.237.0.19 |mdimatal.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 8
212. 235.98. 139 |l srael 147.237.72. 166 [aka. i df . i drop SAMrul e drop 8
82.102. 169. 113 |I srael 147.237.72. 166 |aka. i df . i SYN At t ack rej ect 8
192. 243.55. 129 [hited Sates |147.237.77.74 |lawidf.il Bad TCP sequence noni t or 8
212. 235.98. 139 |l srael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 8
5.28.184. 87 I srael 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46.19.85.112 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber aert 6
79.181.10. 221 |Israel 147.237.72. 166 |aka. i f .11 Streamng Engi ne: TCP Invalid invalid segnent retransmissi on. drop 6
Ret r ansn ssi on Packet dropped.
2.53.180.53 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
84.94.74.21 I srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46.19.85.112  [Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
192.243.55. 130 |Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence noni t or 6
79.178.18.99 |Israel 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
2.53.175.113 |[Israel 147.237.0.19 |nadimatal.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 5
84.94.74.21 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
46.19.85.112 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 5
84.111.126. 15 |Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 5
46.19. 85. 112 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46.19.85.176  |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 4
46.19.85.176 |[lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
82.102. 169. 113 |I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval id ACK nunber noni t or 4
212.179. 21. 194 |I srael 147.237.8.27 |e.nadimatal .idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 4
82.102. 169. 113 |I srael 147. 237.72. 166 |aka. i df . i Bad TCP sequence Invalid sequence nunber noni t or 4
182.184.79.28 |Pakistan 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46.19.85.177 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
182.184.79.28 |Pakistan 147.237.77. 216 |dover. i df.il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
79.178.18.99 |Israel 147.237.72. 156 |anan. i df .i 1 SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
84. 228. 236. 194 |l sr ael 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid finvalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
82.102. 169. 113 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber alert 3
79.180.22.72  |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence Vmﬁsizfnsm wehdifferent 1 onitor |3
79.183.171.66 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |Site Sgnature Acti on ‘Count
2.53.175.113 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 153
109. 253. 209. 32 |I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 26
77.125.5.90 I srael 147.237.76.86 |[navy.idf.il Mil tipl e Uhaut hori zed URL Access from 77.125.5. 90 B ock 6
208.115.113.88 [Lhited Sates |147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to navy.idf.il/giyus/foruntasp/ showf orumasp |B ock 6
91.200.12. 114 |kraine 147.237.77.216|dover . i df . i PHP At t enpt B ock 4
2.55.1.53 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 3
. . . Uhaut hori zed URL Access to
2.53.135. 34 I'srael 147.237.77. 243 [nobi | e. i df . i nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1362 B ock 3
91.200. 12. 114 |Wkrai ne 147.237.77.216|dover.idf .il Ml tipl e Unauthorized URL Access from 91.200.12. 114 B ock 3
2.53.135. 34 I srael 147.237.77.243|nobi l e.idf . il Ml tipl e Unaut hori zed URL Access from 2.53.135. 34 B ock 2
207.46.13.54 |lhited Sates |147.237.77.176|nat pash.idf.il [Uauthorized URL Access to 147.237.77.176/ Bl ock 1
87.71.57.25 I srael 147.237.77.216|dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
62. 210. 252. 207 |France 147.237.77.235|sviva.idf . il Lhaut hori zed LRL Access to wawn hagnas. atal .idf.il/hnapl/ B ock 1
5.39.222.159  |Netherl ands 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
87. 236. 215. 243 z';:gom 147.237.77. 216 |dover . i df . i | Parameter Type Mol ation IDin wawidf.il/1294-en/ dover. aspx B ock 1
. . Uhaut hori zed URL Access to
66.249. 64. 131 |Israel 147.237.72. 166 [aka. i df . i | 147.237.72. 166/ si p_st or age/ i | es/ 8/ 71538, pof Bl ock 1
128. 232. 110. 28 z';:gom 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
. . Uhaut hori zed URL Access to
77.125.5.90 I'srael 147.237.76.86 navy. | df.il ww navy. i df.il/sip storage/fil es/ 3/ si ze338x0/ 1633. j pg B ock !
37.142.68.15 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
. . DO stributed Whaut hori zed URL Access on
66.249. 78. 234 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx Bl ock 1
128. 232. 110. 28 ;.q'r:;gom 147.237.77.19 [l awforumi df.il [Unauthorized URL Access to 147.237.77.19/ Bl ock 1
80. 246. 130. 193 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
62.210. 113. 183 |France 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waw i df . i1/ dover/ sitel honepage/ asp B ock
. . Uhaut hori zed URL Access to
66.249.78. 240 I srael 147.237.72.166 [aka. i df . i | 147. 237. 72. 166/ nai n/ sachar/ r esour ces/ scripts/ticker.js Bl ock !
2.53.175.113  |israel 147.237.0.19 |nadimatal . i df.i|untraceabl e SSL Sessions: Cpen Mde None 1
207.46.13.29 [lLhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
82.81.193.82 |[Israel 147.237.77.216|dover.idf .l SSL Untraceabl e Connection - Qpen Mde None 1
62. 210. 252. 207 |France 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77.234/ Bl ock 1
91.200.12. 114 |kraine 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
68.180. 231. 43 |Wnited Sates 147. 237.77. 216 |dover i df i | thra;;trlorl zed URL Access to wwwy i df.il/1540-13036- he/ dover . aspx B ock 1
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